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About this guide

Audience

This user guide is intended for system integrators, and experienced users with basic
knowledge of configuring a server.

Contents
This guide contains the following parts:

Chapter 1: Getting Started
This chapter provides an overview of ASUS Control Center, as well as the
installation and initialization of the ASUS Control Center.

Chapter 2: Monitor
This chapter describes the various monitoring tools and options available.

Chapter 3: Deployment
This chapter describes how to deploy ASUS Control Center agents and remove
agents through Microsoft® Active Directory or manually. You may also add and
manage agentless vSphere.

Chapter 4: Centralized
This chapter describes centralized management of metadata, BIOS flash, security,
software, tasks, and power control of ASUS Control Center managed devices.

Chapter 5: Report
This chapter describes the various reports ASUS Control Center generates from
tasks, software, and hardware related subscriptions.

Chapter 6: Notification
This chapter describes notification rules and asset report options.

Chapter 7: Account Management
This chapter describes how to add and edit accounts and roles for different users.

Chapter 8: Options

This chapter describes system, network, appearance, security, SMTP, backup and
restore, maintenance, DBExpose, update, access control, sensor threshold, and
software list configuration options.

Chapter 9: License
This chapter describes the license settings.

Appendix
This appendix includes additional information on system requirements and contact
information.

Xiii
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Conventions

To make sure that you perform certain tasks properly, take note of the following
symbols used throughout this manual.

trying to complete a task.

//"{\ DANGER/WARNING: Information to prevent injury to yourself when

"\ CAUTION: Information to prevent damage to the components when
=\ trying to complete a task.

R IMPORTANT: Instructions that you MUST follow to complete a task.

% NOTE: Tips and additional information to help you complete a task.

Typography
Bold text

Italics
<Key>

<Key1>+<Key2>+<Key3>

Command

Reference

Indicates a menu or an item to select.

Used to emphasize a word or a phrase.

Keys enclosed in the less-than and greater-than
sign means that you must press the enclosed key.

Example: <Enter> means that you must press
the Enter or Return key.

If you must press two or more keys simultaneously,
the key names are linked with a plus sign (+).

Example: <Ctrl>+<Alt>+<Del>

Means that you must type the command
exactly as shown, then supply the required
item or value enclosed in brackets.

Example: At the command prompt, type the
command line: format A:/S

Visit the ASUS websites that provide updated information for all ASUS hardware

and software products.
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1.1 Introduction to ASUS Control Center

Welcome! The ASUS Control Center is a server management solution that gives

a vital distinction to our servers, and is also compatible with our ASUS commercial
products. In server management, system stability is a major factor, with efficiency,
cost-effectiveness, and convenience following close behind. To comply with this,
we have created a reliable and user-friendly monitoring tool. The ASUS Control
Center is a web-based interface that allows system administrators to conveniently
manage computers either locally or remotely using a web-browser. With its colorful,
graphical, and informative interface, the ASUS Control Center makes server
management a delightful experience!

1.1.1 How ASUS Control Center works

The ASUS Control Center is composed of “agents” that generally act as data
collectors, and a set of HTTPS web pages that serve as the user interface (Ul).
The data collected by the agent, which are essential for the continuous monitoring
operations performed by ASUS Control Center, are displayed in the Ul.

In the monitoring process, the agent basically keeps track of the hardware and
software status of the system. The agent has “sensors” that monitor fan rotation
speeds, working voltages, motherboard and CPU temperatures, and the backplane (if
present).

In addition, the agent also monitors hard disk drives health status through the
S.M.A.R.T. (Self-Monitoring, Analysis, and Reporting Technology) feature, space
utilization of a file system, CPU or system memory loading, and even the traffic
status of a network device.

The agent records the history of the detected status of all monitored hardware
items. The status record includes the time of alert events (fan, voltage, or
temperature), and the type of alert event (critical, warning, or normal).

You can also configure ASUS Control Center to react to exceptional situations.

For example, the administrator can be automatically notified by e-mail when a hard
drive starts to malfunction or when a chassis intrusion is detected. In this way,
ASUS Control Center acts as an active guardian of the system’s key components.
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1.1.2  ASUS Control Center Licensing

ASUS Control Center provides two license editions:

e Classic edition for assisting management on ASUS servers and workstations.

o Enterprise edition for a comprehensive management on ASUS servers and
workstations, and all supported ASUS commercial products.

For more information on the licensing options, please refer to https:/
asuscontrolcenter.asus.com and https:/www.asus.com/microsite/csm.

Features | Classic Enterprise

Mission Center N

<

System Overview Partial functions

unavailable v
VM Overview v
Host Information N
Device Information v v
Hardware Sensor Pal?,ig\,fa”ﬁlfﬁigns v
Utilization Pal?r:glvfaui%:gns v
GPU v
Partial functions
Inventory unavailable v
Partial functions
Event Log unavailable M
Partial functions
Software unavailable M
BMC (BMC Required) N v
BIOS N v
) Partial functions
Security unavailable v
Configuration Paﬂ:'vﬁ{;célgns v
Deploy Agents N N
Agent
Management Remove Agents N v
Scan and Deploy N N
Add vSphere N
Agentless Remove vSphere v
Management | a4 Redfish v
Remove Redfish N
Metadata Management N N
BIOS Cache v v
BIOS Flash | BIOS Flash Task v
Management
BIOS Flash Task N
Report
. Device Access N
?Aecurlty Control
t
anagemen Software Blocklist v

(continued on the next page)
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Features | Classic Enterprise

Software Pool N J
Software Software Dispatch ;
Dispatch Task

Software Dispatch B

Task Report
Task Scheduler R

Power Control

Software Inventory -

Hotfix Report -
Software License Report -
Report

Application Usage _

Analysis

Service Report -

Hardware Inventory -

Software Dispatch -
BIOS Dispatch -

Task Report
Agent Update

7
Agent Deploy N
N

Hardware & Utilization

Trust Software Asset -

Asset Focus Software
Changes Asset

Hardware Asset -

Subscription Report -

Role Privilege Management -

Accounts Management -

General Configuration N
Network Configuration N

Appearance Configuration -

Partial functions

BRI AR A R R A R R R A AR A AR R S R R R R R R R R R R R R S

Security Configuration unavailable
SMTP Settings N
Backup & Restore -
Maintenance N
DBExpose Configuration -
Update N
Access Control List -
Sensor Threshold N
Software List -
License Partial functions

unavailable

* Please contact your local ASUS Sales representative and/or TPM for more information on the
availability of other functions this feature supports.
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1.2 Installation

ASUS Control Center is a virtual appliance running on a virtual machine (VM), with
all required services and settings pre-installed. The system requirements can be
found in the Appendix section of this manual.

To install the ASUS Control Center on the VM, please refer to the following
sections:

1.2.1 Installing the hypervisor and importing the OVA file

% Oracle Virtualbox will be used as an example for Hypervisor related items.

1. Download Oracle VirtualBox and the ASUS Control Center Open Virtual
Appliance (OVA) file.

¢ Please refer to http:/www.oracle.com/technetwork/server-storage/virtualbox/
downloads/index.html to download Oracle VirtualBox.

e Please contact your local ASUS sales representative for the ASUS Control
Center OVA file.

2. Install and launch Oracle VirtualBox, then select File > Import Appliance...
to launch the Import Virtual Appliance wizard.

o - i

Welcome to VirtualBox!

Virtual Media Manager... CtrisD
Host Network Manager.. CirleW.
Network Oper

The left part of th
chi

sts al virtual ma

d PREKOE @)

Bt ctisQ
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3. Select the OVA file to import (A) and click Next (B).

x © Pl choos vt sepenc et mport

Import Virtual Appliance

Appliance to import

open
Virtualization Format (OVF). To contnue, select the fie to mport below.

tename: [ Control Center 1212

Expert Mode Next Cancel

4.  Ensure the Guest OS Type is set to Red Hat (64-bit) (A).

5. Check the Reinitialize the MAC address of all network cards checkbox (B),
then click Import (C).

0-

C/

6.  Wait for the OVA file to be imported. This may take a few minutes.
7.  Select the VM on the list, then click Start on the toolbar to start the VM.

/ The minimum requirements for VM is as follows:

/ * 4vCPU
* 8GBRAM
e 100GB HDD
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If your Oracle VirtualBox installation was unsuccessful, please check the
following:

*  VT-x: BIOS > Advanced > Intel Virtualization Technology > Enabled

Network Card: Select the network connection you are currently using.

1.2.2 Setting up the VM specification

A message may appear when starting up the virtual machine (VM) for the first time,
follow the steps below to set up the VM specification, such as network settings:

1. Right click on the VM and select Settings.

¥ Oracle VM VirtualBox Manager

- o x
File Machine Help
7 57 WU Frell SN
New Settngs Discard  Start h ” | Machine Tools | Global Tools
= EEr— N :
& © Ponered OFf
(# Clone.. Ctrl+0
R Remove. Coer
& Group Ctrl+U [
D strt » ASUS Control Center
Pause Crlep
Reset CrleT

CtrlsL

0.0-cisk1.ume (Normal, 100.00 GB)

B Audio

Disabled

& Network

Adapter 1: - Intel PRO/1000 MT Desktop (Bridged Adapter, Intel(R) 1210 Gigabit Network Connection
=4
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Select Network from the menu list on the left, then select Bridged Adapter in

the Attached to: field.

(2 ASUS Control Center - Settings ? X
[ Geners | network

Spen | it [t [ it [ et

Display 2 Ensbie Netork Adapter

Storage

B audio -
@ Network

£ seistpors

& v

(5 shared Folders

] wserinerce

% Ensure your system meets the system requirements listed in the Appendix
a chapter.

Select the Network card you are currently using and has an Internet
connection from the drop down menu in the Name: field, then click OK.

(@ ASUS Control Center - Settings

5] cene | | network

System Adooter 1 | Adapter2 | Adsoter3 | Adaptar
Diplay 2 el Network adeper

Sorsge At o [ded s+

P fudio

B Nework
£ setpos
& v

G sharedFolders
[ vsrmetace
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1.3 Initialize settings

Once your ASUS Control Center is installed successfully, you will need to initialize
the ASUS Control Center settings such as time zone, account and password, and
network settings.

1.3.1 Initialize startup settings

Once ASUS Control Center has launched, follow the steps below to initialize startup settings:

/ The information entered in this section is for reference only.

1. Read through the end user license agreement, check | accept, then click
Next.

ASUS Control Center

Welcome

ASUS

Terms of Use

ASUS Control Center
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2. Carefully read through the Privacy Policy, check | accept, then click Next.

ASUS Control Center

Welcome

Asus

Privacy Policy

3. Select the edition of your ASUS Control Center.

% A full list of CSM supported models will be displayed when you select the
Support Model hyperlink under the CSM button. Ensure to check whether your
system supports CSM edition if you select CSM.
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4.  Enter the Company Name, then select the Time Zone. Click on Next once
you are finished.

When setting the Time Zone, ensure that the time zone selected matches the
time zone displayed on the physical device which has a hypervisor installed.

5. Enter and initialize the password, then click Next.

% ¢ The default ASUS Control Center administrator account is Administrator.

- *  Your password should contain at least 8 characters, and consist of at
least one lower case letter, one upper case letter, one digit, and a special
character.

ASUS Control Center

Welcome
AsUS

Set up the Password

Account Administrator

Password

Confirm Password

ASUS Control Center



6.  Confirm if the LAN cable is plugged into the correct LAN port, then click Next.

7. Set the network configurations and Host Name, then click Submit once you

are finished with all the settings.

in manually. If DHCP is selected, the IP Address and Subnet Mask will

/ If Static is selected, the IP Address and Subnet Mask should be filled

~ automatically be filled in.

ASUS Control Center

Welcome

ASUS

Set up the Network

SubnetMask

Default Gateway

DNS
Preferred DNS Server

Alternate DNS Server

Previous
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1.3.2 Logging into ASUS Control Center

% The Host Name: ACC-TUTOR, and IP Address: 10.10.75.200 used in this
section are for reference only.

Management Console

Central Server

Physical Server

Virtual Machine ’

To log into ASUS Control Center:

1. Open a web browser and key in the main server URL (include the Host Name
or IP) to enter ASUS Control Center web console. Please refer to the table
below for the main server URL format and examples:

Transfer Protocol |URL Template Example 1 (Host Name) (Example 2 (IP)

http://HostName(IP)/ACC | http://ACC-TUTOR/ACC http:/10.10.75.200/ACC

https://HostName(IP)/ACC | https://ACC-TUTOR/ACC https://10.10.75.200/ACC

* The ACCin the URL is case sensitive, ensure to use all caps when entering
ARN ACC'o the URL.

e The export files and import files functions are disabled when using the ACC
through VM. For optimal experience, we recommend using an Internet
browser installed on the host system to enter the main server URL when
using the functions mentioned in this guide.

2. Enter your Account and Password. Click Login to enter ASUS Control
Center.

3. If Multi-Factor Authentication (MFA) is enabled, enter the 6-digit passcode
displayed in your authenticator app.

/ Refer to the Account Management chapter for more information on MFA.
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1.4 ASUS Control Center layout

The main control panel of the ASUS Control Center user interface is displayed as

below:
Mission Center
ASUS Control Center information Account
Banner
Select language information
Main menu items | Report feedback

Content window

1.4.1 Banner

The banner features the logo of ASUS Control Center, as well as some quick
functions such as the language option or the mission center.

Logo

You can customize the logo of your ASUS Control Center. For more details on
customizing the logo for ASUS Control Center, please refer to the Appearance
Configuration section.
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Feedback

Click [@] in the top right corer of the banner to bring up the ASUS Control Center

Feedback window. You can provide feedback regarding your experience or on
issues, and also upload screenshots using the feedback window.

Multiple Language

Click &) in the top right comer of the banner, then select a language to change
the language of ASUS Control Center. The languages currently supported are
as follows: English, Traditional Chinese, Simplified Chinese, Japanese, Korean,
German, Spanish, French, Russian, and Thai.

About

Click [ in the top right comer of the banner for information such as the version,
and support site of ASUS Control Center. You can also scan the QR code for the
mobile website version of ASUS Control Center. If you have multiple network cards,
and have set the network configurations for all of them, you can slide and view the
different networks and scan the QR codes to access the mobile website version of
ASUS Control Center.

For more information on setting the network configurations for all network cards,
please refer to the Network Configuration section.

ASUS Control Center Enterprise
Version: V1.3.1.10

ASUS Control Center Enterprise
Version: V1.3.1.10

WebSite: htg
Support: ht
Copyright

ASUS Control Center
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Mission Center

Click & in the top right corner of the banner to access the Mission Center. The

Mission Center automatically lists pending actions that still need to be configured
on devices, such as devices which still need to be restarted after a BIOS Flash, or
devices which need to be restarted in order for updates to take effect. Events or
pending actions will be denoted by a blue notification circle on the Mission Center
icon; the amount of events or pending actions will also be displayed.

ASUS Control Center

% Mission Center

£ ELASTICSERVER

Account Information

Click . in the top right corner of the banner, you can click on Logout to logout

of the currently logged in account, or click on Settings to be redirected to the
Accounts Management screen.

% For more details on Accounts Management, please refer to the Accounts
Management section.
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1.4.2 Menu

The menu bar on the left of the screen has the following menu items:

Submenu

Main Menu

System Overview

Description

Displays activity alerts and event logs to monitor
server components in real time. You can also access
the various functions, such as BMC settings, BIOS
settings and more of a single device from the System
Overview.

VM Overview

Displays the status and information of the hosts, and
all VMs on the host device. You can also perform
some functions on the vSpheres such as power
controls.

Agent Management

To remotely deploy Windows or Linux agents, or install
these agents manually for effective monitoring. You
can also remove agents from Windows and Linux OS
managed devices.

Agentless Management

Add agentless vSphere to be monitored automatically
periodically, or remove the vSphere from managed
devices.

Metadata Management

Customize device metadata such as device location.

BIOS Flash Management

Centralized management of BIOS, and BIOS flashing
of multiple devices simultaneously.

Security Management

Manage security settings for multiple devices at the
same time

Software Dispatch

Dispatch software packages to be installed on devices,
or add software packages to the Software Pool for
easy access later.

Task Scheduler

Schedule specified tasks such as software dispatching,
power on or off, security control, and service control
for selected devices to be executed at set times

Power Control

Control the power options of all managed devices
(except for vSphere).

Software Report

View and manage all software installed on managed
devices. You can also view hotfix, license, and service
reports for these software and receive notifications
regarding new software installations.

Hardware Report

View and manage all hardware installed on managed
devices. You can also view a hardware item and all
the devices which have this hardware item installed.

Task Report

View the reports for the task status and progress for
Software Dispatch, BIOS Dispatch, Agent Update,
and Agent Deploy.

Conditional Trigger

Set notification methods when there are software
changes such as an installation of a software not on
the trust list, or when there are hardware anomalies
that do not adhere to company policies.

Subscription

Set periodic reports on the hardware or software of
managed devices.

(continued on the next page)
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Main Menu

Submenu

Role Privilege
Management

Description

Create and edit permissions for roles, which you may
assign to accounts.

Accounts Management

Add or manage accounts, and also assign roles to
these accounts which determine what permissions
these accounts have.

General Configuration

Set the Time zone, and refreshment interval of main
server and agent.

Network Configuration

Set network configurations for ASUS Control Center,
and also the settings for the network cards (if there are
multiple).

Appearance
Configuration

Customize the banner logo for ASUS Control Center.

Security Configuration

Set a password for agent removal from Windows
system managed devices.

SMTP Settings

Configure SMTP Server settings to send notifications
for server alert events

Backup & Restore

Backup or restore ASUS Control Center settings for
ACC Physical Appliances.

Maintenance

Displays information on the VM with ASUS Control
Center, and also allows you to control the power
options for this device, as well as the services running
on VM.

DBExpose Configuration

Set an account and password which will allow third-
party database, such as MySQL to access the data in
ASUS Control Center.

Update the Agents for Windows and/or Linux managed

Update devices, or update the ASUS Control Center main
server when a new update is available.
Sensor Threshold Centralized management of sensor threshold values

for all managed devices.

Software List

View and manage rules of the installed software of all
managed devices.

Import a license key for ASUS Control Center
Enterprise edition.
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This chapter describes the various
monitoring tools and options available.
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2.1 System Overview

The System Overview screen gives you a quick overall status check for all
managed devices and basic overview of device status at a glance. You may also
select an individual managed device for details on its status, or perform actions
such as remotely control it, power it off, or turn on its locator LED.

To access the System Overview, click [ > System Overview from the left menu.
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2.1.1 Status Dashboard

These items allow you to view a summary of the connection status, hardware
status, and utilization status of all managed devices, as well as the event log of the
managed devices. This will help you pinpoint problems such as connection errors,
hardware sensor errors, or utilization errors at a quick glance.

ASUS Control Center
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Connection overview

The Connection overview circle displays the connection statuses of managed
devices. The number of devices for each status is also displayed below the
overview circle.

Please refer to the table below for the color status of the Connection overview circle

Green Orange Red
Connection Status Online Maintain* Offline

* This status represents the status for when the managed device’s agent is
updating.
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Hardware Sensor overview

The Hardware Sensor overview circle displays an overview of the Voltage,
Temperature, Fan, Backplane, Power Supply, Chassis, and S.M.A.R.T. statuses of
managed devices. The number of devices for each status is also displayed below
the overview circle.

Please refer to the table below for the color status of the Hardware Sensor overview
circle

| Green | Orange | Red
Hardware Sensor Status Normal Warning Critical

ASUS Control Center
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Utilization overview

The Utilization overview circle displays an overview of the CPU, DIMM, Partition,
and Network statuses of managed devices. The number of devices for each status
is also displayed below the overview circle.

Please refer to the table below for the color status of the Utilization overview circle

| Green | Orange | Red
Utilization Status Normal Warning Critical
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Add-on Card overview

The Add-on Card overview circle displays an overview of the Add-on card statuses
of managed devices. The number of devices for each status is also displayed below
the overview circle.

Please refer to the table below for the color status of the Add-on Card overview
circle

Green Orange Red
Add-on Card Status Normal Warning Critical

ASUS Control Center
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2.1.2 Devices list

The Devices list displays all managed devices as well as the metadata on each
managed device. You may also access the remote desktop for these managed
devices; remotely power on, off, or reset these managed devices; or export the list
of managed devices and their metadata to a .csv file. These functions provide you
with a effortless method of accessing commonly used functions for managing these
devices.

e To add more metadata columns to the Devices list, click on Options, then
check the metadata item you wish to display.

e Click on the name of a column header to sort the filter results alphabetically.

* The Devices list will display the items that correspond to the search and
filter results. For more information on using search and filter, please refer to
the Search and Filter devices section.
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Setting power control (Action)

You can control the power settings of selected devices from the Devices list
allowing you quick access to power controls such as powering on and off, rebooting,
and refreshing the device without having to navigate to Power Control located
under Centralized or Device Information.

1. Select the devices you would like to apply the power control option to.

2. Click on the | |. You can check or uncheck items in the popup window that
appears, confirm that the correct devices are selected, then click Update.

O —
O
O
m}
[

ASUS Control Center
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3.

Click on Action, then select the power control option you would like to apply
to the selected devices.
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Auto Refreshing the devices list (Auto Refresh)

The Auto Refresh function will automatically refresh the items shown on the web
page. Disabling Auto Refresh will only disable the web page refresh, but the ASUS
Control Center will still receive updates from the agents of managed devices. Click
on the Auto Refresh button to enable (FEEEEN) or disable ( ) it.

ASUS Control Center
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Exporting devices list (Export)

You can export the managed devices and metadata in the Devices list to a CSV or
PDF file.

1. Click Export, then select an Export Type and enter the File Name in the
popup window.

2. (Optional) To include or exclude a metadata field in the export, click and drag
it to the left column to exclude it or to the right column to include it.

3. Click Export in the popup window to export the device list based on the
selected settings.

Export Type ®csv OPDF
File Name
Fields
BIOS Version Connection
BIOS Release Date Host Name
Agent Version Client Type
Model Name OS Information
WatchDog = IP Address
Registry Editor HW Sensor
USB Storage Device Utilization
Current User Add-on Card
MAC
XCancel
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Using the sensor shortcut

Clicking on a Warning or Critical status in the HW Sensor, Utilization, and Add-
on Card column of a managed device will redirect you to the Hardware Sensor and
Utilization page of a managed device, allowing you to quickly locate your problem.

The sensor shortcut function will only redirect you to the Hardware Sensor or
Utilization page of the managed device if the status is Warning or Critical.

Link to managed device’s Hardware Sensor:

ASUS Control Center
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Link to managed device’s Utilization:
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2.1.3 Options

Clicking on Options will display the Fields and Row Groupings functions. The

Fields function controls which metadata columns are displayed in the Devices list.

You can check the metadata items you wish to hide or display in the Fields list.

% For more information, please refer to the Metadata Management section.

You can sort and group the managed devices in the Devices list according to a
column criteria using the Row Groupings function.

Hiding or displaying metadata fields

1. Click on Options to display the Fields window.

ASUS Control Center
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2.

You can check the metadata field in the Fields window to hide or display the
metadata field. In the screenshot below, the Client Type field is checked.
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Using the Row Groupings function

1. Drag the column items from the Fields list into the Row Groupings list to filter
by those columns.

2.  Click on the X to remove or disband a row.

ASUS Control Center
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Accessing remote desktop

The remote control function provides a flexible interface for device management
through the desktop or command-line accessed in ASUS Control Center. You can
quickly access the remote desktop of managed devices from the Devices list,
without having to navigate to Device Information.

Device operating systems which support remote control:

Windows 7 Professional | Enterprise Ultimate

Windows 8 Professional | Enterprise

Windows 10 Professional | Enterprise

Windows Server 2008 2008 R2 2012 2012 R2 2016
Windows Multipoint Server 2011 2012

Windows Small Business Server 2008 2011

1. Inthe System Overview screen, select a managed device from the Devices
list.

2.  Click on the IP address of the selected device, you should be directed to the
Remote Desktop Login screen.
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3. Select a resolution to display the managed device in the Remote Desktop
window.

4.  Select the login Account type, then enter the Account, Password, and
Domain information.

* Local Account: The agent’s administrator privileges only allow you to
manage the device the agent is installed on.

e Domain Account: The agent’s administrator privileges allow you to manage
all devices in the domain. The Domain field only appears if you selected
Domain Account.

5. Select the protocol to use when connecting, then click Login.

Linux and Windows® systems use different protocols, ensure the managed
device is reachable through the selected protocol:

- RDP: Available on Windows only; allows only a single user to view and
configure at the same time.

- VNC: Available on both Windows and Linux; allows multiple users to view
and configure at the same time.

- SSH: Available on Linux only.

ASUS Control Center

# System Overview > Remote Desktop

Remote Desktop Login

) 43

Grop ®WNC

ASUS Control Center
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Ensure the managed device you wish to remote control has a stable power
supply and Internet connection.

The managed device may be remote controlled if it is logged out or locked,
but cannot be remote controlled if the managed device is powered off or

in sleep mode. If the managed device is in sleep mode, please wake the
device using the Power Control (Wake-on-LAN) function.

(for RDP only) Please ensure that the following two items are checked on
the remote device and enabled to allow remote connections to the remote
device. Search for Control Panel in the Windows Search Box, then navigate
to System > Remote settings.

()
S x
CarpuerNameHordware | Advanced | Sysen Prtecton Fente
© Syem protection d oWws ’I O
®
e
Dl
@ Change settings
Seealso 3
ety and Maintennce Coon | [ @hctivae indows

(for RDP only) Please ensure that the Microsoft Remote Desktop
application is enabled in the Windows Defender Firewall Allowed Apps
list. Search for

Control Panel in the Windows Search Box, then navigate to Windows
Defender Firewall > Allowed Apps.
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6.  Once the login has been successfully authenticated, you will be logged into
the desktop or command line of the device system,; this varies between
systems.

To switch mouse and keyboard control to the ASUS Control Center, press <Ctrl>

+ <Alt> on the keyboard. To switch mouse and keyboard control back to the
~ remote device, click in the remote device window.

7. Click on the Menu Path at the top of the screen, or click on another menu item
from the left menu to end the remote session.
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21.4 Search and Filter devices

There are various methods of searching and filtering managed devices on the
System Overview screen, giving you the freedom of searching or filtering managed
devices according to your needs.

% The screenshots in this section are for reference only and may differ according to
- the different ASUS Control Center functions, but the steps remain the same.

Filter devices using the Overview Circle

% To clear the filter and view all managed devices, click on Clear.

1. Click on a colored segment of an overview block to filter according to the
selected overview and status:

* Connection: Click on a colored segment on the circle to display all items
which correspond to the selected connection status.

* Hardware Sensor: Click on a colored segment on the circle to display all
items which correspond to the selected hardware sensor status.

* Utilization: Click on a colored segment on the circle to display all items
which correspond to the selected utilization status.

e Add-on Card: Click on a colored segment on the circle to display all items
which correspond to the selected Add-on Card status.

2. The filter criteria and filtered managed devices will be displayed in the
Devices list. You may select a single managed device from the list to view
more details.
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Filter devices using the Search Bar

To clear the filter and view all managed devices, click on Clear.

1. Enter keywords into the Search bar.
2. Click on|a- |, then select the operator you wish to use.

% e Selecting the Search with 'AND' operator option will return search results

of items which match all the keywords.

*  Selecting the Search with 'OR' operator option will return search results of
items which at least one of the keywords.

e Checking the Full string compare option will only return search results of
items which have a string with an exact match to the keywords, and can be
applied to any of the above search operators selected.
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3.  (optional) You may also click on | :: | to expand the search bar to view, edit or
add additional search criteria. You may also import a .csv file by clicking on
Import. Click on Save once you are finished editing your search criteria.

/ e Selecting the ‘AND’ option will return search results of items which match all

the keywords.

o Selecting the 'OR' option will return search results of items which at least
one of the keywords.

*  Enabling the Full string compare option will only return search results of
items which have a string with an exact match to the keywords, and can be
applied to any of the above search operators selected.

*  Enabling the Sensors Type Filter option will allow you to limit your search
results to the Hardware Sensor, Utilization and Other criteria you have
checked.
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4. The search results will be displayed in the Devices list.
* Result of selecting the Search with ‘AND’ operator option.

A System Overview
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Filter devices using Column Headers

/ To clear the filter and view all managed devices, click on Clear.

1. Hover over a column header in the Devices list then click on = .

d

Some column headers may not support the filter function.

2. Select a filter rule (Contains, Equals, Starts with, Ends with) and enter the
keyword to search.

To add more metadata columns to the Devices list, click on Options, then
check the metadata item you wish to display.

e Click on the Name of a column header to sort the filter results alphabetically.

Hardware Sensor

\_J
®5 @ 1
Critical Critical

2020.08.28 Fri.
| 0e2s |

4 @+ O ELASTICSERVER

TICSERVER
ELASTICSERVER
ELASTICSERVER
TICSERVER
+ @< O ELASTICSERVER

o -
6 2

Host .
DESKTOP-AGNBEM6
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2.2 Device Information

The screenshot may vary between agent and agentless devices, for more details
on viewing agentless device details, refer to the Host Information section.

The Device Information screen gives you various functions to view the status and
manage the selected device.

To access the Device Information of a managed device, click on the [i=|icon
located next to the managed device you wish to view in the Devices list.

The Device Information screen will display the OS Information, BIOS Version,
Agent Version, Model Name, IP Address, Timezone, and Up Time of the device.

* If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

e [f the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.

ASUS Control Center
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Device Statuses and Quick Buttons

m Connection

status

m Message status

®
=
O
]
B

Locator status

Metadata Editor

Remote Desktop

Power Control
Locator LED

Refetch

This item displays the connection status of the selected managed
device.

This item will turn red if the selected device's BMC returns a
hardware sensor warning/critical event.

The Message status in only available on BMC enabled
devices.

This item will turn green if the locator LED is enabled through the
ACC Web Ul. The locator LED allows you quickly locate the physical
location of the device in a server rack.

The Locator status in only available on BMC enabled
devices.

This item allows you to edit the metadata of the managed device by
double clicking in the Value field.

This item allows you to remotely control a managed device. Refer
to Accessing remote desktop under the Devices list section for
more details.

This item allows you to power off or restart a managed device.
This item allows you to turn on/off the Locator LED.

This item will refetch the device data.
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2.2.1 Hardware Sensor

This item allows you to view the details and values for the Voltage, Temperature,
Fan, Backplane, Power Supply, Chassis, and S.M.A.R.T items in real time.

% ¢ The Hardware Sensor values on Linux devices are returned only if the Linux
/- device has BMC, otherwise only the S.M.A.R.T. details can be viewed.

If the device is using Windows 11 or Server 2022 and the sensor readings
keep failing, please navigate to Start > Settings > Update & Security >
Windows Security > Device Security, then select Core Isolation details
and set Memory integrity to Off on the device.

4 System Overview > £1 SL-B7402FBA-01 > Hardware Sensor

Quick Buttons

E Click to switch to the Current tab.
Click to switch to the History tab.
<" | Click to expand all blocks.
# | Click to minimize all blocks.

Click to expand this block.

Click to minimize this block.
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Clicking on an item in the voltage, temperature, fans, Backplane, Power Supply,
Chassis, and S.M.A.R.T groups will display the High and Low critical and warning
values. Please refer to the table below for more details on the items shown in the
example below of CPU Temperature Threshold, and the Normal status which is not
shown in the threshold pop-up window.

CPU1 Temperature Threshold

High Critical

High Warmning

High Critical If the sensor value is equal to or exceeds this value the sensor status will be Critical.
For the above example, if the sensor value is 75 or higher, the sensor status will be
Critical.

LIGHRVETGIL M [f the sensor value is equal to or exceeds this value, and below the High Critical
value the sensor status will be Warning. For the above example, if the sensor value
is between 70 ~ 74, the sensor status will be Warning.

The sensor will Normal if the sensor value is between the Low Warning and High
Warning values. For this example, if the sensor value is between 1 ~ 69, the sensor
status will be Normal.

(NOTANETHI I If the sensor value is equal to or lower than this value, and above the Low Critical
value the sensor status will be Warning. For the above example, if the sensor value
is between -9 ~ 0, the sensor status will be Warning.

Low Critical If the sensor value is equal to or lower than this value the sensor status will be
Critical. For the above example, if the sensor value is -10 or lower, the sensor
status will be Critical.
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Toggling between tabs

You can switch between different Hardware Sensor tabs by clicking the tabs in the
top bar.

« [ current tab (default)

4 System Overview > £ SL-B7402FBA-01 > Hardware Sensor

. History tab

A System Overview > 1 SL-B7402FBA-01 > Hardware Sensor 0400 11520
e
DD o
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Customizing the Hardware Sensor history tab

You can customize the history tab which displays historical data for the Voltage /
Current, Temperature, Fan, Backplane, and Power Supply sensor events according
to different periods of time.

A System Overview > L1 SL-B7402FBA-01 > Hardware Sensor

Quick Buttons

« Click to expand all blocks.
# | Click to minimize all blocks.
Click to expand this block.

Click to minimize this block.

Chart Quick Buttons

Click to download an image of the chart as a .png file.

Click to zoom in on the timeline of the chart.

[

Click to zoom out on the timeline of the chart.

]
)

g

Click to restore the chart to its default view.
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You can customize the charts by selecting the period of time you wish to view for
the charts, then selecting the frequency for which the sensors should return data.
This will be applied to the charts for all the sensors shown on this page.

A System Overview > £ SL-B7402FBA-01 > Hardware Sensor [y

sbax - Lbox

sbax - Lbox

Period of time |Frequency

1 minute, 10 minutes, 20 minutes, 30 minutes, 1 hour

10 minutes, 20 minutes, 30 minutes, 1 hour, 3 hours, 6 hours, 12 hours

30 minutes, 1 hour, 3 hours, 6 hours, 12 hours, 1 day

3 hours, 6 hours, 12 hours, 1 day, 7 days, 14 days

6 hours, 12 hours, 1 day, 7 days, 14 days, 30 days

ASUS Control Center
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Additionally, by clicking on the = icon, you can customize the data you wish to
view on the chart.

A System Overview > [ SL-B7402FBA-01 > Hardware Sensor [ ———

aran D o ~

Lonx

Refetch Allows you to trigger a refetch of device data.

(o ETgHoJo1ile|) I Allows you to select whether the Threshold should be displayed on the chart.

DETCRETNS [l Allows you to select whether the Maximum values, Average values, or Minimum
values should be displayed on the charts.
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2.2.2 Utilization

This item allows you to view real time data and set the utilization threshold value for
the CPU, DIMM, Partition, and Network.

/ The Disk Partition block naming may differ between Windows® and Linux
a systems. The Disk Partition block is titled Partition for Windows® systems, and
File System for Linux systems.

A System Overview > 51 SL-B7402FBA-01 > Utilization

Quick Buttons

E Click to switch to the Current tab.
Click to switch to the History tab.
E Click to expand all blocks.

Click to minimize all blocks.

Click to expand this block.

Click to minimize this block.
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Toggling between tabs

You can switch between different Utilization tabs by clicking the tabs in the top bar.

o E Current tab (default)

4 System Overview > L1 SL-B7402FBA-01 > Utilization

. History tab

A System Overview > L1 SL-B7402FBA-01 > Utilization O
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Editing the threshold values

You can edit the critical and warning threshold values for Utilization items.

1. Click on a item to adjust the threshold values:

* High Critical: When the value exceeds this threshold value, the
sensor will display Critical.
e High Warning: When the value exceeds this threshold value, the

sensor will display Warning.

% The threshold options for each item may vary.

2. Click on Save once you have finished adjusting the threshold values of the

item.

High Critical - 85
High Waming - 90
B save
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Customizing the Utilization history tab

You can customize the history tab which displays historical data for the CPU, DIMM,
Partition, and Network sensor events according to different periods of time.

A System Overview > L1 SL-B7402FBA-01 > Utilization

D o¢ v

Quick Buttons

E Click to expand all blocks.
Click to minimize all blocks.
Click to expand this block.
Click to minimize this block.

Chart Quick Buttons

Click to download an image of the chart as a .png file.

Click to zoom in on the timeline of the chart.

ool ]

Click to zoom out on the timeline of the chart.

a
%

Click to restore the chart to its default view.
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You can customize the charts by selecting the period of time you wish to view for
the charts, then selecting the frequency for which the sensors should return data.
This will be applied to the charts for all the sensors shown on this page.

A System Overview > L1 SL-B7402FBA-01 > Utilization

DIMM ALL

DIMM ALL

Period of time |Frequency

1 minute, 10 minutes, 20 minutes, 30 minutes, 1 hour

10 minutes, 20 minutes, 30 minutes, 1 hour, 3 hours, 6 hours, 12 hours

30 minutes, 1 hour, 3 hours, 6 hours, 12 hours, 1 day

3 hours, 6 hours, 12 hours, 1 day, 7 days, 14 days

6 hours, 12 hours, 1 day, 7 days, 14 days, 30 days

ASUS Control Center
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Additionally, by clicking on the = icon, you can customize the data you wish to
view on the chart.

A System Overview > £ SL-B7402FBA-01 > Utilization ©ime wpdoted: 20238486 145324

Allows you to trigger a refetch of device data.

(o ETgoJo1ile|; I Allows you to select whether the Threshold should be displayed on the chart.

DEICRET [l Allows you to select whether the Maximum values, Average values, or Minimum
values should be displayed on the charts.
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223 Inventory

This item displays more details about your managed device and disk.

Asset Information

View details for the System, Display, Base Board, Memory, BIOS, Processor,
Network Adapter, Storage, and RAID of the managed device.

4 System Overview > £ UN65 > Inventory

You can click on Export PDF to export the Asset Information to a PDF file.

Asset Information - UN65

Default string
ASUSTeK COMPUTERINC.

Display

Manufacturer ASUSTek COMPUTERINC
Serial Number MILMTF016423

Week of Manufacturer 35

Year of Manufacturer 2021

Base board
Product Name UNs5U
Manufacturer ASUSTek COMPUTER INC.

Processor

Intel(R) Core(TM) i3-7100U CPU

Name Intel(R) Core(TM) i3-7100U CPU
240GHz

ASUS Control Center Page10f2
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Disk Information

View details on disks installed on the managed device, such as ODD drives, hard

disk drives, and USB drives.

4 System Overview > £1VC66-WIN10 > Inventory

@ rime updsted: 2020082 18:35:37

8 Assetinformation & Disk Information Qe Device Management
Device Name: Siimiyps DVD A DABAESH
Device Description DVD/CD-ROM Diive
Orive Leter o
Device Status: ®
DVD/CD-ROM Manufacturer (Standard CD-ROM dives)
Information
Device Name: INTEL SSDSC2BW256H6
Media Type: Fixed hard disk media
Device Status: ® o
Manufacturer: (Standard disk drives)
size: 256,052,966 400 Bytes (238.47 GB)
SMART Support Support SMART
SMART Status: @ Waming

Device Management

View the Device Management properties of the managed device.

A System Overview > 1 VC66-WIN10 > Inventory

Q. Device Management

(©Time updated: 2020.08.27 10:47:10

(3)

Bluetooth Radios

Audio inputs and outputs

X Clear
DVDICD-ROM drives

Computer

ENE] =R [ R

Keyboards. Sound, video and game controllers Monitors Mice and other pointing devices

Network adapters Ports (COM & LP Print queves Processors

SCS and RAID controliers SecurityDevices SoftwareComponent Software Device
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2.2.4 Software

This item displays details on the software and applications with the Application,
Services, Processes, Environment Variables, Hotfix Info, and Application

Usage Analysis tab. You may also install applications from the Software Market
tab.

%ﬁ *  To export the table click the Export button, enter a filename, then click OK.

+  The tabs may differ between Linux and Windows® systems.

For Windows® system:

# System Overview > £ D700MD > Software

For Linux system:

ASUS Control Center

# System Overview > L KubernetesMaster > Software © ime updates

Name Version

d: 20201012 18:0030

cbp

ASUS Control Center
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Application

This tab shows all the applications installed on the managed device, it should be the
same as the Programs and Feature folder in Windows®.

For Windows® system:

# System Overview > £ D700MD > Software

For Linux system:

ASUS Control Center

# System Overview > 0 KubernetesMaster > Software

[l =L p—

©Time updated: 2020110142 18:00:30
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You may also click on an application then select Uninstall to uninstall the
application.

¢ Uninstalling applications using the Application tab is disabled on Linux
systems.

¢ The Uninstall button will be grayed out if the uninstall option is unavailable
for the selected application.

Name 7-Zip 16.04 (x64 edition)
Version 16.04.00.0
Publisher Igor Paviov
Instaliation Date 2019-03-26

x Cancel B Uninstall
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Services (Windows only)

This tab shows all the services available on the managed device, it should be the
same as the Services tab in Windows® Task manager.

A System Overview > £ D500TD > Software

You may click on a service then choose to start the service by clicking on Start,
stop a running process by clicking on Stop, or restart the service by clicking on
Restart.
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Processes

This tab shows all the processes on the managed device, it should be the same as
the Process tab in Windows® Task manager.

For Windows® system:

4 System Overview > £1 D500TD > Software

For Linux system:

ASUS Control Center

# System Overview > 0 KubernetesMaster > Software Olecmbb n0isiziEnzs)

ol p—

PID Executable Path
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You may also click on a process then select End Task to end the process.

PID

Name

Executable Path

208

winlogon.exe

o

lindows\system32\winlogon exe

x Cancel

M End Task

Environment Variables (Windows only)

This tab shows all the environment variables on the managed device, it should be
the same as Environment Variables in Windows® System Properties menu.

@ System Overview > £ D500TD > Software
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Hotfix Info (Windows only)

This tab shows installed and still pending hotfix updates of a managed device, and
also allows you to sort the hotfix by MsrcSecurity, Categories, or Source.

4 System Overview > £ D700MD > Software

>>>pR

9000

You can also filter the Hotfix by clicking on , then selecting All, Installed

Updates, and Required Updates as your filter option, then view more information
about the hotfix by clicking on an item in the hotfix list.

4 System Overview > £ D700MD > Software

A System Overview > 1 D700MD > Software
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Software Market

This tab shows software packages uploaded to the software pool, and also whether
a software package has been installed to this device. The software packages
displayed depends on the OS of this device, Windows® devices will only see
Windows® softwares, and Linux devices will only see Linux softwares. You may
also click on Install Now on software package that has not yet been installed on to
install the software package to this device.

Refer to the Software Pool section for more information on adding and removing
software packages from the software pool.

For Windows® system:

A System Overview > £1 D700TA-SAC > Software

2 nstall Now +

X Clear | O AllPackages @ Installed Packages

Fo it

Install Now &

Chapter 2: Monitor



Application Usage Analysis

This tab shows usage information for the top ten most used applications on the
managed device. You can filter the Application List by date to only show usage
information for the past day, week, month, half year, or year. Select an application
in the Application List to view usage information for that specific application.

A System Overview > [ DESKTOP-D458HV0 > Software

Click a1 to save a screenshot of the time distribution graph. Click T7] and drag
select a portion of the graph to zoom in. To zoom out, click ] to return to the
previous zoom level or (¥4, to return to the default zoom level.

A System Overview > ) DESKTOP-D458HVO0 > Software
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2.2.5 Event Log

This item displays the event logs for the ASUS Control Center, Application,
System, Security, and Power. You may view each event log by clicking on the
tabs and switch between Logs view or Log Analysis view within each tab. Click on
an event to view more details about the event.

* To export the Event Log click the Export button, enter a filename, then click
OK.

*  Linux systems only support the ASUS Control Center tab.

For Windows® system:

4 System Overview > 1 VC66-WIN10 > Event Log @ Time updated: 2020.08-28 02:35:53

SUS Control Center [ Application % System @ Securty ~ © Power

The latest 5000 records. QAdvance L Log Analysis

114

Lovel Type Message
(CPU Cro D: 1 Uslzation ;49 % Satus  Waring ~> Normal

(CPU Core D: 1 Uslizaon 90 % Status : Normal > Waring

Sensor: MotherBoard alu 43 -> 63 Status Changed :Normal > HighCiiical

Sensor: MotherBoard Valus - 63 -> 43 Staus Changed - HighCricl > Normal ]

Sensor: MotherBoard Value

Sensor: MotherBoard Ve

Sensor: MotherBoard Ve

Sensor: MotherBoard Ve

Sensor: MotherBoard alus

© Normal

0 Critical

43 Status Changed : HighCriical ~> Normal
43 Status Changed : HighCriical —> Normal
Changed : Normal > HighCitcal
> 43 Status Chan
3-
Sensor - MotherBoard Value - 60 > 43 Status Changed - HighCritcal —> Normal

© Nomal
0 Critical
©Nomal

4 : HighCriical —> Normal

> 62 Status C

0 Critical

Normal > HighCitcal

‘Sensor  MotherBoard Value : 60 —> 43 Status Changed - HighCriical > Normal
© Normal
0 Critical
© Nomal
0 Critical

‘Sensor - MotherBoard Value : 63 —> 43 Status Changed : HighCrical —> Normal
‘Sensor - MotherBoard Value - 43 > 63 Status Changed - Normal > HighCritcal

‘Sensor - MotherBoard Value : 63 > 43 Status Changad : HighCriical —> Normal

Sensor - MotharBoard Value - 43 —> 63 Status Changad : Normal > HighCritcal

© Normal 2020.08.07 095756 ‘Sensor : MotherBoard Value : 62 > 44 Status Changad : HighCriical > Normal
© Normal 2020.08.07 09:2433 ‘Sensor : MotharBoard Value : 63 > 44 Status Changed : HighCrical > Normal
0 Ciitical 2020.08.07 07:36.07 ‘Sensor - MotherBoard Value : 54 > 62 Status Changed : Normal -> HighCritcal

For Linux system:

ASUS Control Center

A System Overview > O KubernetesMaster > Event Log @ ime upated: 20201042 150030

@ ASUS Control Center

Normal
s Enter key to search Clea Q Advance Optons
oo Dates e vessage ]

0 Normal 20191024 04 GPU Core ID: 0 Utization s Waming —> Normal

2019-10.24 044555 CPU Core ID: 0 Utization formal —> Warning
©Normat 2015-10-24 04:39.08 s Waming —> Normal
y 2019-10.24 04:38:36 s Nomal -> Waming
©Normal 2015-10.24 043526 ing —> Nomal
O Normat 20191024 043457 paming > Normal

20191024 043426

20191024 043354
© Normal
© Normal

o critical 2019-10-24 04:31:49
2019-10.24 043117 CPU Core ID: 1 Utiization

2018-10-24 043117 CPU Core ID: 0 Utiization
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Switching to Log Analysis view

Click on Log Analysis to view the event log as a bar chart and timeline chart,
allowing you to view the amount of Normal, Warning, and Critical events.

% Click on Logs to switch back to the list view of the event log.

ASUS Control Center

4 System Overview > E1VC66-WIN10 > Event Log @ Time updatec: 2020.08.28 15:36:11

Critical
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ASUS Control Center tab

A System Overview > E1VC66-WIN10 > Event Log

@ Asus Control Center

[ Application % System  ® Security

The latest 5000 records.

Press Enter key 1o search

© Power

Lovel Type

Date & Time.

@ ime updsted: 20200828 023553

QAdvance | Log Analysis

Message

© Normal
a

@ Critical
© Normal
© Normal
© Normal
@ Critical
© Nommal
0 Critical
© Nomal
© Nomal
© Nomal
0 Critical
@ Nommal
0 Critical
© Normal
© Normal
0 Ciitical

2020.08.08 14:2550
2020.08.08 14:22:50
2020.08.08 13:37:40
2020.08.08 10:01:57
2020.08.08 07:59:15
2020.08.08 07:47:09
2020-08.08 07:36:03
2020.08.08 04:1031
2020-08.08 03:36:08
2020.08.08 00:4321
2020-08.07 17.46:47
2020.08.07 16:44:11
2020.08.07 16:43:11
2020-08.07 16:38:10
2020-08.07 16:37-10
2020-08.07 095756
2020.08.07 092433
2020.08.07 07:36:07

CPU Core ID: 1 Utization
CPU Core ID: 1 Utifzation

Sensor
Sensor
Sensor
Sensor
Sensor
Sensor
Sensor
Sensor

Sensor
Sensor
Sensor
Sensor
Sensor
Sensor

Sensor

MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value
MotherBoard Value

49 % Status - Warming > Normal

90 % Status : Normal > Warning

43 -> 63 Satus Changd - Normal > HighCrisl
63> 43 St Changed > Normal [}
62 -> 43 Status Changed. - HighCrieal > Normal

Critical

62 —> 43 Status Changed : HighCriical ~> Normal
43> 64 Status Changed : Normal > HighCritical
63> 43 Status Changed : HighCriical —> Normal
43> 62 Status Changed - Normal > HighCitical

60 —> 43 Status Changed : HighCriical —> Normal
60 —> 43 Status Changed : HighCriical —> Normal
63> 43 Status Changed : HighCriical —> Normal
43> 63 Status Changed : Normal > HighCrtical
63> 43 Status Changed - HighCriical —> Normal
43> 63 Status Changed - Normal

> HighCritcal
62> 44 Status Changed : HighCiical —> Normal
63> 44 Status Changed : HighCriical —> Normal
54 > 62 Status Changed - Normal > HighCiical

Application tab (Windows only)

A System Overview > L1 VC66-WIN10 > Event Log

@ AsuS Control Center

[0 Application @ System P Security ~ ® Power

The latest 5000 records

Level Type

Date & Time

Source

@ Time updated: 2020-08-28 10:35:50

QAdvance 1l Log Anaiysis

Message

© Nomal
O Critical
© Nomal
O Critical
© Nommal
O Critical
© Normal
O Critical

© Normal
O Critical
© Normal
@ Critical
© Normal
© Critical
© Normal
@ Critical

20200828 10.31:17
20200828 10.31:15
20200828 10.29:15
20200828 10.29:14
20200828 10.26:13
2020-08-28 10:26:12
20200828 10:24:11
2020.08-28 10:24:10
2020.08-28 10:22:09
2020.08-28 10:22:08
2020.08-28 10:20:08
2020.08-28 10:20:06
2020.08-28 10:18:06
2020.08-28 10:18:04
2020.08-28 10:16:04
2020.08-28 10:16:03
2020.08-28 10:13:02
20200828 10.13:01

Windows Error Reporing
Application Error
Windows Error Reporting
Application Error
Windows Error Reporting
Application Error

Fault bucket 190820631103594773, type 5 Event Name: BEX Response: Not availab_ @)

Faulting application name: wmiprvse.exe, version: 10.0.18362.1, time stamp: 0x12652.
Fault bucket 1908206311035949773, type 5 Event Name: BEX Response: Not avalab.
Faulting application name: wmiprvse.exe, version: 10.0.16362.1, time stamp: 0x12652.
Fault bucket 1908206311035949773, type 5 Event Name: BEX Response: Not avalab.

Fauling application name: wmiprvss exe, version: 10.0.18362.1, ime stamp: 0x12652

Windows poring
Applicaton Error
Windows Error Reporiing
Application Ertor
Windows Error Reporiing
Application Ertor
Windows Error Reporting
Application Ertor

Fault bucket type 5 Event Name: BEX Response: Not avallab.
Fauling application name: wmiprvse.exe, version: 10.0.18362.1, ime stamp: 0x12652.
Fault bucket 1908206311035849773,type 5 Event Name: BEX Response: Not availab.
Faultng application name: wmiprvse exe, version: 10.0.18362.1, me stamp: 0x12652
Fault bucket 1908206311035849773, type 5 Event Name: BEX Response: Not availab
Faulting application name: wmiprvse exe, version: 10.0.18362.1, me stamp: 0x12652
Fault bucket 1908206311035849773,type 5 Event Name: BEX Response: Not availab.

Faulting application name: wmiprvse.exe, version: 10.0.16362.1, ime stamp: 0x12652.

type 5 Event Name: BEX Response: Not availab.

Faulting application name: wmiprvse.exe, version: 10.0.16362.1, ime stamp: 0x12652.

Windows porting Fault bucket 1 1103594
Application Error
Windows P Fault bucket 1 1103594

Application Error

type 5 Event Name: BEX Response: Not availab.

Fauling application name: wmiprvse exe, version: 10,0 18362.1,time stamp: 0x12652
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System tab (Windows only)

4 System Overview > E1VC66-WIN10 > Event Log

@ Asus Control Center

The latest 5000 records.

Mapplication ~ 9 System  ® Security  ® Power

40471 A

Key to search

Date & Time

Source

@ ime updsted: 20200826 083639

QAdvance | Log Analysis

Message

Level Type
© Normal
@ Normal
© Normal
© Normal
© Normal
© Normal
© Normal
© Nommal
© Nommal
© Nomal
© Nomal
© Nomal
© Nommal
@ Nommal
0 Critical
@ Nommal
© Normal
@ Normal

2020.08-26 08:36:19
2020.08-26 07:14:13
2020.08-26 06:49:19
2020.08-26 05:31:12
2020.08-26 05:02:19
2020.08-26 03:59:58
20200826 03:59:50
20200826 03:59:50
20200826 03:59.41
20200826 03:59.37
2020-08-26 035937
20200826 0359:30
20200826 0359:30
2020-08-26 03:48:12
2020-08-26 03:36:24
2020.08-26 03:15:18
2020-08-26 02:05:12
2020.08-26 01:28:19

Microsoft Windows-GroupPolicy
Microsoft Windows-GroupPolicy
Microsoft Windows-GroupPolicy
Microsoft Windows-GroupPolicy
Microsoft Windows-GroupPolicy
Microsoft-Windows WindowsUp
Microsof

WindowsUp.
Microsoft Windows-WindowsUp.
Microsoft-Windows-FiterManager

s-WindowsUp.
Microsoft-Windows-FiterManager
s-WindowsUp.
o
Microsoft Windows-GroupPolicy

Microsoft Wind

Microsoft-Windows-Window:
Dcom

MicrosoftWindows-GroupPolicy.
Microsoft Windows-GroupPolicy

Microsoft. Windows-GroupPolicy.

The Group Poicy setings o the computr wera processed successtly Thra wors . O

The Group Policy settings for the user were processed successfully. There were no ch.

The Group Policy settings for the computer were processed successiuly. There were
The Group Policy settings for the user were processed successfully. There were no ch
The Group Policy settings for the computer were processed successfuly. There were
Installation Successful: Windows successfully installed the following update: Securiy |
Instalation Started: Windows has started instaling the following update: Securiy Intel.
Instalation Successful: Windows successfully nstalled the following update: Update fo.
File System Fiter WFite’(10.0, 2091-10-06T15:25:55.000000000Z) has successfull
Instalation Started: Windows has started instaling the following update: Update for Mi.
File System Fiter WFilte’ (Version 10.0, 1995-07-21701:35.02.0000000002) unload.
Windows Update started downloading an update.

Windows Update started downloading an update.

The Group Policy ssttings for the user were processed successfully. There were no ch.
The description for Event ID *10010'in Source DCOM cannot be found. The local co.
The Group Policy settings for the computer were processed successiully. There were
The Group Policy seftings forthe user ware processad successfully. There were no ch.

The Group Policy settings for the computer were processed successiuly There were

Security tab (Windows only)

4 System Overview > L1 VC66-WIN10 > Event Log

@ AsuS Control Center

D Application ~ @ System Security

The latest 5000 records

© Power

Lovel Type
P Audit Success
P Audit Success
 Audit Success
# Audit Success
 Audit Success
# Audit Success
P Audit Success
P Audit Success
P Audit Success
 Audit Success
A Audit Success
2 Audit Success
A Audit Succes:
A Audit Success
P Audit Success
P Audit Success
P Audit Success
2 Audit Success

Date & Time
20200828 10.32:19
2020-08-28 10:32:19
2020-08-28 10:32:19
2020.08-28 10:31:15
2020-0828 10:31:15
2020.08-28 10:29:14
2020.08-28 10:29:14
2020.08-28 10:28:03
2020.08-28 10:28:03
2020.08-28 10:26:12
2020.08-28 10:26:12
2020.08-28 10:24:10
2020.08-28 10:24:10
20200828 10:22:20
20200828 10:22:20
20200828 10:22:08
20200828 10:22:08
2020.08-28 10.20.06

| Source
Microsoft Windows-Security-Aud.
Microsoft Windows-Security-Aud

©Time updated: 2020.08.28 10:36:00

QAdvance 1 Log Anaiysis

Audit Failure

Message
An account was logged off. Subject. Securlty ID: S-1-5-18 Account Name: VCE6-

An account was successfully logged on. Subject: Securly ID: S-1-0-0 Account Name:

5-18 Account Nam.

Special pivileges assigned to new logon. Sublect: Securly ID: S-

‘Special priv d to new logon. Subject: Securty ID: $-1-6-18 Account Nam.

Microsoft Windows-Security-Aud

An account was successfully logged on. Subject: Securty ID: S-1-5-18 Account Name.

‘Special priv d to new logon. Subject: Sacuriy ID: $-1-5-18 Account Nam.

Microsoft Windows-Security-Aud

An account was successfull logged on. Subject: Securty ID: S-1-5-18 Account Name.

‘Special priv igned to new logon. Subject: Securiy ID: S-1-6-18 Account Nam.

Microsoft Windows-Security-Aud
Microsof- Windows-Security-Aud
Microsoft-Windows-Security-Aud

An account was successfull logged on. Subject: Securty ID: S-1-5-18 Account Name.
‘Special pivilages assigned to new logon. Subject: Security ID: 5-1-5-18 Account Nam.
An account was successfull logged on. Subject: Securty ID: S-1-5-18 Account Name.

Microsoft-Windows-Security-Aud

‘Special privl igned to new logon. Subject: Securiy ID: S-1-6-18 Account Nam.

An account was successfull logged on. Subject: Security ID: S-1-5-18 Account Name.

Special privil d to new logon. Subject: Security ID: §-1-5-18 Account Nam

Microsoft Windows-Security-Aud.

An account was successfull logged on. Subject: Secuity ID: S-1-5-18 Account Name
Special privil dto new logon. Subject: Securtty ID: -1-5-18 Account Nam.

Microsoft

Nindows-Security-Aud.

‘An account was successfull logged on. Subject. Securty ID: S-1-5-18 Account Namme.

Special priv d10 new logon. Subject: Securlty ID; $-1-5-18 Account Nam.

ASUS Control Center
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Power tab (Windows only)

This tab will display the power on, power off, and restart event logs for the managed
device. You can select to view the power event log events of different periods of

time.

ASUS Control Center
A System Overview > L1 VC66-WIN10 > Event Log

@ ASUS Control Center  [5 Application ~ - System  ® Security ~ ® Power

Logs @E8) 2019.05.28 ~ 2020.08.28

Status
D ofline
D 0fline
D 0ffline
Qoftine
D 0ffine

D offine

Sotine
Qofiine
D ofiline
Qoffine
D ofline

D 0ffline

7 Days (Log Analysis):

ASUS Control Center
A System Overview > 1 VC66-WIN10 > Event Log

@ AsuS Control Conter [ Application @ System  ® Security O Powor

Log Ana

Total Up Time
155 hours 33 minutes

70 300 6M Y | Log Analysis

& Bpot = Opions

Message
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30 Days (Log Analysis):

ASUS Control Center

4 System Overview > E1VC66-WIN10 > Event Log

@ ASUS Control Center  [B Application ~ % System @ Security ) Power

Log Analysis (#020:07-

20-08.28

Total Up Time
1683 hours 41 minutes

™ (30 om 1v) [ =iogs

6 Months (Log Analysis):

ASUS Control Center
4 System Overview > E1VC66-WIN10 > Event Log

Total Up Time

4,354 hours 55 minutes

R fa

ASUS Control Center
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1 Year (Log Analysis):

ASUS Control Center

4 System Overview > E1VC66-WIN10 > Event Log

Total Up Time
7,768 hours 46 minutes

(O Time updated: 2020-08-28 11:41:14

xax
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Filtering the event log using advanced search

. Click on Advance.
2. Select the Filter Type.
¢ Filter by total records: Filters according to the number of records.
* Filter by Timestamp: Filters according to the set time period.
3. Select the Level Type(s) you wish to filter
4. The Conditions may vary depending on the Filter Type selected.

* Filter by total records: Set the amount of records to show. This amounts
increments by 100 and ranges from 100 to 5000

records.
Advanced Search
| Filter Type Filter by total records v
Level Type [ @ Normal

@ A Waming

£ O Critical

(Conditions  Latest | 100 : Records
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¢ Filter by Timestamp: Select a time period to show records, or set a

custom time frame to show records within the set

time frame.

Advanced Search

| Filter Type Filter by Timestamp v
Level Type [ @ Normal

[ A Waming

# O Critical
Conditions Custom Time Period b

Start Date & Time

End Date & Time

Latest 1 Hour
Latest 12 Hours
Latest 1 Day
Latest 1 Week
Latest 2 Weeks

Latest 1 Month

ancey m

When you select Custom Time Period, you can select a Start Date &
Time, and End Date & Time.

Advanced Search

| Filter Type

Filter by Timestamp

Level Type

O @ Normal
O A Waming
[« O Critical

Fonditiuns

Custom Time Period

Start Date & Time

End Date & Time

20 21 2 zsn 25
zr| | 20| 30| 31| 1

| 2019/01/24 1810

i n January - 2019-
Sun Mon Tue Wed Thu Fri

1 2| 3
6 7 8 9 10
13| 14| 15| 16| 17

18:30
19:00
19:30
20:00
20:30
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5. Click Action to start filtering the Event Log.
This function will replace the Event Log list with the new results, and searching

/filtering using the Search toolbar will only perform a search / filter on the new
~ Event Log list.

Filter example of Warning Level Type of Filter by total records:

ASUS Control Center

# System Overview > D ELASTICSERVER > Event Log

@ ASUS Control Center  [T] Application @, System @ Security.

m"‘\

Press Enter key

Level Type Date & Time Message
11 11:26:41 &

0311 112641
2019.05-11 11:26:41

20190311 1:26:41

20190341 11:26:41
2019.03-11 11:26:41
20190311 11:26:41
20190311 11:26:41
2019.03-11 11:26:41

201-03-11 11:26:41

# System Overview > L ELASTICSERVER > Event Log @ ime updated: 20201012 18:00:30

ASUS Control C Appacaion
(i) 501 A
Normal U

bress Enter Key o search Clea Q Advance Options
Level Type | Date & Time Message

 critical 2019.03-11 11:27:41 CPU Core ID: 0 Utiization - 10¢ Waming > Crtical

ocrtical 20 Warning —> Ci

o critical

o critical

o critical

ocitical

o critical

@ critical

o critical 20190341 112741

©critical 2019.03-11 11:27:41

ocritical 20190311 11:27:41

@ critical 2019.03-11 11:27:41

o critical 20190341 11:27:41

o critical 2019.03-11 11:27:41 CPU Core ID: 13 Uilzation : 100
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Filtering the Power event log

Click on Em then select the criteria to filter.

e Selecting All will display all power event log items.

- *  Selecting Power will only display power related events.
*  Selecting Connection will only display online/offline events.

@ Time updatec: 2020.08.28 164344

4 System Overview > B1VC66-WIN10 > Event Log

| Date & Time
2020-08-27 232154
20200827 232024

Message

2020-08.26 231952
2020-08-25 23:24.07
2020-08.25 232307

Dofline
2 Online 2020-08-25 231907
D ofline
2 Online 2020.08.25 2255737
D ofiline 2020.08.25 225457
2 Online 2020-08-24 232134
D ofline

D 0ffline

D 0ffline

Qofiine

4 System Overview > L VC66-WIN10 > Event Log @Time updated: 2020.08.28 11:44:44

™ 300 oM 1¥) |l Log Analysis

Status

Message
® Power On
‘The process CWindow

tem32Wusocoreworker exe (VC66-WIN10) has inftiated the restart of comput

® Power On
y 20200731 17:1 The process CWINDOWSIsystem32wbemwmiprvse.exe (VC66-WIN10) has iniiated the shutdown of
® Power On 20200731 171857

The process CWINDOWSIsystem32wbemwmiprvse exe (VC66-WIN10) has iniiated the shutdown of
® Power On

The process C1WI (VCB6-WIN10) has

® Power On

The process CWINDOWSlsystem32\wbemiwmiprvse exe (VCE6-WIN10) has intiated the shutdown of

® Power On
y The process C:Windows\SysWOW64\shutdown.exe (VC66-WIN10) has intiated the shutdown of compu.
® Power On
The process C:\Windows\System32usocoreworker exa (VCE6-WIN10) has infiated the restart of comput.

® Power On

2020.07-14 17:34:37 The process CWINDOWSIsystem32winiogon exe (VC§6-WIN10) has inifiated the restart of computer
® Power On 2020.07-10 11:18:39

2020-07-10 11:47:85 The process C\Windows\System32\RuntimeBroker exe (VC66-WIN10) has iniited the restart of compu
® Power On 2020-06-10 022

2020-06-10 022 The process C\Windows\System32usocoreworker exe (VC66-WIN10) has itated the restart of comput
® Power On 2020-06.08 10:49:21

2020-06.08 104856 ‘The process CAWINDOWSisystem32\winlogon.exe (Ve 10) has intiated the restart of computer
® Power On 2020-06-01 11.3 The previous system shutdown at 10:57-25 AM on 6/1/2020 was unexpected.
® Power Off (UnExpected) 2020.06.01 105725
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2.2.6 BMC

This item displays the information on the BMC of the managed device, you may
also set the BMC using ASMB through the Shared LAN and DM_LAN tabs.

this section. The BMC option will be grayed out if BMIC is unavailable on the
managed device.

% * The managed device has to support BMC to use the functions described in

*  The information entered in this section is for reference only.

ASUS Control Center

# System Overview > D ELASTICSERVER > BMC
BuC

1PMI Model Name ASMEE-KVM

Shared LAN

% BMC is required to use this item.

This item is the communication port for BMC and OS, clicking on the BMC IP in
the IP Address field will redirect you to the ASMB page, allowing you to view the
hardware sensor values of the device.

DM_LAN

% BMC is required to use this item.

This item is the communication port specifically for BMC, clicking on the BMC IP in
the IP Address field will redirect you to the ASMB page, allowing you to view the
hardware sensor values of the device.

ASUS Control Center
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Edit BMC using ASMB
To edit BMC settings using ASMB on the device:

1.  Select Share Lan

P Address 101075 194
1P Sourco oHeP

WAC Address 2056 DCBBDATE
Subnot Mask 2552552550
DefaultGateway. 1010751

or DM_LANT1 tab, then click the IP Address.

0000
DHeP
26:560CB2DA3D
0000

Default Gatoway 0000

2. Login ASMB.

Username: ]
Password
Eion Eassung
[ Logn |
Resuied Browser Setins

1. Allow popups from this site @
2 Alow e dovnioad rom tis s, (How to )
9

4 Enavie cookies fo this ste @
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227 BIOS

This item allows you to update the BIOS of a managed device by uploading a BIOS
cap file or selecting a BIOS cap file from the BIOS Cache, view and adjust BIOS
settings, and view the Desktop Management Interface Information.

% The functions available in this item may vary according to managed device.

ASUS Control Center

A System Overview > & MEDIACENTER-2 > BIOS

O BIOS Flash [ BIOS Setting  [=] DMI o
BIOS Information

ASUS

COMPUTER INC.

UNs5U

UnesU

ASUSTeK COMPUTER INC. (Licensed from AMI
0503

BI0S Build Date 061082017

BIOS Flash Information

BIOS Flash Type

Manually Upload BIOS File

Upload BIOS
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BIOS Flash

The BIOS Flash tab allows you to flash the BIOS of the device by manually
uploading a BIOS cap file or selecting a BIOS cap file from the BIOS Cache.

R Flashing the BIOS using ASUS Control Center is only supported on managed
devices that are ASUS products.

1. You can upload or select your BIOS cap file using the following methods:

e Manually uploading BIOS cap file
a. Select Manually Upload BIOS File in the BIOS Flash Type field.

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiOSFlash [ B10S Setting (5] DM nto
Bi0S on

BIOS Build Date

BIOS Flash Information

BIOS Flash Type

[ vosiosrie

Upload BIOS

@aUpioad 510 Fie.

b. Click on Upload BIOS File to select a BIOS cap file, or drag the BIOS
cap file into the dotted square.

% The uploaded BIOS cap file will automatically be added to the BIOS Cache.

ASUS Control Center

A System Overview > D ELASTICSERVER > BIOS

© open
A &> ThisC » Downlosds [0 [ Search Down

Organize v New fokder

& Z10PP-D24-ASUS-2407
Sz 160MB

s File name: [Z109P-D24- ASUS-3407 <] [capFiecap) 5
BIOS Build Date 04/18201

BIOS Flash Information

BIOS Flash Type

Manually Upload BIOS File

Upload BIOS i H
BUpioad 810S Fie:

Chapter 2: Monitor



¢ Selecting BIOS cap file from the BIOS Cache
a. Select Flash From BIOS Cache in the BIOS Flash Type field.

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiosFiash 38105 Setting ] DMIinto
8I0S Information

Man

System Product Name

Baseboard Model Name

Vendor
BIOS Version 3301

BI0S Build Date

BIOS Flash Information

BIOS Cache List

Automatic Reboot

Locator LED

Base

rd Model Name.

BIOS Version 3407

BIOS Build Date o

BIOS Update Message Flash bution to start the BIOS Flash

b. Select a BIOS cap file to use from the BIOS Cache List drop down
menu.

ASUS Control Center
# System Overview > O ELASTICSERVER > BIOS

O BiOSFash 2105 Seting  [5] DMIInto

BIOS Information

Manufacturer Name
System Product Name
Baseboard Model Name
Vendor

BI0S Version 301

BI0S Build Date. 041E2016

BIOS Flash Information

BIOS Flash Type " 3108 Cache v

Automatic Reboot

Locator LED Turm on BMC only)
Baseboard Model Name 210pp-024
BI0S Version 3407

B10S Build Date o017

BIOS Update Message Please dick the fon o star the BIOS Flash,

ASUS Control Center
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2. (optional) You may check the Reboot after BIOS Flash checkbox in the

Automatic Reboot field to automatically reboot the device after BIOS has
been flashed.

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiOSFlash [ 810 Setting  [2] DM Into
BIOS In n

¢ Name

ASUSTeK COMPUTER INC.
Product Name
Bascboard Model Name.
Vendor

BIOS Version

BI0S Build Date

oar12016

BIOS Flash Info

BIOS Flash Type Manually Upload BIOS File

i Z10PP-D24-ASUS3407.CAP |
Upload BI0S ]

BI0S Update Message Pl

Jick the Flash' button f star he BIOS Flash

3. (optional) You may check the Turn On (BMC only) checkbox in the Locator
LED field to turn on the Locator LED once BIOS Flash is completed.

/ BMC is required for this option to work properly.

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiOSFlash [ 810 Setting  [2] DM Into
BIOS In

SUSTeK COMPUTER INC

BI0S Ve

BI0S Build Date

oarte01

BIOS Flash Informatio

BIOS Flash Type ually Upload BIOS File

‘ Z10PP-D24-ASUS-3407. CAP
Upload BIOS.

BIOS Ve

BIOS Build Date

BI0S Update Message Pl

Jick the Flash button f star the BIOS Flash
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4.

Click Flash to begin the BIOS flash, then wait for the BIOS flash to be
completed.

ASUS Control Center

# System Overview > D ELASTICSERVER > BIOS

O BiosFiash 3 805 Seting ] DMIinto

BIOS Information

Manutacturer Name
System Product Name
Baseboard Model Name.
Vendor

BI0S Version

BI0S Build Date

BIOS Flash Information

BIOS Flash Type

0ad BIOS File

Z10P D24 ASUS-3407.CAP |

Upload BI0S
@upiond 80 Fie

Automatic Reboot Rebao afe

Locator LED Tum on (B

Baseboard Model Name Z10pp.024

BI0S Version

BIOS Build Date

BIOS Update Message

ASUS Control Center
# System Overview > D ELASTICSERVER > BIOS

O BiosFlash 3 8105 Setting ] DM Into

BIOS Information

Manufacturer Name
System Product Name
Baseboard Model Name
Vendor

B10S Version 3301

8I0S Build Date o4ne2016

BIOS Flash Information

805 Flash Type
Automtic Reboot
Locator LED

Bascboard Model Name
B10S Version 3407

5105 Build Date om0
B0 Update Progress

BI0S Updated

BI0S Update Message

ASUS Control Center
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5. Once the BIOS flash has been completed, a pop-up window will appear,
prompting you to reboot the system, click OK. You can also view this message
in the Device Information screen and Mission Center.

A System Overview > £ Device Information

CONUNE [IMESSAGE 9 LOCATOR * Q0 9 2

ELASTICSERVER

0S Information Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
BIOS Version 3407

Agent Version 12141

Model Name RS720-E8-RS24-E

1P Address 10.10.75.125

Timezone (UTC+08:00) Taipei

Up Time 0 day(s) 3 hour(s) 23 minute(s)

Utilization & Inventory

Software Event Log
° Security o Configuration

The device needs to reboot after the BIOS Flash for

6. Reboot the device to complete the BIOS flash.
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BIOS Setting

R The BIOS Setting tab is only available on specific ASUS products such as an
ASUS commercial notebook PC. For more information on ASUS products that

support ASUS Control Center, please refer to https://asuscontrolcenter.asus.
com.

The BIOS Setting tab allows you to view and adjust the BIOS Advanced, Monitor,
Boot, and Security settings of the device, providing you with a quick way of
adjusting BIOS settings without having to enter the BIOS menu of the device.

The BIOS settings may differ between devices. Please refer to the device’s
motherboard user manual for more information about the BIOS settings.

ASUS Control Center
A System Overview > & MEDIACENTER-2 > BIOS

[ 8105 setting  [5] DMIInto

» Next Boot after AC Power Loss

» POST Delay Time

» Bootup NumLock State
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DMI Info

Under the SMBIOS standard, the DMI Info tab allows you to view details on certain
items such as manufacturer name and hardware component information of the
device without a hardware controller.

ASUS Control Center
# System Overview > L MEDIACENTER-2 > BIOS

Q) BIOS Flash [ BIOS Setting 5] DMIinfo

» D
» SKU Number

» Famiy

W Baseboard
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2.2.8  Security

This item allows you to set permissions on the device for the Registry Editor, USB
Storage Device, and Watchdog. For centralized permission settings on multiple
devices, refer to the Security Management section.

% Linux systems only supports Watchdog.

For Windows® system:

ASUS Control Center

A System Overview > L ELASTICSERVER > Security

S0

@3 '
-

USB Storage D ®

/al

&

_

=

I“ ! Move the sider to enable or cisable the Wa

For Linux system:

ASUS Control Center

# System Overview > £ KubernetesMaster > Security

[/e3

ASUS Control Center
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Registry Editor (Windows only)

The Registry Editor allows you to enable or disable access to Regedit Tool in
Windows® by the managed device’s user. Click the slider to enable or disable the
Registry Editor.

ASUS Control Center
A System Overview > D ELASTICSERVER > Security

Registry Editor

USB Storage Device (Windows only)

USB Storage Device allows you to enable or disable access of a USB storage
device connected to a USB port on the managed device. You can also set USB
storage devices to read-only permissions by checking the Read Only checkbox.
Click the slider to enable or disable USB Storage Device.

ASUS Control Center
# System Overview > D ELASTICSERVER > Security

23
o
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Watchdog

Watchdog allows you to enable or disable the Watchdog timer. When the watchdog
timer in unresponsive due to hardware fault or program error, it will reboot the
device. Click the slider to enable or disable Watchdog.

for Watchdog to successfully reboot the device when required. To disable Auto
- Restart, search for Control Center in the Windows Search Box, then navigate
to System > Advanced System Settings > Startup and Recovery.

% Auto Restart needs to be disabled on Windows® Server 2016 or later versions

ASUS Control Center

# System Overview > L ELASTICSERVER > Security

Registry Editor
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2.2.9 Configuration

This item allows you to configure the interval at which hardware and utilization
sensors are checked, and set the interval which the agent will respond to the
server's requests. You can also set a password which has to be entered when
removing the agent from the managed device.

ASUS Control Center

# System Overview > D ELASTICSERVER > Configuration

Chapter 2: Monitor



Agent Configuration

Configure the interval at which hardware and utilization sensors are checked, and
the interval at which the agent will request updates on tasks from the ASUS Control
Center server. You can configure these options by clickingon| + /|- | to increase
or decrease the time, then click Save to save the changes made.

ASUS Control Center

# System Overview > D ELASTICSERVER > Configuration

(R Here you can st your passward fo uninstalthe ASUS Conirol enter agent fomtis devic or disabe the function entely,
wl

Interval in seconds at which the hardware sensor information is sent to the
ASUS Control Center server.

The default is set to 30 seconds, which means that every 30 seconds the
agent will report items such as fan disconnected back to the ACC server,
and the ACC server will update this fan status within 30 seconds of receiving
this report from the agent.

Interval in seconds at which the utilization information is sent to the ASUS
Control Center server.

The default is set to 30 seconds, which means that every 30 seconds the
agent will report items such as CPU stress test back to the ACC server, and
the ACC server will update this CPU status within 30 seconds of receiving
this report from the agent.

Interval in seconds at which the agent will query the ASUS Control Center
server for task updates.

The default is set to 10 seconds, which means that every 10 seconds the
Agent response timer agent will query the ACC server for new tasks. For example, when you set
the Registry to disabled on the ACC server, the device will query the ACC
server and receive this task, then perform this task within 10 seconds of
receiving the task.

Hardware sensor interval

Utilization time interval

ASUS Control Center 2-77



Agent Uninstall Password

Set a password for agent uninstallation. The user will be prompted to enter the
password when they want to uninstall the agent.

1. If Agent Uninstall Password is not enabled, click on the slider to enable it.

ASUS Control Center

# System Overview > D ELASTICSERVER > Configuration

Agent Configuration

2. A pop-up window should appear, enter the password you wish to use, then

click Save.

Agent Uninstall Password

Please type the password that you want to set as the agent uninstall password of the device

-

| Password

3.  (optional) You can edit the password by entering a new password into the

Password field, then clicking on Update.

ASUS Control Center

# System Overview > O ELASTICSERVER > Configuration
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2210 GPU

This item allows you to view the GPU Load, Fan, Temperature, Power, and Memory
details on GPU cards installed on the device, and also view the timeline chart of
these items. For more details on a GPU device click on E& next to the GPU device.
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Filtering the GPU devices

By clicking on a status block you can filter the GPU devices shown in the GPU
information block according to the status selected
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Toggling the Chart View for GPU devices

You can view the timeline charts for GPU Load, Fan Utilization, Temperature, Power
Utilization, Power Usage, Memory Utilization, and Memory Usage by scrolling down
on the GPU page.

By default the timeline charts display the Average values, but you may select to
view only selected GPU devices by checking the device in the GPU Information
block, or by clicking on the GPU device(s) in the timeline chart legend.

Any changes made, such as selecting a device to view on a timeline chart will be
% applied to all other timeline charts, for example selecting GPUQ in the timeline
— chart legend of GPU Load timeline chart will cause all other timeline charts on
this page to display information on GPUO only.

Chart Quick Buttons

i Click to zoom in on the timeline of the chart.
a Click to zoom out on the timeline of the chart.
%

Click to restore the chart to its default view.
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You can customize the timeline chart by selecting the period of time you wish to
view for the timeline charts, then selecting the frequency for which the sensor
should return data. This will be applied to the timeline charts for all the sensors

shown on this page.

Period of time  |Frequency
1m, 10m, 20m, 30m, 1h

10m, 20m, 30m, 1h, 3h, 6h, 12h

30m, 1h, 3h, 6h, 12h, 1d

3h, 6h, 12h, 1d, 7d, 14d

6h, 12h, 1d, 7d, 14d, 30d
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Additionally, by clicking on the % icon, you can customize the data you wish to
view on the timeline.

(o, Ve o] i1, T Allows you to check the items you wish to display on the timeline charts such as
Threshold Markline and Fill Line Area, or set a Fixed Y-axis for the timeline chart.

Data Sampling Allows you to select whether the Maximum values, Minimum values, or Average
values should be displayed on the timeline chart.
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Configuring the GPU layout

You can freely rearrange and resize the different blocks on the GPU page to change
the layout of this page to your preference.

1. Click onthe @ icon, then select Custom Layout.

2. You can now rearrange or resize each of the blocks on this page. Please refer
to the following for instructions on resizing or rearranging the blocks.

2-84 Chapter 2: Monitor



- To resize the block:

Hover the mouse over the edges of the block you wish to resize until the
resize arrows appear, then click and drag to resize the block.

- To expand the block to its maximum size:

Click on [E to expand the block to its maximum size.
- To minimize the block to its minimum size:

Click on EH to minimize the block to its minimum size.
- To rearrange the blocks:

Click and hold inside the block you would like to rearrange, then drag the
block to rearrange it.

- Toremove a block:

Click on E3 to remove the block, or click on and uncheck the
block you wish to remove.
- To add a block:
Click on and check the block you wish to add.
- To reset to default layout:
Click on to reset the GPU page to its default layout.

3. Once you are finished rearranging and resizing the blocks, click on Save to
save the changes made to this page.

ASUS Control Center
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Editing the threshold valuesx

You can edit the critical and warning threshold values for GPU items.

1. Click onthe % icon, then select Threshold.
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2. Adjust the thresholds for the sensors by sliding the Normal (green), Warning
(yellow) and Critical (red) sliders for the High Alert and Low Alert. You can
also disable or enable High Alert and/or Low Alert by checking/unchecking
High Alert and/or Low Alert.

% Click on Reset to reset the threshold settings to default settings.

3. Once you have finished adjusting the thresholds, click on Save to save the
changes made.
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2.3 VM Overview

The VM overview screen allows you to view all VMware vSphere Hypervisors as
well as view the virtual machines of each vSphere device. The VM Information list
displays details on all the virtual machines on the hypervisor, including CPU usage,
Disk usage, Guest OS, and IP address.

To access the VM Overview, click [l > VM Overview from the left menu.

ASUS Control Center

A VM Overview (© Time updated: 2020108728 17:59:51

VM Information

Press ‘Enter’ key 1o search

¥ Virtual Machine Guest 0S VM Host Name. CPU Usage | Memory U Disk Usage | IP Address

- TensorDev.ssdtest.com (13)

| 5 SUSE12_sp2 £ SLES 120064) [ =5 9 2

| Aacc_130x & Cent0s 4567 (x64) ACC-trunk o% (Y W 10.10 4

| @ Acc_121x 2 57 64) w @ o @l 1010 4

| 5 w2008vcenter 2008 (x64) 0% | % - 2001:0b8:0 4

| § centos? & Cent05 4567 54 o e (@EESESEES 101075209 6

| acc 120x e s — o 0107534 |4

| (G w2008 A server 2008 (x64) 0% 0% 4

|3 opfs B Centos 4567 (x64) 0% o 4

| B TestPXE & Centos 4567 (x64) o% o% 1

| @ AsusControlCenter 58 centos use xsh o o 4

|8 ubuntuts 10 3 Ubunta s64) o o [ 4 v @veru
| @ centos_tdap & Cent0s 4567 064 o o 0T 2 v OHypervisor Name

Row Groupings
Hypervisor Name x

Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

* If the Options function is available for a function in this section You can

group managed devices according to metadata fields. For more information
refer to the Options section.

ﬁ * If the Search Bar is available for a function in this section, you can use the

*  Click on the name of a column header to sort the filter results alphabetically.

e If VMware Tool is not installed, some items may not be displayed, such as
IP address. To view all information about VMware vSphere installed, ensure
to install VMware Tool.
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Exporting VMware vSphere Hypervisors list

You can export the list of VMware vSphere Hypervisors, virtual machines and
metadata in the VM Information block to a .csv file by clicking on Export.

/ Only metadata columns that are shown in the VM Information block will be
exported to the .csv file. To add more metadata columns to the VM Information
block, click on Options, then check the metadata item you wish to display.

ASUS Control Center

# VM Overview (© Time updated: 2020108728 17:59:51

VM Information

Pres key to search

¥ Virtual Machine Guest 05 VM Host Name CPU Usage | MemoryU_ | DiskUsage | IP Adaress
~ TensorDev.ssdtest.com (13) ~ @Virwel Machine
+ @ouestos

) SUSET2_sp2 & sies 2000 = o 2

B ACC_13.0X B CentOs 4567 (x64) ACC-trunk 0% § 3% 4 ¥ @V Host Name
(3 ACC 121X i cenosaseTusy  ACCBranch-121 w o s iy
5 w2008uconter PR—, weentert wo o .

3 centos B comosaseToen  dcetd0s w o s

5 ACC_120X &® Centos asei (x54) ACC-Branch120 0% 0% 4

5 w2008 B server 2008 (x64) 0% o 4

50 gpfs & Centos aser 54) o 0% 4

5 TestPXE 8 cenos 48T (s = o 1

5 ASUSControlCenter & Cent0s 455 (x64) o o 4

|5 oracle 2 se o % 8

5 ubuntu16.10 P} ) " o .

3 contos taap T " = 2

Hypervisor Name x
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2.4 O0OB Overview

The OOB overview screen allows you to view information collected from sensors on
all managed Redfish devices.

To access the OOB Overview, click ] > OOB Overview from the left menu.

Filtering the displayed information by time period

Select a time period from the Period drop down menu to only show records within
the specified time period.

ASUS Control Center

4 OOB Overview
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Adjusting the frequency of displayed information

Select a frequency from the Frequency drop down menu to group the displayed
information by the selected frequency.

Switching between views for displayed information

In supported information blocks, select Statistic, List, or Analysis to switch
between different views.

ASUS Control Center

ASUS Control Center
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2.5 Host Information

*  The screenshot may vary between agent and agentless devices, for more
details on viewing details on devices with agents, refer to the Device
Information section.

* If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

* If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.

The Host Information screen gives you various functions to view the status and
manage the selected hypervisor.

To access the Host Information of a hypervisor, you can use the following
methods:
. From System Overview:

1. Click [B > System Overview in the left menu.

2. Click on the hypervisor you wish to see more details about in the Devices
list.

% VMware vSphere will display a (=] icon in the OS Information column.

o From VM Overview:
1. Click B > VM Overview in the left menu.

2. Click on a VM of a hypervisor you wish to see more details about in the VM
Information list.
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Device Statuses and Quick Buttons

Connection This item displays the connection status of the selected managed
status device.

Metadata Editor ~ This item allows you to edit the metadata of the hypervisor by
double clicking in the Value field.

VMware ESXi This item allows you to link to the vSphere Web Client management
interface.
VMware ESxi link is only available if a Web Client
management interface link is detected.

2.5.1 Hardware Sensor

This item allows you to view the details and values for the Voltage / Current,
Temperature, Fan, Power Supply, CPU, and Other items. You can view the
Hardware Sensor information for the selected device by clicking on the & arrow in
the Hardware Sensor block.

ASUS Control Center
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Quick Buttons

Click to switch the layout to list view.

Click to expand this block.

Click to minimize this block.

(> I < I

Click to view timeline chart of hardware sensor statuses.
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Toggling the chart view for Hardware sensors

You can toggle the chart view which displays historical data for the Voltage
/ Current, Temperature, Fan, Power Supply, CPU, and Other sensor events
according to different periods of time.

Quick Buttons for timeline chart

I+

Click to refetch the device data.
Q Click to select which data to display on the timeline chart.
Click to expand this block.

Click to minimize this block.
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You can customize the timeline chart by selecting the period of time you wish to
view for the timeline charts, then selecting the frequency for which the sensor
should return data. This will be applied to the timeline charts for all the sensors

shown on this page.

Period of time |Frequency
1m, 10m, 20m, 30m, 1h

10m, 20m, 30m, 1h, 3h, 6h, 12h

30m, 1h, 3h, 6h, 12h, 1d

3h, 6h, 12h, 1d, 7d, 14d

6h, 12h, 1d, 7d, 14d, 30d
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Additionally, by clicking on the % icon, you can customize the data you wish to
view on the timeline

(o, E-Tao]e1i[oJi I Allows you to check the items you wish to display on the timeline charts such as the
Base line and Threshold.

DEICRETN [l Allows you to select whether the Maximum values, Minimum values, or Average
values should be displayed on the timeline chart.
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2.5.2

VM Information

The virtual machines installed on the ESXi device are displayed in the VM

Information block.

A VM Overview > G Host Information

ok

Hypervisor Type VMware ESXi 6.0.0 build-2809209

Host Name TensorDev.ssdtest. com

Manufacturer ASUSTeK COMPUTER INC.

Model Name 2Z9PP-D24 Series

Processor Type Intel(R) Xeon(R) CPU E5-2660 v2 @ 2.20GHz

Processor Sockets. 2 DISK 43%

el 5 8

Hyperthreading Active

Number of NICs 4

o, HARDWARE SENSOR
S\ e
© Check Hypervisor status: 6 minutos ago
Press Enter key to search o @ Power Control Options
2 | Vinual Machine | Guest 08 VM Host Nama Py Us. Memory Usage _| Disk Usa 1P Address vCPU

O @ Bw200Bvcenter Y senvera00s 6 veenters1 o [ 20010801 6846 4
O @ [BACC 120X & Contos w557 (64) ACC-Branch120 o = 101075 84480-2 |4
0 @ @ACC121X & conos 4567 (15 ACC-Branch-121 @ @ 2% 1010758300802 4
O @ BACC 130X & conos 4567 15) ACC-runk o = @ e 101075820802 8
O @ [Ficentos? & Con0s 4557 (154) dcetens o = I 1010752091721, 6
o Bonce A sorver 200 a5) o o s 13
o @waos 2 sorver 2008 154) o o - 4
o (3 TestPXE & Cent0s 4567 (x69) o o T 1
O @centos ldep ¥ cenos use e o o [ 3 2
o Bopis £ cenos usis s o o - 4

Exporting VM Information

You can export the virtual machines and metadata of the selected hypervisor to a

.csv file by clicking on Export.

Only metadata columns that are shown in the VM Information block will be

exported to the .csv file. To add more metadata columns to the VM Information

block, click on Options, then check the metadata item you wish to display.

# VM Overview > Gd Host Information

Hypervisor Type VMware ESXi 6.0.0 build-2809209
Host Name TensorDev ssdtest.com

Manufacturer ASUSTeK COMPUTER INC.

Model Name Z9PP-D24 Series

Processor Type Intel(R) Xeon(R) CPU E5-2660 v2 @ 2.20GHz

Processor Sockets 2 DISK 43%
Logical Processors 40 5 Tsmcsizmmsecs
Hyperthreading Active

Number of NICs 4

© Check Hypervisor status: 6 minutes ago

VM Information

ss ‘Enter key to search

HARDWARE SENSOR

P ..

Vitual Machine | Guest 0S VM Host Name |cPuus.. | Memoryusage |Diskusa PAddess | vCPU |

(3 w2008vcenter ¥ servr 200n o64) Veenter6t o o 2001:08:0:1.684:... 4 |
BAcC 120x & cenos 4567 (09 ACC Branch120 o " % 101075840e80:2.. |4
o BAcc121x i cenos w5 (09 ACC-Branch-121 o @ W% 101075830e80:2.. |4
 BACCI30X ¥ conosussien ACCtunk w o= @ 072, s
3 centos? & Contos 4857 o54) deet809 o o . 10.1075209.1721.. |6
Byoracle [ 7—— o o =] s
w2008 Y server 2008 o0 o o e, 3

5 TestPXE B Centos 4567 (x54) o o e 1 1

O [icentos ldap & conmos 4557 054) ” o [ S 2 ‘
o & gpfs. B CentOs 4567 (x64) 0% % e 4

Chapter 2: Monitor



Setting Power Control

You can control the power settings of selected VM(s) from the VM Information
block allowing you quick access to power controls such as powering on and off, and

rebooting selected VM(s).

The Power Control options may vary between VMs and is controlled by the
VMware Tools application managing the VM.

1. Select the VMs you would like to apply the power control option to.

2. Click on Action, then select the power control option you would like to apply
to the selected VMs.

ASUS Control Center

A VM Overview > Gd Host Information

Processor Type Intel(R) Xeon(R) CPU E5-2660 v2 @ 2.20GHz

Hypervisor Type VMware ESXi 6.0.0 buid-2809209
Host Name TensorDev ssdtest.com
Manufacturer ASUSTeK COMPUTER INC.
Model Name Z9PP-D24 Series

Processor Sockets 2

Logical Processors 0

Hyperthreading Active

Number of NICs 4

 Check Hypervisor status: 6 minutes ago

=} A server 2008 (x64)

&
5 w2008

ASUS Control Center

2 [ Vitual Machine Guest 05
w2008vcente

B ACC 120X &8 Contos 4567 (x64)
B ACC_121X B Cont0s 4567 (x64)
B ACC 130X & Cent0s 4567 (x69)
5 & Centos 4567 (x54)
' £ sEs 00

= 5

51 ASUSControlCenter g% Cent0s 4567 (x64)
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Accessing remote desktop

The remote control function provides a flexible interface for device management
through the desktop or command-line accessed in ASUS Control Center. You can
quickly access the remote desktop of VMs from the VM Information block.

R VMware Tools is required on the VM device you wish to use remote desktop on.

1. Select a VM from the VM Information block.

2. Click on the =< icon located next to the VM you wish to view in the VM
Information block, you should be directed to the Remote Desktop Login
screen.

3. Select a resolution to display the managed device in the Remote Desktop
window.

4.  Select the login Account type, then enter the Account, Password, and
Domain information.

* Local Account: The agent’s administrator privileges only allow you to
manage the device the agent is installed on.

* Domain Account: The agent’s administrator privileges allow you to manage
all devices in the domain. The Domain field only appears if you selected
Domain Account.
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5. Select the protocol to use when connecting, then click Login.

Linux and Windows® systems use different protocols, ensure the device is
reachable through the selected protocol:

- RDP: Available on Windows only; allows only a single user to view and
configure at the same time.

- VNC: Available on both Windows and Linux; allows multiple users to view
and configure at the same time.

- SSH: Available on Linux only.

ASUS Control Center

# System Overview > Remote Desktop

Grop @ WNC
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Ensure the managed device you wish to remote control has a stable power
supply and Internet connection.

The managed device may be remote controlled if it is logged out or locked,
but cannot be remote controlled if the managed device is powered off or

in sleep mode. If the managed device is in sleep mode, please wake the
device using the Power Control (Wake-on-LAN) function.

(for RDP only) Please ensure that the following two items are checked on
the remote device and enabled to allow remote connections to the remote
device. Search for Control Panel in the Windows Search Box, then navigate
to System > Remote settings.

System Propetties x

Computer Name _ Hardware | Advanced | Sytem Prtecton Remote:

e o—— dows10

3706H:

© Sstem protection

Remcte Deskiop

Display.

@Change setings

Remote
Authertcaton fecommendsd)

Select Users.

Secuiyand Maintenance G| [ @hctte Windows

(for RDP only) Please ensure that the Microsoft Remote Desktop
application is enabled in the Windows Defender Firewall Allowed Apps
list. Search for

Control Panel in the Windows Search Box, then navigate to Windows
Defender Firewall > Allowed Apps.
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6.  Once the login has been successfully authenticated, you will be logged into
the desktop or command line of the device system,; this varies between
systems.

To switch mouse and keyboard control to the ASUS Control Center, press <Ctrl>

+ <Alt> on the keyboard. To switch mouse and keyboard control back to the
~ remote device, click in the remote device window.

7. Click on the Menu Path at the top of the screen, or click on another menu item
from the left menu to end the remote session.
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2.6 Redfish Information

* If the Search Bar is available for a function in this section, you can use the
% Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.
* If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.

The Redfish Information screen gives you various functions to view detailed
information and manage the selected Redfish device.

To access the Redfish Information of a managed device, click on the Redfish
device you wish to view in the Devices list.

The Redfish Information screen will display the Host Name, System Name,
Redfish Version, Manufacturer, Memory Capacity, BMC IP Address, BMC
Version, BIOS Version and Model of the device. In the blocks located at the
bottom of the screen, the Processor block also displays information on the
processor of the Redfish device.
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Redfish device Statuses and Quick Buttons

Connection status

Power Status

Locator status

Metadata Editor

Power Control

Locator LED

BMC

dEQQLa

Detail

ASUS Control Center

This item displays the connection status of the selected
Redfish device.

This item displays the power status of the selected Redfish
device.

This item will turn green if the locator LED is enabled through
the ACC Web Ul. The locator LED allows you quickly locate
the physical location of the device in a server rack.

This item allows you to edit the metadata of the Redfish device
by double clicking in the Value field.

This item allows you to power off or restart a Redfish device.
This item allows you to turn on/off the Locator LED.

This item will link to the BMC website.

This item will redirect you to the selected block’s (Hardware
Sensor, Network, Log) details screen.
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2.6.1 Hardware Sensor

This item allows you to view the details and values for the Voltage/Current,
Temperature, and Fan items.

Quick Buttons

Click to expand this block.

Click to minimize this block.
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2.6.2 Network

This item displays the BMC network information of the Redfish device, you may also
set the BMC using ASMB through the DM_LAN1 and Shared LAN tabs.

% The information entered in this section is for reference only.
DM_LAN

This item is the communication port specifically for BMC, clicking on the BMC IP in
the IP Address field for IPv4, IPv6 (SLAAC), or IPv6 (LinkLocal) will redirect you
to the ASMB page, allowing you to view the hardware sensor values of the device.

Shared LAN

This item is the communication port for BMC and OS, clicking on the BMC IP in the
IP Address field of IPv6 (LinkLocal) will redirect you to the ASMB page, allowing
you to view the hardware sensor values of the device.

ASUS Control Center
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Edit BMC using ASMB
To edit BMC settings using ASMB on the device:

1. Select DM_LAN1

[T

or Shared LAN tab, then click on any of the IP Addresses.

L

2. Login ASMB.
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2.6.3 Event Log

This item displays the logs for the Redfish device’s SEL, Event, Audit, Chassis,
and BIOS. You may view each event log by clicking on the tabs. Click on an event
to view more details about the event.

% To export the Event Log click the Export button, enter a filename, then click OK.

SEL tab

Event tab
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Audit tab

Chassis tab
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BIOS tab
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This chapter describes how to deploy
ASUS Control Center agents and
remove agents through Microsoft® Active
Directory or manually. You may also add
and manage agentless vSphere.
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3.1 Agent Management

The Agent Management screen allows you to manage agent deployment, removal
or view the Agent Deploy Report. You can automatically or manually deploy and
install new ASUS Control Center agents on devices and add them to the ASUS
Control Center server for convenient management, monitor and control.

Refer to the Appendix for more details on the ASUS Control Center agent system
requirements.

To access Agent Management, click . > Agent Management in the left menu.

ASUS Control Center

«h Agent Management

Deployment Management

Deploy Agents Scan Deploy Remove Agents ‘
-
@— @é
Windows Agent 3 Linux Agent 3

Task Report

Agent Deploy

* If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

* If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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3.1.1 Deploy Agents

The Deploy Agents function allows you to add devices you wish to deploy agents
to. You can enter a single device, or multiple devices to be scanned, and then

deploy agents to the scanned devices.

ASUS Control Center
&4 Agent Management > Ld+ Deploy Agents

Deployment M: Zimpot | & Export  +Add

08 Type Host Type. 1P Adress/Host Name Account Account Main Server port
» 10. 5 local Administrator 8080
® 10.1075.108 focal oot a080

Scan Result Information (CIINEERSEIEGUREH

© support oK

‘Scan Sucessful; Please check your 'BMC s installe, it cannot monitor hardware

© support

» Deploy &2

ASUS Control Center
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Agent deployment conditions and settings

You may encounter problems when deploying agents to managed devices, if you
do, you can first do a check and see if any of the following settings will resolve the
problem.

/ The examples used in this section are all based on Windows® 10.

o Ensure the device has sufficient power and a steady connection to prevent
packet loss when deploying the agent.

o For Windows clients

- Windows® Home or lower versions of Windows® are not supported by
ASUS Control Center.

- The Administrator account of the client is enabled and has a password
set. (Windows disables the Administrator account by default, to enable the
account search for Computer Management in the Windows Search Box,
then navigating to System Tools > Local Users and Groups > Users
> Administrator, right click and select Properties, then uncheck the

Account is disabled field, and click OK)

)

| T

- Private and Public should be checked in the File and Printer Sharing
option by searching for Control Panel in the Windows Search Box, then
navigating to System and Security > Windows Firewall > Allow an app
or feature through Windows Firewall, then checking both Private and
Public checkboxes in the File and Printer Sharing field.

@ Aot
R O

A
T
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- User Account Control: Admin Approval Mode for the Built-in
Administrator account should be disabled. To disable this option, search
for Local Security Policy in the Windows Search Box, then navigate to
Local Policies > Security Options, then double click on User Account
Control: Admin Approval Mode for the Built-in Administrator account
and set it to Disabled, then click OK.

. For Debian and Ubuntu clients
- Enable SSH:
a. Ensure the root account can be logged in through SSH.

b. Install SSH by executing the following:
sudo apt-get install ssh

¢. Confirm SSH server by executing the following:
systemctl start sshd
systemctl status sshd

o For RHEL, CentQOS, and Scientific Linux clients
- Enable SSH (enabled by default for RHEL and CentOS):
a. Ensure the root account can be logged in through SSH.

b. Install SSH by executing the following:
sudo apt-get install ssh

c. Confirm SSH server by executing the following:
systemctl start sshd
systemctl status sshd

Disable SELinux:

Open /etc/sysconfig/selinux.

Set SELINUX=enforcing to SELINUX=disabled.
Reboot the system.

o o
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Adding managed devices

1. Click on Add.

&5 Agent Management > L+ Deploy Agents

Zimport |+ Add

08 Type | HostType 1P Address/Host Name Account Account Password Main Server Port

oS Type 1P Address/Host Name ‘Scan Resulls Message

2. The IP and port of the main server should already be filled in, if not please
enter the IP address and Port of the main ACC server.

Add Target Host

| Main Server 10.10.75.123 Port 8080 |

0S Type m A Linux = ADM

HostType @ IP Address (O) HestName

| 10.1075.125

AccountType @ Local Account (O Domain Account

Account Administrator

Password
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3. Select the OS Type of the device you wish to add from the OS Type options,
then select the Host Type.

/ ¢ IP Address: Enter the IP address of the device.

— ¢ Host Name: Enter the name of the device.

Selecting Windows® system:

Add Target Host

Main Server 10.10.75.123 Port 8080

05 Type Alnux || =ADM

HostType @ IPAddress (O HostName

‘ 10.10.75.125

Account Type @ Local Account () Domain Account

Account Administrator

Password assaenan

iance!

Selecting Linux system:

Add Target Host

Main Server 10.10.75.123 Port 8080

0S Type & Windows A Linux £ ADM

HostType @ IPAddress (O HostName

10.10.75.103

Account root

Password arranaas

iance!

ASUS Control Center
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4.  Select the Account Type.

¢ Local Account: The agent's administrator (Windows) / root (Linux)
privileges only allow you to manage the device the agent is installed on.

Domain Account (Windows only): The agent’s administrator privileges
allows you to manage all devices in the domain.

Selecting Local Account:

Add Target Host

Main Server 10.10.75.123 Port 8080

0S Type A Linux = ADM

HostType @ IP Address () Host Name

‘ 10.10.75.125

Account Type |@ Local Account| () Domain Account

Account Administrator

Password P

Selecting Domain Account:

Add Target Host

Main Server 10.10.75.123 Port 8080

05 Type Alinx || ZADM

HostType @ IPAddress () HostName

‘ 10.10.75.125 ‘

Account Type (O Local Account

Domain  asus.com |

Account Administrator

Password  assess ue
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‘R When selecting Local Account as the Account type, and Windows as the OS

5.

Type for a device, ensure to configure your managed device settings as shown
in Agent deployment conditions and settings.

Enter the Account and Password for the administrator account or root
account of the device, then click on Save.

Add Target Host

Main Server 10.10.75.123 Port 8080

0S Type A Linux = ADM

HostType @ IPAddress (O HostName

| 10.10.75.125

AccountType @ Local Account () Domain Account

Account Administrator

Password  aeeeeeas

Repeat steps 1 to 5 to add additional devices to be scanned, or refer to the To
add multiple devices section to import a list of devices.

Once you have added all the devices to scan for, click on Scan.

ASUS Control Center
&4 Agent Management > Ld+ Deploy Agents

s Type. | rostnype 1P AdressiHost Name Account Account passuora wai Server Port
2 widons 0 01075125 Jocal Aommsgaor 01075123 5080
a : 101075128 s0s0

LLLLL » 101075108 focal

Qsean

08 Type 1P Address/Host Name Scan Results Message
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8.  The scanned results will be displayed in the Scan Result Information block.
Select the devices you wish to deploy agent then click Deploy.

Unavailable devices will be listed as Not Support. You may click on the device
to view details on why it is unavailable.

ASUS Control Center

&4 Agent Management > Ld+ Deploy Agents

Limport | L Expot | +Add

Account
local Administrator
focal t

Host Type.

1P Address/Host Name Scan Resuls Message

<

05 Type

© support oK
© support s

q|

Q
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Adding devices from CSV file

1. Click on Import.

ASUS Control Center
&4 Agent Management > Ld+ Deploy Agents

Password Main Server Port

Deployment Management

Account Account

o iy | PAGsesos Name

1P Address/Host Name Scan Resuls Message

oS Type |

2. Select the CSV file to import and click Open.

ASUS Control Center
&8 Agent Management > Ld+ Deploy Agents
& mport  + Add

assword Main Server

Deployment Management

08 Type Host Type IP Address/Host Name Account Account

© open

T8 b 5 Dowonds Sarh Dowriont »
(o s- o e
= mispc *  Today (0
3 30 Objcs N

-

™
| ]

ASUS Control Center
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Once the CSV file is successfully imported, click on Scan.

/ You may edit items added by clicking on it before scanning.

4.

ASUS Control Center

&4 Agent Management > Ld+ Deploy Agents

s Type | rostype 1P AddressiHost Name Account... | account password Main server Port
2 vindons » 1010 Adminstator = 101075128 5080
A un » 1010 tocal oot 101075123 &080

A - % | releationNum -
c o e G s u 1 j] K
targetiype target admport accountiype  domain account password mainServerHost mainserverport
[ 1010.75.125 000 local asus.com Administrator  xxooco 101075123
[ 10.10.75.103 local root 00000 101075123 8080
®
BlE o - ]

The scanned results will be displayed in the Scan Result Information block.
Select the devices you wish to deploy agent then click Deploy.

% Unavailable devices will be listed as Not Support. You may click on the device

to view details on why it is unavailable.

ASUS Control Center

&4 Agent Management > Ld+ Deploy Agents

Deployment Management Lmpont | Epot | +Aw

Account

Host Type

Password

local Administrator 8080

ocal oot 8080

B 05 Type | 1P Agaress Host Name Scan Resuts Message
& g windows © support oK
@ du © support Scan Sucessfut Please check your 'BMC i nstalled, it cannot monior hardvare

» Deploy &2

Chapter 3: Deployment



Exporting Deployment Management list

You can export the list of devices added to the Deployment Management list to
a CSV file by clicking on Export. You can edit the exported CSV file using a text
editor.

ASUS Control Center
&4 Agent Management > Ld+ Deploy Agents

Zimpot & Export  +Add

oS Type 1P Address/Host Name Scan Resus Message

ASUS Control Center
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3.1.2 Scan and Deploy

The Scan and Deploy function allows you to scan an IP range and display the
managed devices which meet your set requirements for agent deployment, these
requirements may vary from operating system to and connection status. The
scanned results also show which devices you can deploy new agents to and the
devices you cannot deploy too as well as the reason these devices cannot be
deployed to. This makes it easy for you to quickly filter out all managed devices you
wish to deploy agents to and then deploy agents to selected devices, saving you
the time taken to manually deploy agents to each managed device individually.

ASUS Control Center

iicense count: 91

&0 Agent Management > @+ Scan and Deploy

P Address.

©10.10.75.188
©10.1075.190
»10.10.75.191
®101075.192
® 10107513
©10.10.75.194
©10.1075.195
®10.10.75.1%6
®10.1075.197
©10.1075.198
 10.10.75.198
©10.10.75.200
®101075.201
®101075.202
©10.10.75.203
©10.10.75.20¢

Message

E_NOT_FOUND

ME_NOT_FOUND

» Deploy 2

R Before using the Scan and Deploy function, ensure that the agent deployment
conditions and settings are met, for more information please refer to Agent
deployment conditions and settings in the Deploy Agents section.
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Scanning for managed devices and deploying agents

1. Click on Scan Range to bring up the scan range pop-up window.

ASUS Control Center

& Agent Management > @+ Scan and Deploy

Press Enter key 10 search

| osype 1P Address Message

2. Enter the Main Server address, port number, the IP range you wish to scan,
and the managed device OS type you would like to scan.

Scan Range

Main Server  10.10.75.200 Port 8080
Starting IP | 10.10.75.188
EndingIP | 10.10.75.215

08 Type m Alnux || EA0M

Account Type @ LocalAccount () Domain Account

Account Administrator
Password

Timeout Interval - 10 +  seconds

% Cancel @
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3. Select the Local Account or Domain Account in the Account Type field,
and enter an account and password that the ASUS Control Center will use to
log onto the devices scanned.

A5

The account and password entered should be for an account that has
administrator or root privileges on managed devices. For more information on
activating the administrator account on managed devices, please refer to Agent
deployment conditions and settings under the Deploy Agents section.

Main Server  10.10.75.200 Port 8080

Starting P | 10.10.75.188 |

EndingIP | 10.10.75.215 |

0OS Type m A Linux £ ADM

Account Type @ Local Account (O Domain Account

Account Administrator

Password

Timeout Interval - 10 + | seconds

X Cancel Q Scan
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Selecting Domain Account will also allow you to enter the domain name
and import the domain information when agents are deployed to the selected
scanned devices. This provides you with more control over your managed
devices.

Main Server 10.10.75.200 Port 3080

Starting IP ‘ 10.10.75.188 |

Ending IP ‘ 10.10.75.215 |

05 Type m Alinux || @ADM

Account Type (O Local Account @ Domain Account

Domain ssdtest.com

Account Administrator
Password

Timeout Interval - 10 # | seconds

ASUS Control Center 317
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4.

Set the Timeout Interval, this will determine the duration of time the scanned
devices should be scanned before returning the scan results. Then click on

Scan.

Main Server 10.10.75.200 Port 8080

Starting IP | 10 10.75 188 |

Ending IP l 10.10.75.215 \

08 Type Alnux || @ADM

Account Type (O Local Account @ Domain Account

Domain ssdtest com

Account Administrator

Password presra

Timeout Interval - 10 + | seconds

R el @

The scan results will display which devices you can deploy agents to and also
the devices which cannot be deployed as well as the reasons they cannot be
deployed to, for more information on agent deployment conditions, please
refer to the Deploy Agents section.

&4 Agent Management > @+ Scan and Deploy
Scan Result Information (EIEERSEEOUREST

Press Enter key 10 search

P Address. Jessage

©10.10.75.1%0
©101075.191
®10.1075.192
©101075.183
©10.1075.194 t rget device , error message : NT_STATUS_OBJECT_NAME_NOT_FOUND
©10.1075.195 5

©101075.196
101075197 |Unable to connect to the target device . erfor message : NT_S

OBJECT_NAME_NOT_FOUND

©1014075.498 | Unable to connect o the target device , eror message : NT_
@101075199  FAILURE -ping 101075199

©10.1075200 | Unable to connect o th target device , error message * ERROR: OpenService failed. NT_STATUS_NO_MEMORY.
©10.1075.201
®10.1075.202
©10.1075.203
Windows | ©10.1075.204  Unable to connect to the farget device , eror message : NT_STATUS_OBJECT_NAME_NOT_FOUND

OBUECT_NAME_NOT_FOUND

EEELELEELELEEEE L] X

P Deploy 2
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6.  Check the scanned devices in the Support window you wish to deploy agents
to and click on Deploy.

ASUS Control Center
& Agent Management > @+ Scan and Deploy

Scan Result Information (GHEIESRSGICORAEISY

Press Enter key to search

1P Address.

®10.1075.188
®1010751%  |FA
® 101075191 FAILURE - ping 10.10.75.1

101075192 |Unable to connect to he target device
©101075.153
®10.1075.194
©10.10.75.195
®10.1075.196
©10.1075.187
®101075.198
©10.10.75.198
©10.1075.200

FAILURE - ping 10.10.75.193
Unable to connect to the target device

the target gevice:

A windows
A winaows

v @ 101075201
A wesos | @ 101075202
A wnsows @10.1075.20 o the taget device
& wesos | @101075.204 _|Unabie o connec o the targetdevice

ermor message

error message

erfor message

e . error message

e error message

error message

error message

Message

JECT_NAME_NOT_FOUND!

NT_STATUS_OBJECT_NAME_NOT_FOUND

NT_STATUS_OBJECT_NAME_NOT_FOUND

7. Once the agents deployment has finished, a Agent Deploy Report will
appear, detailing the deploy status of each selected device. This will help you
check if all agents have been successfully deployed.

ASUS Control Center

100%

Completed

L

bress Enter key 1o search

&5 Agent Management > @+ Scan and Deploy > Agent Deploy Report

Installation Result

Agent Deploy R

Device Count 2
Create Time.

20190320 1151

Update Time. 20190320 1152

Message

10.10.75.189 © TaskDone

101075214 © TaskDone

ASUS Control Center

B © successtul
CNGEED © successtul

‘Agent deployed successtull
‘Agent deployed successfull
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3.1.3 Remove agents

The Remove Agents function will allow you to remove agents installed on managed
devices using ASUS Control Center, or allow you to remove the managed devices
from ASUS Control Center after you remove the clients manually from the managed
devices.

Deployment Management (@Beviees

it to remove all agent from the following devices:

Remove agents using ASUS Control Center

1. Check the devices you wish to remove agents from on the list.

&% Agent Management > Ldx Remove Agents

search.

=| ¥ Connectin | Host Name 0S information IP Address | HW Sensor Uiiization ]
ELASTICSERVER B server 2016 064) [ 125)
KubemetesMaster

MEDIACENTER 2 A vindows 10 454

- Remove &2

Chapter 3: Deployment



2. Apop-up window should appear, displaying the devices you wish to remove
agents from. After confirming the correct managed devices are selected, click
on Remove, then click on OK.

If the target host(s) are offline, the agents on these host(s) will be removed once
the host(s) are online.

Deployment Management (2 Devices

Please confirm that you want to remove all agent from the following devices:

= ELASTICSERVER
= KubemetesMaster

Deployment Management

Remove the agent from the target host. If the target host is offiine, the agent will be

remove once the target host gets online
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Remove Windows Agent from local device

You may choose to remove Agents from Windows systems manually.

1. Toremove the Windows Agent manually on a managed device, click on
Control Panel > Programs and Features.

[ Programs and Features - o X

« © 4 @ > Control Panel > All Control Panel ltems > Programs and Features v @] | search Programs and Features o
Contral Panel H 2
entrolpanel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or

off

Organize ¥ Uninstall (2]
Name - Publisher Installed On  Size Version
[EJACE Windows Agent ASUS 4372019 240MB 12141
Bl Adobe Acrobat Reader DC Adobe Systems Incorporated 41172019 306MB  19.010.20099
[ Google Chrome Google, Inc. 11/5/2018 104MB  73.0.3683.103
OHeawLuad V3.4 (64 bit) JAM Software 3r22/2019 251MB 34
& Microsoft OneDrive Microsoft Corporation 33172019 T6MB  19.033.0212.0011
@2 Microsoft Teams. Microsoft Corporation 3/29/2019 73.2MB  1.2.00.3%1
S Reattek High Definition Audio Driver Realtek Semiconductor Corp. 3/5/2018 986MB  6.0.1.7926
Help link: ~ http://www.asus.com Size: 240MB
2. Select and uninstall ACC Windows Agent from the list of programs.
[@ Programs and Features - o X

« © 4 @ > Control Panel > All Control Panelltems » Programs and Features v O | Search Programs and Features 9
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, of Repair.
& Tum Windows features on or
off

Organize ~  Uninstall G- @
Name - Publisher Installed On  Size Version

B3 acC Wind ] asus 45372019 zaoMB
I Adobe Acrobat Reader DC Adobe Systems Incorporated 41172019 306 M8

[# Google Chrome. Google, Inc., 11/5/2018 104MB  73.0.3683.103

@ Heavyload V3.4 (84 bit) JAM Software 3/22/2019 BIMB 34

7 Microsoft OneDrive Microsoft Corporation 33172019 116MB 1903302120011

B Microsoft Teams. Microsoft Corporation 3/292019 73.2MB  1.2.00.3961

%4 Realtek High Definition Audio Driver Reattek Semiconductor Corp. 3/5/2018 985MB  6.0.1.7926

ASUS Product version: 1214:1 Support link: _http://www.asus.com  Comments: Ver12.14.1
: 240MB

Helplink ~http://www.asus.com
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3. Ensure the applications shown in the pop-up window are closed, or you
can check the Automatically close applications and attempt to restart

them after setup is complete checkbox, then click OK to continue with the
uninstallation process.

ACC Windows Agent X

The following applications should be closed before continuing the
install:

ASWM Ent Service Provider Manager
AWK Ent Sensor Monitor

LBV Ent Boftware Resource Mondtor
ASWH Ent Hardware Utilization Mongtor
LW Ent Device Info Monitor

ARTE Control Center Services Monitor

@ Automatically close applications and attempt to restart them after
setup is complete.

O Do not close applications. (A Reboot may be required.)

4. Once ACC Windows Agent is uninstalled on the managed device, please
navigate to the Remove Agents menu of your ASUS Control Center
(Deployment > Agent Management > Remove Agents).

5. Select the managed device which you manually removed the agent from, the
connection status for that managed device should be Offline, then click on
Remove to remove the managed device from ASUS Control Center.

ASUS Control Center

&5 Agent Management > Gdx Remove Agents

1P Address
101075.103)
T0A075126)

T01075122) Normal Normal

0075.125) ]

ASUS Control Center 3-23



6. A pop-up window should appear, displaying the managed devices you wish to
remove agents from. After confirming the correct devices are selected, click
on Remove, then click on OK.

Deployment Management (1 Devices

Please confirm that you want to remove all agent from the following devices:

= ELASTICSERVER

Deployment Management

Remove the agent from the target host. If the target host is offline, the agent will be

remove once the target host gets online
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Remove Linux Agent from local device

You may choose to remove Linux Agents from Linux systems manually.

1. (optional) If you are using a Windows OS, you may use a third-party SSH or
telnet client such as PUTTY to connect to the managed Linux device.
For this example we will be using PuTTY to log on to the managed Linux
device and remove the Linux Agent.

B PUTTY Configuration 7 *
Category:
Brpeana L Basic aphons foioou SUER G ac =3
e T. L.ng‘gmg Specify the destination you want to connect to
1 :errnlna Host Name {or IP address) Port
i+ Keyboard
Bl [10.10.75.103 |[22 |
i Features Connection type
- Window ORaw OTeinst ORlogin @SSH (O Seqal
J\ppea.ranca Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection | |
Colours i
Default Settings
=- Connection Load
- Data Saye
- Proxy
- Telnet Delete
Rlogin
- 55H
.- Close window on egit:
O Mways (OMNever  (®) Cnly on clean exit
About Help Open : Cancel

2. Enter the root account and password of the client Linux device.

3. Once you've logged in, execute bash /root/uninstall.sh to remove the
Linux Agent from the managed device.

4. Once the Linux Agent is removed on the managed device, please navigate
to the Remove Agents menu of your ASUS Control Center (Deployment >
Agent Management > Remove Agents).
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5. Select the managed device which you manually removed the agent from, the
connection status for that managed device should be Offline, then click on
Remove to remove the managed device from ASUS Control Center.

ASUS Control Center

& Agent Management > Gdx Remove Agents

1P Address |
Curozssas

MEDIACENTER 4
MEDIACENTER 2

(iooreras)
Goorsrz Normai Normal
(0075103 ]
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6. A pop-up window should appear, displaying the devices you wish to remove
agents from. After confirming the correct devices are selected, click on
Remove, then click on OK.

Deployment Management (4 Devices

Please confirm that you want to remove all agent from the following devices:

= KubemetesMaster

Deployment Management

Remove the agent from the target host. If the target host is offline, the agent will be

remove once the target host gets online
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3.14 Windows Agent

You may install agents manually on the device by downloading the Windows Agent
installation files from the ASUS Control Center web console.

R CSM products only supports Windows Agents.

/ The information entered in this section is for reference only.

Install Windows agents manually

R When installing the Windows agent manually on devices with Windows 11 or
Server 2022, two of the drivers - AsUplO.sys (BIOS readings and flashing), and
ASUS Management Bus Driver (Hardware Sensor reading) may be isolated by
the Windows Core Isolation feature. To successfully install a Windows Agent if
you run into this situation you will need to set the Memory integrity option under
Core Isolation to Off, to do so please navigate to Start > Settings > Update
& Security > Windows Security > Device Security and then under Core
isolation, select Core isolation details and set Memory integrity to Off.

]

1. Log in remotely to the device you wish to install the Windows Agent on.
2. Download the Windows Agent installation files using the following methods.
*  Download installation files on ASUS Control Center
a. Click on Windows Agent to start downloading the installation files.
b. Copy the downloaded ZIP file to the remote desktop of the device.
* Download installation files on managed device

a. Use the browser on the managed device to log into ASUS Control
Center.

b. Click on Windows Agent to start downloading the installation files.
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3. Unzip the ZIP file containing the installation files.

& | 4 || = | Downloads - o X

Wome | share view ®
1 % cut X M open - FHselectan

Copy path i} Edit Select none
PintoQuick Copy Paste Move Copy Delete Rename  New Properties
access 7] Pasteshortcut 4o~ 1o - Folder -

Gotistory §imvert slection
Glpboard Organize New Open Select

€ - 2§ THEPC » Downloads [0] | Search Downloads »

# Quick sccess
B Desktop
3 Downloads

TR

) Documents

Windowsgent
&= Pictures 22

o Network

@ OneDrive
= This PC

& Network

1 item =[E]

4.  Click on the AgentSetup.msi file to launch the installation.

[4 [ = | WindowsAgent - o x

vome | shre view °

3

dh Cut x Ty ﬂ open - Fselectall
— 4 Copy patn - L ait Select none
Pinto Quick Copy  Paste Move Copy Delete Reneme  New '~ Properties =
pebhaas At ) pasteshortcut | o tor e folder PINE G ristory  E nvert seection
Clipboard Organize New open selet
&« 4[> THsPC > Downloads > WindowsAgent [0 | Search Windowsagent »

# Quick access
Mo  #
& Downloads #

5] Documents

AgentSetu
=] Pictures * 2 2

& Network .

4 OneDrive
[ This PC

& Network

1item

5. Click on Next to begin the installation.

38 ACC Windows Agent (Ver12.14.1) P %

ASUS Control Center

The installer wil guide you thiaugh the steps required ta install AT Windows Agent on your
computer.

WARNING: This computer program is protected by copyiight law and intemational realies.
Unautharized duplication of distibution of this pragram, or any pertion of i, may resul in severe civil
o1 criminal penalies, and wil be prosecuted ta the masimum edent possible und the lau.

o ik
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6. Browse and select a folder to install the agent, then click Next.

18 ACC Windows Agent x

ASUS Control Center

The installer willinstall ACC Windaws Agent to the folowing folder.

Ta installin this folder, click "Next". To installto a different folder, enter it below or click "Browss

Folder
[C:\Program Fies [-86\AS USWALT Windows Agenty | [ Bowse |

Disk Cost

Install ACC Windows Agert for yoursef. or for anyon who uses this computer:

@ Everyone
O dust me:

Cancel <Bock

7. Click on Next again to continue the installation.

18 ACC Windows Agent - X

ASUS Control Center

The installe s ready ta install ACC Windaws Agert an pour computer.

Click "Nt to start the installation.

Cancel <Back

8. On ASUS Control Center, click . in the left menu, then click on Network
Configuration to view the Host Name and IP Address.

ASUS Control Center

£ Options > ) Network Configuration

Host Name Esave
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9.  Enter the Host Name and IP Address from the previous step into the

Windows® Agent Installer, select 443 as the Access Port, then click Register

The host name field supports Fully Qualified Domain Names (FQDN). The ASUS
/ Control Center IP can be pinged via the host name during deployment.

ASUS Contral Center Installation Wizard

ASUS Control Center

1]
'
£§E Please specify the Control Center ( Main Server ) that you will register for.

Connection Information of Control Center

Hest Name of Control Center IACC—TUTOR

P Address of Control Center=| 10 . 10 75 200 | Access Port - [443 ~]

Core

10. Wait for the installation to finish, then click Close to complete the installation.

The device(s) should appear in the Devices List on the System Overview
screen.

The device’s hardware performance and network speed will affect the time taken
/ to deploy the agent.

18 ACC Windows Agent

ASUS Control Center

ALC Windows Agent has been successfully installed.

Click "Close" to exi.

Please use Windows Lipdate to check for any eiitical updates to the NET Framework.
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3.1.5 Linux Agent

You may install agents manually on the device by downloading the Linux Agent
installation files from the ASUS Control Center web console. The following 64-bits
Linux distributions are supported: RHEL, CentOS, Scientific Linux, SLES, Ubuntu,
Debian, and Pardus.

Install Linux agents manually

1.

Before installing the Linux agents manually, ensure that ssh is enabled, and
the following software requirements are met:

sysstat smartmontools ethtool curl
ipmitool OpenIPMI-libs OpenlPMI-tools pciutils
net-tools ssh

for RHEL 8~, CentOS 8~ : libnsl package installation required
for SLES 15~ : insserv-compat installation required

Click on Linux Agent to download Linux Agent installation files.

On ASUS Control Center, click . in the left menu, then click on Network
Configuration to view the Host Name and IP Address.

ASUS Control Center

£ Options > ) Network Configuration

On your client device, create the folder /tmp/ASWMAgentinstallFile.

Decompress the LinuxAgent.zip file, you should see a .tar file
named ASWMLinuxAgent-64bits.tar.gz. Move the .tar file to /tmp/
ASWMAgentinstallFile then decompress it.
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6.  Depending on your Linux distribution, execute the following to start the
installation process:

e For RHEL, CentOS, Scientific Linux

Execute /tmp/ASWMAgentInstallFile/Silentinstall RHEL.sh
XXXX . XXX . XXX . XXX

e ForSLES

Execute /tmp/ASWMAgentInstallFile/Silentinstall SLES.sh
XXXX . XXX . XXX . XXX

e For Ubuntu, Debian, Pardus

Execute /tmp/ASWMAgentInstallFile/SilentInstall Ubuntu.
sh XXX.XXX.XXX.XXX

Please replace XXX .XXX.XXX.XxX with the actual IP of the ACC main server,
for this example, it would be 10.10.75.200.
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3.1.6 Agent Deploy Report

The Agent Deploy Report will display information of each time you deploy agent(s)
onto managed devices. Each item showed on the Agent Deploy Report represents
a single batch of deployment; clicking on each item will allow you to view information

on the devices you deployed agents to in that batch.

ASUS Control Center

s Agent Management > il Agent Deploy

Updated Time Client Count Compietion Rate.

Success

Error Process

= [E S TS S ] o1 o
=1} (S . - - ) o1 0
=5} (. W T W ] o1 o
= [N T N ] °2 3
o2 (S T - ©2 o

ASUS Control Center
&% Agent Management > [l Agent Deploy > Agent Deploy Report

(V) 2

Processing

100%

Completed

20190403 1528

20190425 17:10

—— T ——

© Taskpone ST Y
© TaskDone TR o
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3.2 Agentless Management

The Agentless Management screen allows you to add vSphere or Redfish for
monitoring and other management options. When adding the vSphere, the device
added is the hypervisor. All VM on the hypervisor will be displayed once the
vSphere has been added.

To access Agentless Management, click . > Agentless Management in the left
menu.

Search Bar to search and filter managed devices. For more information,

% * Ifthe Search Bar is available for a function in this section, you can use the
- please refer to the Search and Filter devices section.

e |f the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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3.2.1 Add vSphere

The Add vSphere function allows you to add vSphere you wish to manage. You
can enter a single vSphere, or multiple vSpheres to be scanned, and then add the
scanned vSpheres you wish to manage to ASUS Control Center.

Ensure to register the License keys before adding the vSphere you wish to
manage to ASUS Control Center. For more information on registering license
keys, please refer to the License chapter.

ASUS Control Center

a4 Agentless Management > @+Add VMware vSphere Host

s Type 1P Adaress A

© support

P Add to Monitor

Adding managed vSphere

1. Click on Add.

ASUS Control Center

s Agentless Management > @+Add VMware vSphere Host

0s Type 1P Address Account
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Enter the IP Address, Account, and Password of the vSphere, then click

2.
Save.
IP Address ‘ 10.10.75.59

Account root
Password  ssseees

3. Repeat steps 1 and 2 to add additional vSpheres to be scanned, or refer to

the Add vSphere from CSV file section to import a list of vSpheres.
4. Once you have added all the vSpheres you wish to scan, click on Scan.

ASUS Control Center
a4 Agentless Management > @+Add VMware vSphere Host

Limpot | & Export  +Add

1P Address
==

10.10.75.59
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5. The scanned results will be displayed in the Scan Result Information block.

Select the vSpheres you wish to manage then click Add to Monitor. The
vSpheres added should appear in the Devices List on the System Overview
screen.

*  Unavailable vSpheres will be listed as Not Support. You may click on the
vSpheres to view details on why it is unavailable.

e vSpheres added may take a few minutes before they are displayed in the
overview.

ASUS Control Center

a4 Agentless Management > @+Add VMware vSphere Host

oS Type 1P Address. Account

@ Ges 10.10.7559 © support Success

ncmo
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Add vSphere from CSV file

1. Click on Import.

ASUS Control Center

&t Agentless Management > §@+Add VMware vSphere Host

Select the CSV file to import and click Open.
3. Once the CSV file is successfully imported, click on Scan.

% You may edit items added by clicking on it before scanning.

4. The scanned results will be displayed in the Scan Result Information block.
Select the vSpheres you wish to manage then click Add to Monitor. The
vSpheres added should appear in the Devices List on the System Overview
screen.
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¢ Unavailable vSpheres will be listed as Not Support. You may click on the
vSphere to view details on why it is unavailable.

e vSpheres added may take a few minutes before they are displayed in the

overview.

ASUS Control Center
s Agentless Management > @+Add VMware vSphere Host

08 Type 1P Address

Account Password

Exporting VMware vSphere Host List

=

You can export the list of vSpheres added to the VMware vSphere Host List to
a CSYV file by clicking on Export. You can edit the exported CSV file using a text

editor.

ASUS Control Center
s Agentless Management > @+Add VMware vSphere Host

0s Type 1P Adaress.

Account Password

P Add to Monitor
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3.2.2 Remove vSphere

1. Check the vSphere(s) you wish to remove, then click Remove.

ASUS Control Center

s Agentless Management > @ x Remove VMware vSphere Host

B v Comecton l Host Name Alas 08 Information 1P Adaess
[=] conine TensorDevssdlest com TensorDevssdiesL.com Besxcoo 755

the agents from the selected vSpheres.

/ If the target host(s) are offline, the agents on these host(s) will be removed once

the host(s) are online.

Deployment Management

Remove the agent from the target host. If the target host is offline, the agent will be
remove once the target host gets online

% Cancel B Removal confirmation

ASUS Control Center

A confirmation window should pop-up, click Removal confirmation to remove
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3.23  Add Redfish

The Add Redfish function allows you to add Redfish devices you wish to manage.
You can enter a single Redfish device, or multiple Redfish devices to be scanned,

and then add the scanned Redfish devices you wish to manage to ASUS Control
Center.

Ensure to register the License keys before adding the Redfish device you wish
to manage to ASUS Control Center. For more information on registering license
keys, please refer to the License chapter.

Adding managed Redfish device

1.

Click on Add.
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2. Enterthe IP Address, Account, and Password of the Redfish device, then
click Save.

[ ]

3. Repeat steps 1 and 2 to add additional Redfish devicees to be scanned, or
refer to the Add Redfish devices from CSV file section to import a list of
Redfish devices.

4.  (optional) You may edit or delete Redfish devices added before scanning by
clicking on the Redfish device in the Redfish List.

1]

5. Once you have added all the Redfish devices you wish to scan, click on Scan.
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6.  The scanned results will be displayed in the Scan Result block. Select the
Redfish devices you wish to manage then click Deploy.

Unavailable Redfish devices will be listed as Not Support. You may click on the
Redfish device to view details on why it is unavailable.

(I

7. A pop-up window should appear, displaying the devices you wish to deploy
agents to. After confirming the correct devices are selected, click on Deploy,
then click OK.
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8.  The Redfish devices added should appear in the Devices List on the System
Overview screen.

Redfish devices added may take a few minutes before they are displayed in the
overview.
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Adding Redfish devices from a CSV file

1. Click on Import.

2. Select the CSV file to import and click Open.
3. Once the CSV file is successfully imported, click on Scan.

% You may edit items added by clicking on it before scanning.

4.  The scanned results will be displayed in the Scan Result block. Select the
Redfish devices you wish to manage then click Deploy.

5. A pop-up window should appear, displaying the devices you wish to deploy
agents to. After confirming the correct devices are selected, click on Deploy,
then click OK.

6. The Redfish devices added should appear in the Devices List on the System
Overview screen.

Redfish devices added may take a few minutes before they are displayed in the
overview.
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3.2.4 Remove Redfish

1. Check the Redfish device(s) you wish to remove, then click Remove.

2. A confirmation window should pop-up, click Remove to remove the agents
from the selected Redfish devices.

If the target host(s) are offline, the agents on these host(s) will be removed once
the host(s) are online.
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3.25 Redfish Profile

The Redfish Profile function allows you to add, edit, or delete Redfish profiles.

Adding a Redfish profile by importing a profile file

1. Click Add.

2.  Click Import.
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3. Select a Redfish profile JSON file, then click Open.

4.  Fillin the Name and Description fields (optional) and tick Enable this profile,
then click Scan.
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5.

Fill in the IP Address, Apply Path, Account, and Password fields, then click
Scan.

% If the Apply Path field is set to Default, the root directory will be scanned. If set

6.

to URI, the specified relative path will be scanned.

To make changes to the Redfish profile, follow the below instructions:

A. Drag and drop a property from the left pane to the value field in the middle
pane.

B. Click Preview to show the updated JSON output in the right pane.
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7.  Click Save.
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Adding a Redfish profile from a template

1.

2.

3.

Click Add.

Select Template in the Create Type field, then select a template from the
drop down menu.

sk Agentless Management > @g Redfish Profile > Redfish Profile Information

3
Current Path; T
rews

Fill in the Name and Description fields (optional) and tick Enable this profile,
then click Scan.

[
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4. Fillinthe IP Address, Apply Path, Account, and Password fields, then click
Scan.

% If the Apply Path field is set to Default, the root directory will be scanned. If set
to URI, the specified relative path will be scanned.

5. To make changes to the Redfish profile, follow the below instructions:

A. Drag and drop a property from the left pane to the value field in the middle
pane.

B. Click Preview to show the updated JSON output in the right pane.
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6. Click Save.
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Editing an existing Redfish profile

1. Select an existing Redfish profile.

2. Make the desired changes to the Redfish profile, then click Save.
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Exporting an existing Redfish profile

1. Select an existing Redfish profile.

2.  Click Export.

3. Enter a file name for the exported Redfish profile JSON file, then click OK.
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Deleting an existing Redfish profile

1. Select an existing Redfish profile.

2.  Click Delete.
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Chapter 4

This chapter describes centralized
management of metadata, BIOS
flash, security, software, tasks, and
power control of ASUS Control Center
managed devices.
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4.1 Metadata Management

The Metadata Management screen allows you to add metadata fields, and also
enter the information for the newly added metadata fields for a single device or
multiple devices. This allows you to manage your devices more efficiently by
adding the information you need to each managed device, such as the department
the managed device belongs to, or the extension line of the owner of the managed
device.

To access Metadata Management, click . > Metadata Management in the left
menu.

ASUS Control Center

@ Time updated: 2020/08/28 17:59:51

¢ Metadata Management

Device Metadata Information

Pl x Clear +Edtor & BatchUpdate & Export = Options

Frelds
v [Host Name

Host Name

e If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

e If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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Adding metadata fields

You may add new metadata fields for managed devices using this function.

1. Click on Editor to open the Metadata Editor.

ASUS Control Center

< Metadata Management ® Time updted: 20200828 17:58:51

+Edor BatchUpdate & Export 3= Options

MEDIACENTER-2

2.  Enter the Field Name of the new metadata column, then select the Field Type
from the drop down menu (String, Number, Date, Boolean).

% e String: The data in this field contains string variables.

e ¢ Number: The data in this field contains numerical values.
o Date: The data in this field are in date form.
* Boolean: The data in this field are either true or false.

3.  Click on Add to add the field.

Metadata Editor

Field Name Personal

Field Type Boolean v

[] Field Name Field Type Default Value |
u;DEpanmem ;Smng sw i
B Extension iNumber 129631

[l Production date {Date 2018-01-01
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5.
6.

4.  (optional) You may set or edit the default value of the new field by double-
clicking in the Default Value cell and then entering the new default value.

% The default values will be restricted to the Field Type chosen.

Metadata Editor

Field Name
Field Type  _Please Select- N
+ Add
| Field Name Field Type Default Value
ﬂ Depariment String sSwW
ﬂ Extension zNumber 29631
B Production date |Date 2018-01-01
B personal iBooiean |

Repeat steps 2 to 4 to add additional metadata fields.
Click on Save when you have finished adding or editing the metadata fields.

Metadata Editor Update

Field Name = Done

Field Type —Please Select—

v

| Field Name Field Type Default Value ‘
B Department { String SW
IE] extension {Number 129631
B Production date {Date 2018-01-01
B eersonal iBoolean i
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Editing metadata fields

1. Click on Editor to open the Metadata Editor.

ASUS Control Center

< Metadata Management @ Time updated: 2020108728 17:59:51
Qv | Press Enfer ey to search op
Host Name | oepanment Extension Producton date Persanal
VEDIACENTER-4 sw 29631 20180101
KubemetesMaster sw 29631 20180101
TensorDevssdtest.com sw 29631 20180101
ELASTICSERVER sw 29631 20180101
MEDIACENTER2 sw 29631 20180101

2. You can edit the Field Name and Default Value of existing metadata fields.
When you are finished editing, click on Save to save the changes made.

Metadata Editor

Field Name
Field Type --Please Seleci— v
+ Add
| Field Name Field Type Default Value
Bl |pepartment String sw
n Extension Number 29631
B |Production date Date 2018-01-01
n Personal Boolean |0
B Ssave

ASUS Control Center
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Deleting metadata fields

1. Click on Editor to open the Metadata Editor.

ASUS Control Center

< Metadata Management

@ ime updatec: 20200828 17:59:51
b

Qv | Press Enter key to search

Options
Host Name Department Extension Production date Personal d

MEDIACENTER-4 sw 29631 20180101 [  (Host Name

KubernetesMaster sw 29631 2018.01.01

TensorDev.ssdtest com sw 20631 2018.01-01

ELASTICSERVER sw 29631 2018.01.01 < QPersonal

MEDIACENTER 2 sw 20631 2018.01-01

Agoregations:
Drag columns from above fo
aggregate values

2. Clickon ﬂ next to the metadata field you wish to delete. Once you are
finished, click on Save to save the changes made.

Metadata Editor

Field Name

Field Type —-Please Select— v
Field Name Field Type Default Value ‘
u Department szng swW
u Extension | Number 29631
n Production date {Date 2018-01-01
B Personal ‘Boolean D)
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Editing the metadata value of a single device

1. Double-click on a field you wish to edit and enter the new value.

/ ¢ |tems in the Host Name field cannot be edited.
- ¢ Edited fields will have blue text.

2. Click on Save once you have finished making changes to the metadata.

¢ Metadata Management

©Time updated: 202010828 17:69:51

Host Name. | Department | Ext Production date Personal
=

MEDCENTERS oW e pois ot

K . W 29631 2018-01-01

flonsordevssdtostcom e s poisoen
sw

ELASTICSERVER 20631 20180101
| iepiacenter2 botsoror
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Editing the metadata value of multiple devices

1.

2.

Click on Batch Update.

ASUS Control Center

< Metadata Management

Qv | Press ‘Enfer key to search

@ Time updated: 2020/08/28 17:59:51

Bl xcea ch Upd o
Host Name Department Extension Production date personal
MEDIACENTER4 20631 20180101
20180101
20631 20180101
S 29631 20180101
sw 2063 20180101

Drag columns from above to
group ro

Select a CSV file to import, then click Open.

< Metadata Management

@ rime updated: 20200825 17:59:51

€ Open X
« © 4 &> TisPC > Downloads & | Search Download: »
= Lo <-me

# Quick access. Taday, (1)

moy - ~

. [ x &

& veames #

o

D Music Meradens

8 Videos.
N

v [DHost Name

group rows
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3. Select the metadata field columns to update to the server, then click Batch

Update.

Please select the fields you want to
import from the csv file 1o the server.
Department
Extension

Production dale
] Personal

Cancel Batch Update l

4. A confirmation window should pop-up, click OK.

Metadata Management

Please select the fields you want to import from the csv file to the server.
Department, Extension, Production date, Personal

Cancel

ASUS Control Center
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5.

6.

Next, another pop-up window will appear notifying you of which devices will
be affected by the updated data. Click OK to confirm these changes, or click
Cancel to cancel the batch update.

Metadata Management

This action will modify the following hosts. Please click 'OK' and confirm the data
that will be modified from the table, and click 'Save’ to update the server data.
You can click 'Cancel’ to cancel the batch update process and restore the system

settings.
1. MEDIACENTER-4
2. KubemetesMaster
3. TensorDev.ssdtest.com
4. ELASTICSERVER
5. MEDIACENTER-2

Sance! m

If you clicked OK in the previous step, click on Save to save the changes
made.

<€ Metadata Management

Qv | Press Enter key to searcn

Host Name Department

Production date

(© Time updated: 2020108728 17:59:51

MEDIACENTER 2

sw 29631
sw 20631
sw 29631
sw 20631
sw 29631

2018.01.01
20180101
20180101
2018.01.01
20180101
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Exporting the metadata value

Exporting the metadata to a CSV file allows you to edit multiple metadata fields
together, then update them by importing it back into ASUS Control Center. To
import the changes made to the metadata in the CSV file, refer to Editing the
metadata of multiple devices under the Metadata Management section.

1. Click on Export.

ASUS Control Center

€ Metadata Management @Time update:

2018.01-01

201.01-01
2018.01-01

2.  Enter afilename for the CSV file, then click OK.

4& e Use a text editor when editing the exported CSV file.
* Do not edit the aswm_HostName and ClientGUID fields.

*  Only the existing data in the CSV file may be edited, adding new rows and
columns to the CSV file may cause failure when importing to the ASUS
Control Center.

ASUS Control Center
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4.2 BIOS Flash Management

BIOS Flash Management allows you to upload and flash the BIOS of all devices,
uploaded BIOS is also stored in the BIOS cache for centralized management.

To access BIOS Flash Management, click i > BIOS Flash Management in the
left menu.

ASUS Control Center

€ BIOS Flash Management

BIOS Flash Task

BIOS Cache BIOS Flash Task

Task Report

[ahsl

* If the Search Bar is available for a function in this section, you can use the
/ Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.
* If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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4.2.1 BIOS Cache

The BIOS Cache stores all the BIOS cap files uploaded when flashing the BIOS of
a single device or using the BIOS Flash Task function, and allows you to view or
delete the BIOS cap files in the BIOS Cache List. The BIOS Cache List also lists
the BIOS cap file in groups based on the model, and displays information such as
the file size, version, and build date.

ASUS Control Center

€ BIOS Flash Management > £BIOS Cache

-/Z10PP-D24 (1)

0 z10PP-D24

Adding a BIOS cap file to the BIOS Cache

The BIOS cap file is automatically added to the BIOS Cache when you manually
upload a BIOS cap file when flashing the BIOS from Device Information, or when
you manually upload a BIOS cap file when using the BIOS Flash Task function.

e Formore details on manually uploading a BIOS cap file when flashing the
BIOS from Device Information, please refer to BIOS Flash under the
BIOS section.

e Formore details on manually uploading a BIOS cap file when using the
BIOS Flash Task function, please refer to Manually uploading the BIOS
cap file under the BIOS Flash Task section.

ASUS Control Center
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Removing BIOS cap files from BIOS Cache

You can remove BIOS cap files from the BIOS Cache List when you need to, such
as when the BIOS version is outdated.

1. Check the item(s) you wish to delete then click Remove.

ASUS Control Center
< BIOS Flash Management > £BIOS Cache

0572372018

[&]z10ep-020 160015 3107 ottti2017

2. When the BIOS cap file(s) have been successfully removed, click OK.

BIOS Cache

BIOS Cache cleared successiully
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4.2.2 BIOS Flash Task

The BIOS Flash Task function allows you to update the BIOS of multiple managed
devices by uploading the BIOS cap file or selecting the BIOS cap file from a BIOS
cache list.

ASUS Control Center
<»BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Type Flash From BIOS Cache

BIOS Cache List

BIOS Information UNG5U

BIOS Version o514

BIOS Build Date 05232018

Q&

2 windows 10x64)

Manually uploading the BIOS cap file

1. Select Manually Upload BIOS File from the drop down menu in the BIOS
Flash Type field.

ASUS Control Center

<»BIOS Flash Management > =+ BIOS Flash Task

Upload BIOS.

& Upload BIOS Filo

ASUS Control Center
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2. Drag and drop the BIOS cap file in the dotted square, or click on Upload
BIOS File to select a BIOS cap file to upload.

ASUS Control Center

€ BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Information

BIOS Flash Type Manually Upload BIOS File

pload BIOS

@ open x Flast
€ v [« Dow > UNGU-ASUSOSU v O | SemenUNGSL-ASUS06I4 P
=- m @
UNGSU-ASUS-06
1
File name: [UNG3U-ASUS-0614 o] [crn= v

3.  After selecting the BIOS cap file, the BIOS information, BIOS version, BIOS
build date, as well as applicable managed devices should appear. Click on
Flash to begin the BIOS Flash process.

ASUS Control Center
<»BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Informati

BIOS Flash Type Manually Upload BIOS File

i UNGSU-ASUS0614.CAP |

Upload BIOS
@ Upload BIOS File:

BIOS Information UN65U

BIOS Version 014

BI0S Build Dato 05232018

Target Host List

Qv | Press Enter key to search. rd = Options.
m— — r——— P A LocazeLED
=) onine 21
2 Windows 10 0x68) (10.1075.122) 53
& | Jonline MEDIACENTER4 A Windows 10 (x64) (10.10.75.124) =
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4. Once the flash process is finished, a BIOS Flash Report should appear
allowing you to check the BIOS Flash status and progress of all selected
devices.

ASUS Control Center

€ BIOS Flash Management > =+ BIOS Flash Task > BIOS Flash Report

° 2 Completion Rate

Successful

Completed
L

o search

05232018

2

201903.26 1908

20190326 1909

Host Name essage Creation Time

@R o0 Updated
IR ©/0S Updated

Selecting the BIOS cap file from the BIOS cache

1. Select Flash From BIOS Cache from the drop down menu in the BIOS
Flash Type field.

ASUS Control Center

<»BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Information

BIOS Cache List

ASUS Control Center
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2.
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Select a BIOS Cache List.

ASUS Control Center
€ BIOS Flash Management > =+ BIOS Flash Task

BIOS Flash Information

BIOS Flash Type Flash From BIOS Cache

BIOS Cache List

[210PP-D24]

210PP-D24_3407

After selecting the BIOS cap file, the BIOS information, BIOS version, BIOS
build date, as well as applicable managed devices should appear. Click on
Flash to begin the BIOS Flash process.

ASUS Control Center
<€ BIOS Flash Management > =+BIOS Flash Task

BIOS Flash Information

BIOS Flash Type

BIOS Cache List
6105 Information Unesu
6105 Version o614
6105 Build Date 05232018

Qv | Press Enier key to search Clea Optons
B Connecion Host Name 05 information 1P Adress Locaior LED | 4 Reboot
@ Sonine & windows 10 051 (Gunrsz) 5
& online A windows 10 (x4 (10.10.75.124) 4
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4. Once the flash process is finished, a BIOS Flash Report should appear
allowing you to check the BIOS Flash status and progress of all selected
devices.

ASUS Control Center
€ BIOS Flash Management > =+ BIOS Flash Task > BIOS Flash Report

) 2L _

UN65U

s o614
0, 05232018
m 1 oo /0 o :
Completed
restion Time 20190326 1908
rocessing

Key to searc

= Options.

@R ©i0s Updated 2019.03.26 19.08 2019.03.26 1909
R 05 Upate 20150326 1908 20190326 1509

Progress essage Creaton Time.

/ If the device is using Windows 11 or Server 2022 and the BIOS flash is failing,

please navigate to Start > Settings > Update & Security > Windows Security
> Device Security, then select Core Isolation details and set Memory
integrity to Off on the device.
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4.2.3 BIOS Flash Task Report

The BIOS Flash Task Report function will display a history of BIOS flashes
performed using ASUS Control Center. Selecting a BIOS flash task listed in the
BIOS Flash Report Summary will allow you to view information on the BIOS, which
devices were flashed, and also the status of the BIOS flash to managed devices.
This provides you with a quick overview of your BIOS flash tasks and also help you
pinpoint devices which experienced errors when updating BIOS.

ASUS Control Center

<»BIOS Flash Management > sl BIOS Flash

cient Count__| completion R. Success Error Process Miss

0614 T2 RS o [

ASUS Control Center
<€ BIOS Flash Management > sl BIOS Flash > BIOS Flash Report

UNG5U
0514

100%

Completed

2
20190326 1908

20150326 1909

X Clear. £= Options

Creation Time. Update Time

hessage
- © Success (2)
cccccc IR o 0s Updated
IR o 0s Updated
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4.3 Security Management

Security Management allows you to modify the security settings for items such as
Windows Registry Editor, USB access, or Watchdog for a single managed device
or all managed devices. The centralized security management makes it so that you
do not have to configure the security settings for each individual managed device
through Device Information.

To access Security Management, click . > Security Management in the left
menu.

ASUS Control Center

€ Security Management

Device Access Control Software Blocklist ‘

e [f the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

*  |f the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.

*  Registry Editor and USB configurations are only available for Windows
system managed devices.

ASUS Control Center
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4.3.1 Device Access Control

Device Access Control allows you to modify the security settings for items such
as Windows Registry Editor, USB access, or Watchdog for a single managed
device or all managed devices. The centralized security management makes it so
that you do not have to configure the security settings for each individual managed
device through Device Information.

Setting the device access control for managed devices

1. You can set the security function for all managed devices by checking
or unchecking the column headers for Watchdog or Registry Editor, or
selecting a mode for USB from the drop down menu in the column header.

You can also set the security function for a single managed device by
checking or unchecking the Watchdog or Registry Editor checkbox, or
selecting a mode for USB from the drop down menu of the managed device.

You may refer to the brief descriptions for the different security functions
below:

* Watchdog
Watchdog allows you to enable or disable the Watchdog timer. When the
watchdog timer in unresponsive due to hardware fault or program error, it
will reboot the device.

for Watchdog to successfully reboot the device when required. To disable Auto
Restart, search for Control Center in the Windows Search Box, then navigate
to System > Advanced System Settings > Startup and Recovery.

% Auto Restart needs to be disabled on Windows® Server 2016 or later versions
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* Registry Editor (Windows only)
The Registry Editor allows you to enable or disable access to Regedit
Tool in Windows® by the managed device’s user.

e USB (Windows only)

USB allows you to Enable Access or Disable Access of USB ports on
the managed device, or set it to Read Only, which allows the users to view
files on the USB storage device only.
2. Click on Save once you have finished making changes to save the changes
made.
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4.3.2 Software Blocklist

Software Blocklist allows you to create or manage rules to prevent selected
software applications from running on the managed device during specified time
periods.

© Security Management > o Software Blocklist

Adding a new software blocklist rule

1. Click [525500 to create a new software blocklist rule.

© Security Management > @ Software Blocklist > Software Blocklist Information

2. Enter a Name for the software blocklist rule, then use Apply Software to
select an application from the software list.

% For more information on software lists, please refer to the Software List section
of the Options chapter.

3. Tick Enable to enable the software blocklist rule.

4.  Select All (7x24) in the Block Time field to enable the software block list rule
at all times, or select Customize Scheduling to specify a custom schedule
using the Scheduler.

5. Fillin the Block Message field with a brief description that will be displayed
on the managed device.
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6.  Click f il il to specify which managed devices the software blocklist
rule should apply to. To view a list of managed devices that will be affected
by the software blocklist rule, click .

7. Click to save the software blocklist rule.

Editing a software blocklist rule

1. Double click an existing rule from the Software Blocklist rule list to open the
rule editor.

© Security Management > @ Software Blocklist > Software Blocklist Information

2. After making the desired changes, click to save the software
blocklist rule.

Deleting a software blocklist rule

1. Click an existing rule from the Software Blocklist rule list to open the rule
editor.

2. Click to delete the software blocklist rule.

ASUS Control Center
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4.4 Software Dispatch

Software Dispatch is a centralized software management function that allows you
to add or remove software packages to a Software Pool, allowing for easy software
dispatching to managed devices using the Software Dispatch Task function.

To access Software Dispatch, click . > Software Dispatch in the left menu.

ASUS Control Center

< Software Dispatch

Software Dispatch

11s9MB
Software Pool Dispatch Task

Task Report

Software Dispatch

* If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

* If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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441 Software Pool

The Software Pool allows you to view all uploaded software packages. You may
also add additional software packages or remove existing software packages from
the Software Pool. The uploaded software packages will allow you to easily select
and dispatch software to selected managed devices.

ASUS Control Center
< Software Dispatch > [#+ Software Pool

Software Pool ({UHOIME)

Adding software packages to the Software Pool

1. Click on Add.

ASUS Control Center
< Software Dispatch > [#+ Software Pool

ASUS Control Center
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2. Enter the name, OS type, version, platform and description of the software
package, then click Next.

Add Software Package

Name 7-Zip

Version 16.04.00.0

Platform 32_B4Bit 32Bit

Description 7-Zip is a free and open-source file archiver, a utility used to place
groups of files within compressed containers known as "archives”

® Cancel <9 Next

3. Add the script file by clicking on Upload Script File to select and upload a
script file, or drag the script file into the Script File dotted square.

%f For more information and examples of script files, please refer to https:/github.
com/AsusControlCenter/Software-Dispatch-Guide.

Add Software Package

—

|
e install_7zip.bat |
' (32 Bytes) 1|
! i

& Upload Script File

Setup File |,
' -XB4.
H @ (159 MB) 1
. '
& Upioad the Installer

® Cancel B Add
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4.

5.

Add the setup file by clicking on Upload the Installer to select and upload a
setup file, or drag the setup file into the Setup File dotted square, then click

on Add.

The newly added software package will appear in the Software Pool list.

Add Software Package

Script File |,
B H install_7:
& Upload Script File

Setup File |/ [
H @ 721604-x64.msi |
H 1

* Cancel

< Software Dispatch > [#+ Software Pool

Sofware Name. oS Type Platiom Version size Crealed Time Description
Zp 64 bt 1604000 159 MB 2019.03.26 15:00 7-2ip s a free and open-source fle a
1PMitoo! 6abil 1815 40125 KB 2019.03-11 1218 1PMitoo! provides a simple comman.
Filezila 64 it 3161 971M8 2019.03-11 1247 FileZila s a free software, cross-plat,

ASUS Control Center
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Removing software packages from the Software Pool

1.

2.

Click on the software package you wish to remove in the Software Pool list.

ASUS Control Center

< Software Dispatch > [+ Software Pool

Click on Remove to remove the software package.

Software Name
QS Type
Created Time
Platform
Version

Description

File Information

7-Zip

Windows
2019-03-26 15:00
64 bit

16.04.00.0

7-Zipis a free and open-saurce file archiver, a utili

groups of files within compr

» 7z1604-x64 msi (159 MB)
« install_7zip bat (32 Bytes)

ed containers know
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4.4.2 Software Dispatch Task

You can use Software Dispatch Task to dispatch software packages in the
Software Pool to multiple managed devices to be installed in the background

quickly and efficiently.

Software Pool section.

7

ASUS Control Center

To add or view software packages in the Software Pool, please refer to the

<> Software Dispatch > =+ Software Dispatch Task

 Selected package: 7-ZIp_BIL 64 (16.04.00.0)

Version Plaorn 05 Type Fie lnforma.
©1zp 1604000 645 2 i 1598
0 Fiezita 361 leabi 2 viniom s71mB
o oo 1815 eabt 3 e 01268

Time Created
er, .. 2019-03-26 1500

T.. 201903411217
20190311 12:18

ELASTICSERVER
MEDIACENTER 2
MEDIACENTER 4

&Y Windows 10 (x64)

D)

(oaosze)

(uozs1as)

6abit
6abit

ASUS Control Center
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Dispatching software packages to devices

1. Select the software package you wish to dispatch from the Package List.

/ You may filter the software packages by OS or platform by selecting the filter
criteria from the drop down menus located to the right of the Search bar.

ASUS Control Center

< Software Dispatch > =+ Software Dispatch Task

Tversion [ Patom [ ostee Fie Informa Time Created
[NETS 608000 cibe B viniom I ZTT e 70150576 1500
O FileZila 3161 64 bit A windows. 971MB T... 201903111217
0 Phitca 1615 e4be 8 unx 0126K8 inein.. 2019-03-11 12:18

ELASTICSERVER
MEDIACENTER-2
MEDIACENTER 4

(0075125)

(o105122) 64bit

(oezsize) 64bit

2. When you select a software package, the managed devices you can dispatch
the selected software package to will be displayed in the Devices List. Select
the managed devices to dispatch the software package to from the Device
List, then click Dispatch.

ASUS Control Center

< Software Dispatch > =+ Software Dispatch Task

 Clear A0S v AlPatorms

Version
|

© 7Zp 1604000 64 bit
O Filezila 3161 64bit
O IPMitool 1815 64bit

& Selectad package: 7-Zip_Bit_64 (16.04.00.0)

| Time Created
2019-03-26 15:00
T.. 201903111247
L. 201903111218

File Informa.
A windows 159 M8

971MB8 Fil
40126KB P

Platform

MEDIACENTER-2
MEDIACENTER 4

(oorsze)

(Goaorsz)

(fodors28)
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3. Confirm that the correct software package and managed devices are selected
in the pop-up window, then click Dispatch to start dispatching the software to

the managed devices.

Dispatch Task

Selected packages:
« 7-Zip_Bit_64 (16.04.00.0)

Packages will be dispatched to the following devices:
= ELASTICSERVER (10.10.75.125)
» MEDIACENTER-4 (10.10.75.124)
= MEDIACENTER-2 (10.10.75.122)

x Cancel

o Dispatch

4.  After the software packages have been dispatched, you will be redirected to

the Software Dispatch Task Report screen.

% For more details on the Software Dispatch Task Report, refer to the Software

Dispatch Task Report section.

ASUS Control Center
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443 Software Dispatch Task Report

The Software Dispatch Task Report function will display a history of all software
dispatch tasks performed using ASUS Control Center. Selecting a software
dispatch task listed in the Software Dispatch Report Summary will allow you to
view information on the software, which devices the software was dispatched to,
and also the status of the software dispatch to managed devices. This provides you
with a quick overview of your software dispatch tasks and also help you pinpoint

failed software dispatches.

ASUS Control Center

< Software Dispatch > [l Software Dispatch

Created Time | Updated Tme
- £82019-03-26 (1)

20190326 15:33 | 20190326 15:33 | Q¥ Windows | 7-2ip_2019-03-26

fask Name | Sotvare Name _ien: oot

7.2p_16.04.000 EOE.________IErY )

ASUS Control Center

<> Software Dispatch > |sl Software Dispatch > Software Dispatch Report

Name Zip (B1_64-16.04.00.0)

100%

Completed
201903261533

20190326 1533

= Options
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4.5 Task Scheduler

Schedule tasks for managed devices using the Task Scheduler. The tasks set can
be executed automatically at specific times, or set to repeat periodically, which
allows you to schedule tasks before hand or periodic tasks such as periodic reboot
of managed devices.

To access Task Scheduler, click . > Task Scheduler in the left menu.

ASUS Control Center

¢ Task Scheduler

| « < > » | today

April 2019 month | week  day _list |
| S L Mo L T L Wed L TR sa
1 2 3 4 5 6

14

[ 6 i [0 1

21 2 23 2 2 2% 2
[Offce devices working day setin [ Offce devices working day setiin | Offce devices working day setiin J Ofice evices workng day setiin | Offce devices working day setin]

2 29 30
Office devices working day settn [Offce devices working day setin)

e |fthe Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

* |f the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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Task Scheduler Overview

Toggle between the different Task Scheduler views by clicking on the n / E
icon. You can click on any task displayed to view more details on the task.

n . Calendar view displays the tasks and the dates when they will be
executed.

ASUS Control Center
< Task Scheduler

« < > »  ody April 2019 o | week day st

T —— T ! e
2 > 7 s g

1

You can switch the time period displayed in Calendar view by using the

following:
« View previous year
» View next year
< View previous month / week / day
> View next month / week / day

toda Move to the current day. The current day will be highlighted on the calendar.
month Display month view

week | Display week view
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day Display day view

list Display list of all tasks in the selected month and year.

E : History list of all tasks, including Task Name, Start Date & Time, End Date
& Time, Repeat, Number of Clients, Status, and Switch.

ASUS Control Center
< Task Scheduler
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Adding a scheduled task

1. Click on Add.

ASUS Control Center

 Task Scheduler
List of Tasks +Add =
sliclodin] (s April 2019 TGRR] week | day | 1st |
T O SN
1 2 3 7 s o
s i 2
1 0 0 1
2 21 3
s » o

2.  Enter the Taskset Name, then select a Start Date & Time.

ASUS Control Center

<> Task Scheduler > @ Taskset Editor

I I Start Date & Time

Please select

Repeat

@ Enabled Task Schedle

 Cancel
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3.

Select Windows or Linux in the Target OS field to filter the target devices.

ASUS Control Center
€ Task Scheduler > B Taskset Editor

es working day setting StartDate & Time 2019,

Taskset Name

Torget 05 EndDate & Time  2015/04/30 21:00

Dally ® Weakly (Sun) (2D @D (CD @D @ sat

Ropotiton Schedulo g Repeat

Activation g Enabled Task Schedule

Q| Press Enter key to search
S Connection Host Name 0s information 1P Address
O Gonine ELASTICSERVER 01075125
@ Cloniine MEDIACENTER 2
& Conine MEDIACENTER 4

(optional) If you want to repeat the task, check Repeat in the Repetition
Schedule field, then select Daily to repeat the task daily, or Weekly to repeat
the task weekly. When you select Weekly, remember to select which days of

the week you wish to repeat the task.

ASUS Control Center
€ Task Scheduler > (& Taskset Editor

TasksetName  Ofice gevices working day setting Start Date & Time

Target0S | gwindows End Date & Time.

Repetition Scheduke g Ropoat | [ oav e viesns 50 20 D D D @ 5t

Activation g Enabled Task Schedule

‘Select Target Devices
Step 1: Choose the target devices.

v Press Enter key o search

08 Information

Host Name.

Connection

ASUS Control Center
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5.  (optional) You may select an end date and time.

/ The End Date & Time option only appears when Repeat has been checked.

ASUS Control Center
<> Task Scheduler > @ Taskset Editor

TasksetNamo | Office devices working day setting SrtDato&Time  2019/04/15 08.00

Torget05 | ggwindons . End Date& Time  2019/04/20 2100
Repetiton Schedule @ Repeat Daiy @ Wieekly Sun) (D D (ED @D @ St
Actvation @) Enabled Task Schedtle

Step 1: Choose the target devices.
Qv | Press Enfer key fo search £= Options

Connection Host Name 0s Information 1P Address

S online ELASTICSERVER
MEDIACENTER-2

oniine
S oniine MEDIACENTER 4

Tor075124

6. Enabled Task Schedule is enabled by default, if you wish to disable the
task, uncheck Enabled Task Schedule in the Activation field.

ASUS Control Center
< Task Scheduler > @ Taskset Editor

TasksetName . Offce devices working day setting SartDaw& Tme  2019/04/15 08,00

Torget0S | @ windows EndDate&Time 2019104130 21:00

Repetition Schedule e iy @ Weskly Sun (D (1D (ED @D G St

Activation

£= Options

|-/ I Online (3)
& | Conline MEDIACENTER-4 ows 10 (x64)

@ | Coniine

Hianeel m
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7.

A list of all managed devices matching the Target OS selected will be
displayed. Select the managed devices to apply the task to, then click Next.

ASUS Control Center
€ Task Scheduler > @ Taskset Editor

Start Date & Time

joes working day setting
End Date & Time.

Taskset Name

Windows
Weekty (sun) (D @D (XD @D @ sat

Dally

Target 0

Ropetiton Schedule @ Repeat

Activation g Enabled Task Schedule

‘Select Target Devices
Stop 1: Choose the target devices.
Press Enter key to search

Host Name. s information

Connection

8.  Click on Add in the middle-right of the screen to add a new task.

ASUS Control Center
€ Task Scheduler > @ Taskset Editor

Start Date & Time

Taskset Name  Ofice devices working day setting
End Dato & Time.

TargetOS  g@windows
Daty 0 Vs Sun. QT €D €D @D @D S+t

Repetiton Schedule g Repeat

@ Enablod Task Schodule

T —

Step 2: Schedule the tasks.

ASUS Control Center
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9.  Select an Action Type. Each action type contains different options, see
below for a list of the action types and the options available.

% Linux only supports Power Control and Security action types.

Power Control:
Add Task
| Action Type Power Control v
Delay Time | 0 2 [Minute

The time that the task execution is delayed

| Power Action (Y Power O £ Power Reboot |
-

Action Type

Options Description
Power On: Power on the device.
Power Off: Power off the device.
Power Reboot: Reboot the device.

Service Control:

Add Task

| Action Type Service Control v

Delay Time 1 : Minute

The time that the task execution is delayed

Service Name SNMPTRAP

Service Action P Start W Siop £ Restart

Action Type Options Description

Enter the name of the service. If you are unsure
Service Name: of the name of the service, refer to the Software
section.
Start: Activate the service.
Stop: Stop the service.
Restart: Restart the service.
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Software Dispatch:

Add Task

| Action Type Software Dispatch b

Delay Time 3 : Minute

The time that the task execution is delayed

Platform Type | 328t 32_64Bit

Package Name 7-Zip v

Action Type Options Description
Select from 32Bit, 64Bit, or 32_64Bit to filter the
software options.

Select an item from the Software Pool to be
Package Name: | installed. The options will vary according to the Bit
type selected in Platform Type.

Platform Type:

Security Control:

Add Task

| Action Type Security Control b

Delay Time | 1 = | Minute

The time that the task execution is delayed.

Security Type USB Control X

Status Enable Read Only

Action Type Security Type | Options Description

Enable Access | Allows USB ports to be accessed.

USB Control Disable Access | Do not allow USB ports to be accessed.

Files on the USB storage device can

Read Only only be read.

WatchDog Enable Enables Watchdog timer.

Function Disable Disables Watchdog timer.

Registry Tool | Enable Enable access to Regedit Tool.
Disable Disable access to Regedit Tool.
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10. Set the Delay Time (in minutes). This function is used to set a delay time

before the task is executed.

When adding multiple tasks, ensure to set a Delay Time
the tasks are executed properly.

N

for each task to ensure

LULRES

Action Type Power Control

Delay Time 0 : Minute

The time that the task execution is delayed

Power Action " Power On (M Power OFf > Power Reboot

® Cancel

v

B save

11. Once you have finished with setting the task, click on Save. The newly added
task will be displayed in a timeline, you may click and drag the items in the
timeline to rearrange the scheduled tasks. Clicking on il will delete the task.

12.  When you are finished, click on the Save at the bottom of the screen.

€ Task Scheduler > @ Taskset Editor

TasksetName  Offce devices working day sefting SartDate & Time  2019/04115 05:00

TorgetOS | g@windows End Date & Time  2019/04/30 21:00

Ropetition Schodulo

Dally @ Weekly Sun (D €D (XD @D @D sat

Activation g Enabled Task Schedle
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Editing a scheduled task

1. Click on the task you wish to edit on the calendar in Calendar view.
OR
Click on the task you wish to edit from the list in History view.

2. Edit the details then click Update at the bottom of the screen when you have
finished editing.

% You can refer to step 2 to 12 of the Add Scheduled task under the Task
Scheduler section for the steps on editing a task; the steps are the same.

3. Click Update on the pop-up window to confirm the changes made.

Update the Task Schedule

Are you sure you want to update this task schedule?

® Cancel B Update

Deleting a scheduled task

1. Click on the task you wish to edit on the calendar in Calendar view.
OR
Click on the task you wish to edit from the list in History view.

2. Click Delete at the bottom of the screen, then click Delete on the pop-up
window to delete the scheduled task.

Delete the task schedule.

AAre you sure you want to delete this task schedule?

% Cancel |[-EEE
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4.6 Power Control

Power Control allows you to control the power settings of managed devices all

from a centralized location. The centralized control over the power settings for

managed devices makes it so that you do not have to manually power off, power

on, or restart each managed device individually.

ASUS Control Center

< Power Control

Power Control

Restart Power OFF

(1010.75425)

(101075103

2 Windows 1064 (ro075422)
MEDIACENTER-4 2 windows 10 x64) To078120)

To power on / power off / restart device(s):

1.

Check the Power ON / Power OFF / Restart check boxes of devices you
would like to power on / power off / restart, or you may check the column title
to check all devices eligible for the chosen action.

ASUS Control Center

< Power Control

& w

2 windows 10 (x64)

& Action 84
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/ The availability of the Power ON, Power OFF, and Restart check boxes will
e vary according to the current power status of the managed device.

2. Click Action in the lower right of the screen to perform the chosen action(s).

ASUS Control Center

€ Power Control

¢ Server 2016 (s54) (oo75.126)

(01075105 v

CoED)

04075424)

B Action 4.
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A pop-up window should appear, displaying your selected actions and
devices, this will help you check to see if the right devices and actions are
selected before executing the power on, power off, or restart action. Click
Action when you have confirmed the actions and devices.

Please confirm that you want to do "Reboot’ for following devices: o
= ELASTICSERVER
= KubemetesMaster
Please confirm that you want to do POWER OFF’ for following devices: )

= MEDIACENTER-2
= MEDIACENTER4
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This chapter describes the various
reports ASUS Control Center generates
from tasks, software, and hardware
related subscriptions.
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5.1 Software Report

% The information entered in this section is for reference only.

Software Report allows you to manage your report subscriptions on the applications
installed on added devices. You may also customize which applications to receive
reports on, as well as pinpoint applications which meet the rules you set, allowing
you to efficiently manage high-priority applications and ignore applications which
may not require much maintenance.

To access Software Report, click . in the left menu, then click on Software
Report.

* If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information,
please refer to the Search and Filter devices section.

* If the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.

5.1.1 Software Inventory

Through Software Inventory you may view all the installed applications on all
managed devices or filter through the applications installed on managed devices,
providing you with a quick way to periodically keep track of new applications
installed and the devices they are installed on.

% To export the information of a block click the Export button in that block, enter a
filename, then click OK.

Chapter 5: Report



Refetch Application

Click on Refetch to request agents to return an immediate update the list of

installed applications on all managed devices, making sure all the information
displayed is up to date.

ASUS Control Center

Ll Software Report > E3 Software Inventory

Y Today 8
16.04.00.0

Y Last 7 Days 10
12141

Y Last 14 Days 67.116.32835

19.010.20089

©ime upaated: 2020110112 18:00:30

LReetch & Expot  Q Show Device

1.00.08
8666554

20204

20204
20204

Filter newly installed applications

To quickly filter newly installed applications within a time period, click on the Today,
Last 7 Days, Last 14 Days, Last 30 Days, Last 90 Days or All time period filters
located on the left of the screen. This will help you in periodically reviewing the
applications installed within a selected time period.

ASUS Control Center

|l Software Report > Software Inventory

@ ime updated: 20201042 18:00:30

03-16 - 2019-04-15) @
Y Today

LReleich & Epot  Q Show Device
Y Last 7 Days

Y Last 14 Days

© Last 30 Days

¥ Last 90 Days

YAl

ASUS Control Center
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Search for applications using keywords

Entering keywords into the search bar will display all installed applications which
contain the keywords entered, allowing you to pinpoint certain applications and
help you keep track of the amount of devices these applications are installed on as
well as view which devices the applications are installed on. You may also view the
device information as well as view all applications on the device to make sure your
application information is correct.

1. Enter the keywords you wish to search for using the following methods:
 Directly entering the keywords
Enter the keyword(s) you wish to search with into the search bar and press
<Enter>. Click on | @~ | to toggle between searching with the AND operator
or OR operator. Searching using AND will search for items which contain

all keywords entered, whilst searching using OR will search for items
which contain at least one of the keywords entered.

ASUS Control Center

Ll Software Report > B8 Software Inventory @ ime wpaned: 2201012 180030

(2019-04-15) @

(3,

onnecion | HostName | OSinformation
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¢ |mporting multiple keywords from a .csv file

a. Click on 4} to bring up the search condition pop-up window.

ASUS Control Center

Ll Software Report > B Software Inventory @ ime updatea: 2020110112 18:00:30

1

LReetch & Export  Q Show Device

Version Publisher

Y Last 30 Days 1 1 O | Conexant HD Audio 8666550 Canexant 2
1 5 O Microso Offca 365 77777 - 2h-w 16011426 20204 Microsof Corporation 2

'V Last 90 Days O Microsoft VC+ redistributables repacked. 12000 Intel Corporation 2
569 O Offce 16 Click-o-Run Extensibifty Component 6... 16.0.1425.20204 Microsoft Corporation 2

O All ] O | Offce 16 Click-to-Run Licensing Component 16.011425 20204 Microsoft Corporation 2

Device List

¥ Connection Host Name 08 Information 1P Address. HW Sensor | Utiization

b. Select the operator you wish to use. AND will search for items which
contain all the keywords entered, whilst OR will search for items which
contain at least one of the keywords entered.

Search with "AND’ operator

Keywords

Press ‘Enter o add a keyword or paste lext with *;* (semi-colon) separator.

3 3

ASUS Control Center
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c. Enter the keyword(s) you wish to search with into the Keywords field
and press <Enters.

Search with "AND" operator

Operator m OR

Keywords

Press ‘Enter’ fo add a keyword o paste fext with ' :* (semi-colon) separator

3 03

Import multiple keywords using a .csv file by click on Import, selecting the
.csv file you wish to import, and then selecting the column in the .csv file
you would like to import.

Search with "OR’ operator

Please select the field that you want to import from the csv file.

Name v|

gl m
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2.

d. Click on Save once you have finished setting the search conditions.

Search with "AND" operator

Operator m OR
Keywords

Press ‘Enter fo add a keyword or paste lext with ' : * (semi-colon) separator

< ] oo [ oo

If you wish to view the devices an application is installed on, check the
application, then click on Show Device. The list of devices the selected
application is installed on should be displayed in the Device List window

Ll Software Report > E Software Inventory (©ime updted: 202011012 18:00:30

LReetch & Expot  Q ShowDevice

Y Last 30 Days 1 1 i densibilty Component 6. |16.0.11425 20204 1
1,569
:
T T = T rrrem— Py v———T— icaia
B @ Online ELASTICSERVER y Cromorsms) Normal Normal

ASUS Control Center
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3.

4.

(optional) Clicking on next to each device in the Device List will allow
you to view the Device Information.

[l Software Report > &1 Device Information

e Hardware Sensor

BMC
£r Bios

ELASTICSERVER

0S Information
BIOS Version
Agent Version
Model Name

1P Address
Timezone

Up Time

@ utilization
Software

a Security

Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
3407

12141

RS720.E8-RS24-E

10.10.75.125

(UTC+08:00) Taipei

20 day(s) § hour(s) 2 minute(s)

E Event Log
o Configuration

(optional) Clicking on the device will display all applications on the selected

device.

Application - ELASTICSERVER

Name
ACC Windows Agent
Google Update Helper
Adobe Acrobat Reader DC
Realtek High Definition Audio
HeavyLoad V3.4 (64 bi
Google Chrome

7-2ip 16.04 (x64 editon)

Version |
12141 ASUS

13347 Google LLC 2019.0415
1901020099 Adobe Systems Incorporated  2019-04-11

6017926 Realtek

34 JAM Software 2019.0322

7303683103 Google,
16.04.00.0 Igor Pay

 Clear tions
| installation Date

2019.04-15

Semiconductor Corp. | 2018-03-05

Inc 2019.04-15
tov 2019.04-15
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5.1.2 Hotfix Report (Windows only)

Hotfix Report allows you to view or filter through hotfix updates on all managed
Windows devices, helping you pinpoint managed Windows devices that require an
immediate hotfix update.

% To export the information of a block click the Export button in that block, enter a
filename, then click OK.

Clicking on EE next to a hotfix update in the Hotfix List will allow you to view more
details on the hoffix.

ASUS Control Center
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Filtering hotfixes using Classification

You can quickly filter hotfixes according to Security Updates, Critical Updates, or
Other Updates by clicking on the respective item in the Classification block. This
allows you to view the update statuses for the selected classification at a glance
and give your attention to the hotfixes that still need to be updated. Alternatively,
you can also filter the hotfixes by clicking on the overview circle allowing you

to filter by hotfix updates successfully installed and those that still require your
attention.

To clear the filter results, click on Clear in the Hotfix List block.
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Filtering hotfixes using Hotfix List

You can filter the Hotfix List according to the different categories provided in the
drop down menu. To select a filter, click on the All Updates drop down menu, then
select a category to filter by.

To clear the filter results, click on Clear in the Hotfix List block.

ASUS Control Center
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Viewing devices the hotfix was applied to

Clicking on a hotfix update in the Hotfix List will list the managed devices the hotfix
was applied to in the Device List below. This will allow you to better manage hotfix
updates, and also manage issues with hotfix updates on managed devices, such
as unsuccessful or pending hotfixes for individual devices.

You may also click on |¥=|next to each device in the Device List to view the
Device Information.

Chapter 5: Report



5.1.3 License Report

License Report allows you to view the total amount of licenses for each software
and on which managed devices they are installed on. This allows you to compare
and ensure that the number of licenses authorized and the amount of total licenses
match up.

% To export the information of a block click the Export button in that block, enter a
filename, then click OK.

ASUS Control Center
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Viewing information on the license

Click on |#=| next to a selected license to view more information about the license.
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Viewing devices the software was installed on

Clicking on a software in the License Information list will display all the managed
devices the software is installed on, and also allows you to check which managed
devices have the software installed without authorization, as well as the managed
devices which have the appropriate license for the software.

¢ Under License: Sufficient licenses available and all software uses are
authorized.

¢ No Authorization: Sufficient licenses available but some software uses are
unauthorized.

¢ Over License: Insufficient licenses and some software uses are
unauthorized.

ASUS Control Center
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You may also click on |#=|next to each device in the Device List to view all the
softwares installed on the selected device.
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5.1.4 Service Report

Service Report allows you to view the services currently running on all managed
devices, and also allows you to view the managed devices running a specific
service.

% To export the information of a block click the Export button in that block, enter a
filename, then click OK.
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Search for services using keywords

Entering keywords into the search bar will display all services which contain the
keywords entered, allowing you to pinpoint certain services and help you keep
track of the amount of devices these services are available on as well as view
these devices.

1. Enter the keywords you wish to search for using the following methods:
 Directly entering the keywords
Enter the keyword(s) you wish to search with into the search bar and press
<Enter>. Click on | 2~ | to toggle between searching with the AND operator
or OR operator. Searching using AND will search for items which contain
all keywords entered, whilst searching using OR will search for items
which contain at least one of the keywords entered.
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* Importing multiple keywords from a .csv file
a. Clickon I:I to bring up the search condition pop-up window.

b. Select the operator you wish to use. AND will search for items which
contain all the keywords entered, whilst OR will search for items which
contain at least one of the keywords entered.

Search with "OR’ operator

Operator AND m Full string compare ()
Keywords Applinfo Keywords

Press 'Enter to add a keyword or paste fext with *;* (semi-colon) separator

=

ASUS Control Center
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c. Enter the keyword(s) you wish to search with into the Keywords field
and press <Enters.

Search with 'OR’ operator

Keywords Appinfo Keywords

Press ‘Enter’ to add a keyword or paste text with ' ; ' (semi-colon) separator

L2 o

Import multiple keywords using a .csv file by click on Import, selecting the
.csv file you wish to import, and then selecting the column in the .csv file
you would like to import.

Search with "'OR’ operator

Keywords NI Keywords

Prass "Enter’ to add a keyword or paste text with ' ; * (semi-colon) separator.

[ o |

Please select the field that you want to import from the csv file.

Name v |

Cancel m
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d. Click on Save once you have finished setting the search conditions.

Search with 'OR’ operator

Operator

Keywords

w2
Applinfo Keywords

Prass "Enter’ to add a keyword or paste text with ' ; * (semi-colon) separator.

Full string compare ()

2. If you wish to view the devices a service is available on, check the service,

then click on Show Device. The list of devices the selected service is
available on should be displayed in the Device List window.

% You can also click on [ | to quickly deselect services already selected.

ASUS Control Center
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3. (optional) You may filter through the devices by clicking on the tags next to
the Device List title, or filter by Installed or Not Installed by clicking on the
drop down menu next to the search bar.

s

4.  (optional) Clicking on |*= next to each device in the Device List will allow
you to view all services on the selected device.
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Starting, stopping or restarting a service

You can start, stop, or restart a selected service on a device by selecting the
device in the Device List and clicking on the Action drop down menu to select your
action.

Starting, stopping or restarting the service may take up to two minutes to be
completed. Once the process is completed, check if the count is correct, if not, you
can click the Refetch button to refetch the service information.
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5.15 Application Usage Analysis

Application Usage Analysis allows you to view the top ten most used
applications, the execution count of each application, and other application usage
information for all managed devices.

% To export the information of a block, click the Export button in that block, then
enter a filename and click OK.

1 Software Rep B Application Usage Analysis

|
I

Viewing application hash values

Click on 2=/ next to a selected application in the Application List to view more

information about the application, such as the hash value. If there are multiple
versions of an application, the hash value for each version will be shown.

Viewing devices that have used a specified application

Select one or more application(s) in the Application List, then click [iSlleE= to
display a list of all the managed devices that have used the selected application(s)
and allows you to view additional information for each device.

Click |2=| next to a selected device to view more information about the device.

Refetching application usage information

Click on to request agents to immediately return updated application
usage information for all managed devices, making sure all the information
displayed is up to date.
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5.1.6 Application Change Log

Application Change Log allows you to view application installation information for
all managed devices.

% To export the information of a block, click the Export button in that block, then
enter a filename and click OK.

1]

inofooooen

Filtering by application

Click an application in the Top 10 Installed Count block to only show devices with
the specified application installed.

itrol Center
L4l Software Report > i Application Change Log
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Filtering by time period

Select a time period using the Start and End fields to only show records within the
specified time period.

Select a time period from the Period drop down menu to only show records within
the specified time period.
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Filtering by App Type
Select All Apps, Focus, or Untrust to only show records matching the specified app
type.
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5.2 Hardware Report

% The information entered in this section is for reference only.

Hardware Report allows you to view a count of system models or hardware
components of all managed devices, as well as rankings for each of these
categories. For example you can view the top three storage components used in all
managed devices.

To access Hardware Report, click . in the left menu, then click on Hardware
Report.

Search Bar to search and filter managed devices. For more information,

/ * If the Search Bar is available for a function in this section, you can use the
please refer to the Search and Filter devices section.

* |f the Options function is available for a function in this section You can
group managed devices according to metadata fields. For more information
refer to the Options section.
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5.2.1 Hardware Inventory

Hardware Inventory allows you to view the count for models, displays, processor,
memory, or storage hardware components of all managed devices or filter through
managed devices or hardware component.

Checking a component, then clicking on the Show Device button will display
devices which have the selected components in the Devices List, allowing you
to quickly locate managed devices with expensive hardware components or
components which need to be replaced.

% To export the information of a component click the Export button in that block,
enter a filename, then click OK.

L4 Hardware Report > B Hardware Inventory
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View Display component type and count

L Hardware Report > B Hardware Inventory

Aovn Qsmowoeme

View Processor component type and count

L4 Hardware Report > B Hardware Inventory

L Hardware Report > B Hardware Inventory
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View Storage component type and count

1 Hardware Report > 5 Hardware Inventory [T p——

=3

Refetch hardware component

Click on Refetch to request agents to return an immediate update the list of Model,
Processor, Memory, or Storage components of all managed devices depending on
the component category selected, making sure all hardware components, including
newly added hardware components are counted for.

L4 Hardware Report > B Hardware Inventory

ECEGE
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Filter by component name
You can filter the components by the selected components.

1. Check the components you want to filter by then click on

ElHardware Inventory

2. Confirm that the components displayed match the ones you checked, then
click Update.

[ ]

3. The component list should only display the selected components.
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Search for components using keywords

Entering keywords into the search bar will display all components which contain the
keywords entered, allowing you to pinpoint certain hardware components and help
you keep track of the amount of devices these hardware components are installed

on.

1. Enter the keywords you wish to search for using the following methods:
* Directly entering the keywords

Enter the keyword(s) you wish to search with into the search bar and press
<Enter>. Click on| @~ to toggle between searching with Search with ‘AND’
operator or Search with ‘OR’ operator. Search with ‘AND’ operator

will search for items which contain all keywords entered, whilst Search
with ‘OR’ operator will search for items which contain at least one of the
keywords entered.

Checking the Full string compare option will only return search results of
items which have a string with an exact match to the keywords, and can
be applied to any of the above search operators selected.

ASUS Control Center
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¢ |mporting multiple keywords from a .csv file

a. Click on [& to bring up the search condition pop-up window.

144 Hardware Report > B Hardware Inventory

b. Select the operator you wish to use. AND will search for items which
contain all the keywords entered, whilst OR will search for items which
contain at least one of the keywords entered.

Enabling the Full string compare option will only return search results
of items which have a string with an exact match to the keywords, and
can be applied to any of the above search operators selected.
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c. Enter the keyword(s) you wish to search with into the Keywords field
and press <Enter>. You may also Import multiple keywords using a
.csv file by clicking on Import, selecting the .csv file you wish to import,
and then selecting the field in the .csv file you would like to import.

[ ]

Please select the field that you want to import from the csv file.

Name

Cancel u

d. Click on Save once you have finished setting the search conditions.

ASUS Control Center
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2. If you wish to view the devices a hardware component is installed on, check
the application, then click on Show Device. The list of devices the selected
application is installed on should be displayed in the Device List window

L4 Hardware Report rdware Inventory

3. (optional) Clicking on next to each device in the Device List will allow
you to view the Device Information.

# System Overview > 0 Device Information

CIONUNE) EIMESSAGE (QLOCATOR L=y

ELASTICSERVER

S Information Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
BIOS Version 3407

Agent Version 12141

Model Name RS720.E8RS24-E

1P Address 10.10.75.125

Timezone (UTC+08:00) Taipei

Up Time 21 day(s) 3 hour(s) 31 minute(s)

€ The cevice nsecs o be restared to complte e BIOS update

e Hardware Sensor a Utilization
@ = —

o BIOS ° Security ¢ Configuration
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5.3 Task Report

% The information entered in this section is for reference only.

Task Report provides you with information on Software Dispatch, BIOS Flash,
Agent Update, and Agent Deploy. These reports allow you to view when
applications, BIOS, or agents were deployed, where they were deployed and their
process statuses, helping you track all application, BIOS, and agent activity.

To access Task Report, click . > Task Report in the left menu.

If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information, please
- refer to the Search and Filter devices section.

ASUS Control Center
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5.3.1 Software Dispatch Report

The Software Dispatch Report gives you an overview of all activities of
application deployment. On the Software Dispatch report screen you can view
information such as the date an application was dispatched, the last time its status
was updated, the completion rate, how many clients the application was dispatched
to, and also the status of the dispatch. You can refer to the Software Dispatch
Task Report section for more details.

% To export the information click the Export button in that block, enter a filename,
then click OK.
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5.3.2 BIOS Flash Report

The BIOS Flash Report will display a history of BIOS flashes performed using
ASUS Control Center. Each item will display the information on the BIOS, the

device flashed, and status of the BIOS flash. You can refer to the BIOS Flash
Task Report section for more details.

% To export the information click the Export button in that block, enter a filename,
then click OK.
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5.3.3 Agent Update Report

The Agent Update Report displays information on each upgrade to the deployed
Windows and Linux agents. Each item showed on the Agent Update Report
represents a single batch of agent updates. You can refer to the Agent Update
Report section for more details.

% To export the information click the Export button in that block, enter a filename,
then click OK.
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5.3.4 Agent Deploy Report

The Agent Deploy Report will display information on each time agent(s) are
deployed onto managed devices. The list of agent deployment results are grouped
be each batch of agent deployments. You can refer to the Agent Deploy Report
section for more details.

% To export the information click the Export button in that block, enter a filename,
then click OK.
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Chapter 6

This chapter describes notification rules
and asset report options.
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6.1 Conditional Trigger

Conditional Trigger allows you to set notifications for software changes, or
hardware changes on managed devices. Notifications are sent when software

not on the Trust or Focus list have been installed on managed devices, or if
hardware such as CPUs or DIMMs that are removed or do not comply to company
specifications are installed onto managed devices. This function will keep you
alerted of potential risks to managed devices.

To access Conditional Trigger, click . in the left menu, then click on
Conditional Trigger.
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6.1.1

Trust Software Asset

Trust Software Asset allows you to set notifications when there are applications
not in the Trust Software Asset being installed on managed devices. These
notifications will be sent immediately to the owner of managed device as well as

his/her director. Below is an example of a notification sent when an application not
in the Trust Software Asset is installed on the managed device.

®»  mvexrxo +

Not

d
start
°

= MM Gmail Q  searchmai . ® = e
¢« B O T &0 B e : s < > He @
Trust Software Asset insoxx &

ASUS Control Center < lLeom>

Dear Colleagues,

1.You have recently installed or updated software on your OA computer.Please ensure that any software that you may have installed or updated on your O computer was
legally authorized.If the software installed of updated is unauthorized or does not have the correct license, please remove the offending scft ware immediately. If you need
the software installed on your O computer for work purpose, please purchase the scft ware and ensure the scftware was acquired legally with the applicable license.
2.Mi$ will regularly provide software installation reports to all Department Directors for guidance on software use and purchasing.

3. your OA computer is identified as having an wauthorized software installed or being used, MIS will inform your applicable Manager and HR Department for
disciplinary action.

Should you have any questions, please contact IT Service Desk immediately.

+ Host Name - ELASTICSERVER
+ Logon User : ASUS\Alan
+ 1P Address 10.10.75.125

Version || Publisher
1.7.1836][Kakao

This emal and any attachments o it contain confidential information and are intended solel for the use of the individual to who it is addressed.If you are not the ntended recipient or

recaive it accidentally, please immediately notify the sender by e-mail and delete the message and any attachments from your computer system, and destroy all hard copies. If any,
please be advised that any unauthorized disclosure, copying, distrbution or any action taken or omitted in reliance on this,is legal and prohibited. Furthermore, any views or opinions

<

To enable Trust Software Asset :

1. Click on the button to configure and enable Software Asset Changes
notifications.

ASUS Control Center
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2. Select softwares from the software list to be applied as a Trust Software
Asset. Notifications will be sent when new software is installed on managed
devices which do not appear on the Trust Software Asset.

For more information on Software List, please refer to the Software List section
of this manual.

3. Select the Compare feature fields Software Name and Publisher, as these
two compare feature fields are required. Version and Installed Date are
optional.

Enter the recipients of the notification email.
5.  Click on Save after composing the title and content of the notification email.

1

Ensure SMTP settings have been set and that a test email can be successfully

R sent to ensure notifications can be properly sent and received. For more
information on SMTP settings and sending a test email, please refer to the
SMTP Settings section.
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6.1.2 Focus Software Asset

Focus Software Asset allows you to set notifications when there are applications
in the Focus Software Asset being installed on non-authorized managed devices.
These notifications will be sent immediately to the owner of non-authorized
managed device as well as his/her director. Below is an example of a notification
sent when an application in the Focus Software Asset is installed on a non-
authorized managed device.

« B 06§ & 0 o e

= M Gmail Q Searchmai - o = @
£
2

Focus Software Asset Inboxx &

@ ASUS Control Center <zsusserverssd@oml cor

Dear Colleagues,

1.You have recently installed or updated software on your OA computer.Please ensure that any software that you may have installed or updated on your OA computer was
legally authorized.If the software installed or updated is unauthorized or does not have the correct license, please remove the offending software immediately. If you need
the software installed on your OA computer for work purpose, please purchase the software and ensure the software was acquired legally with the applicable license.
2.MI will regularly provide software installation reports to all Department Directors for guidance on soft ware use and purchasing.

3.1f your OA computer is identified as having an unauthorized software installed or being used, M1S will inform your applicable Manager and HR Department for

M wvoexro(+

disciplinary action.

Should you have any questions, please contact IT Service Desk immediately.

+ Host Name : ELASTICSERVER
+ Logon User : ASUS\Alan
+ IP Address  10.10.75.125

Software Name Version Publisher __installDate|_Host Name Logon User || Work ID_| Phone|Department]
|

|1/cobe Acrobat Reacer e 1901020099 o505 I ! | |

This email and any attachments to it contain confidential information and are intended solely for the use of the individual to whom tis addressed.If you are not the intended recipient or
recsive it accidentally, please immediately notify the sender by s-mail and delets the message and any attachments from your computer system, and destroy all hard copies. If any,
please be advised that any unauthorized disclosure, copying, distribution or any action taken or omilted in reliance on this, is legal and prohibited. Furthermore, any views or opinions

To enable Focus Software Asset :

1. Click on the button to configure and enable Software Asset Changes
notifications.
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2. Select softwares from the software list to be applied as a Focus Software
Asset. Notifications will be sent when new software is installed on managed
devices which do not appear on the Focus Software Asset.

For more information on Software List, please refer to the Software List section
of this manual.

3. Select the Compare feature fields Software Name and Publisher, as these
two compare feature fields are required. Version and Installed Date are
optional.

Enter the recipients of the notification email.
5.  Click on Save after composing the title and content of the notification email.

(.|

R Ensure SMTP settings have been set and that a test email can be successfully
sent to ensure notifications can be properly sent and received. For more
information on SMTP settings and sending a test email, please refer to the
SMTP Settings section.
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6.1.3 Hardware Asset

Hardware Asset allows you to set notifications when there are hardware
components which do not comply to company specifications being installed on
managed devices, or if spec components are being removed from managed
devices. These notifications will be sent immediately to the owner of managed
device as well as his/her director and will list the hardware changes. Below is an

example of a notification sent when a DIMM is removed from a managed device.

To enable Hardware Asset :

1. Click on the button to configure and enable Hardware Asset change
notifications.

ASUS Control Center
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Select which hardware component types (Processor, Memory, Fixed Disk,

Removable Disk) you wish to receive notifications for.
Enter the recipients of the notification email.

Click on Save after composing the title and content of the notification email.

ASUS Control Center

A Asset Changes > & Hardware Asset Change

ctthe type of hardware to focus on from the metadata flekds (x: AD Email, then customized

(Sl acmint@asus.com

Subject  Hardware Asset Change

I |
e

1 o ur OA computer

2 Remove the dsfaut component on the OA computer is not allowed.
3
4. IS vl pe Harouare As al for quidance.

"

Ensure SMTP settings have been set and that a test email can be successfully
sent to ensure notifications can be properly sent and received. For more

information on SMTP settings and sending a test email, please refer to the

SMTP Settings section.
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6.1.4 Hardware & Utilization

Hardware & Utilization allows you to add or delete rules on notifications. When
a managed device’s hardware sensor or utilization status changes to one that you
have set a notification for, a notification will be sent to the system administrator.
Below is an example of a notification sent when the CPU status of a managed
device changes from Normal to LowCritical.

If the Search Bar is available for a function in this section, you can use the
Search Bar to search and filter managed devices. For more information, please
refer to the Search and Filter devices section.

ASUS Control Center
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Adding a new rule

1.

2.

Click Add.

Enter a rule name, then select the devices to apply the rule to. Click Next.
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3. Select conditions (type and status of hardware sensors or utilization) to send
notifications, then click Next.

e The checkbox checked when selecting the hardware sensor or utilization
% type and status will send notifications when the status shifts from the other
= two statuses to the status checked. For example, checking Normal will
send notifications when the status changes from Warning or Critical to
Normal.

* To set the status thresholds for the Utilization Type, please refer to the
Utilization section.
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4.

Select the notification method between the following options (multiple
notification methods may be selected):

Event Log
The notification will be displayed on the device’s event log and system
overview.

Add Rule

Step 3: Select at least one notification method.

Event Log

SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.1 EX:192.168.0.1

Email Device administrator's email address

admin@asus.com

EX: admin1 @asus.com;admin2 @asus.com;

Tip: Press <Enter> to add another email address separated by a semi-
colon.

€ Previous Save
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*  SNMP Trap
The notification is recorded in the SNMP Trap Receiver, ensure to enter
the corresponding information into the Community and Receiver’s IP
address fields.

Add Rule

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.1 EX:192.168.0.1

Email Device administrator's email address

admin@asus.com

EX: admin1 @asus.com;admin2 @asus.com,

Tip: Press <Enter> to add another email address separated by a semi-
colon

€ Previous B Save

ASUS Control Center



e Email

The notification is sent to the entered email addresses of the IT
department as well as all people associated with the device.

R Ensure to set up the SMTP server settings before using the email function. For
more information please refer to the SMTP Settings section.

% When entering multiple emails, use a semicolon “;’ to separate the emails.

Add Rule

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.1 EX:192.168.0.1

Email Device administrator's email address

admin@asus.com

EX: admin1 @asus.com;admin2 @asus.com;

Tip: Press <Enter> to add another email address separated by a semi-
colon

m S
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5. Click on Save after finished selecting your notification method(s).

Add Rule

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.1 EX: 192.168.0.1

Email Device administrator's email address

admin @asus com

EX: admin1 @asus com;admin2 @asus com;

Tip: Press <Enter> to add another email address separated by a semi-
colon

€ Previous @ Save

ASUS Control Center



Your newly added rule should appear in the main Hardware & Utilization
screen, under Rule List, this displays the rule name and details of your
selected notification method. Clicking on the newly added rule will display the
devices associated with the rule in the Notify List, and the list of hardware
and utilizations being monitored in the Monitor Hardware Sensor List and
Monitor Utilization List.

A Conditional Trigger > & Hardware & Utilization

oo

R Ensure SMTP settings have been set and that a test email can be successfully

sent to ensure notifications can be properly sent and received. For more
information on SMTP settings and sending a test email, please refer to the
SMTP Settings section.
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Editing an existing rule

1. Click on [Zl next to the rule you wish to edit.

A Conditional Trigger > & Hardware & Utilization

2. You can edit the rule name and select the hosts to apply the rule to. Click
Next.

ASUS Control Center 6-17



3. Select conditions (type and status of hardware sensors or utilization) to send
notifications, then click Next.

7

*  The checkbox checked when selecting the hardware sensor or utilization
type and status will send notifications when the status shifts from the other
two statuses to the status checked. For example, checking Normal will
send notifications when the status changes from Warning or Critical to
Normal.

¢ To set the status thresholds for the Utilization Type, please refer to the
Utilization section.

Step 2: Select the hardware sensor or utilization type and status.

Fan [m]
Temperature O ] O
Voltage (m]
SMART
Power Supply O (m] [m]

CPU
DIMM
Partition
Network

oooo
oooo
oooo
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4.  Select the notification method (multiple notification methods may be
selected).

R For more details on the notification methods, please refer to the Adding a new
rule section

e

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

182.168.0.01 EX:192.168.01

Email Device administrator's email address

admin @asus com

EX: admin1@asus com;admin2 @asus com;

Tip: Press <Enter> to add another email address separated by a semi-
colon

5. Click on Update once you have finished editing the rule.

ASUS Control Center



Deleting a notification rule

1. Click on =] next to the rule you wish to delete.

2. Click Next, then Next again until you reach the following window, then click
Delete.

e

Step 3: Select at least one notification method.

Event Log
SNMP Trap Community
ASUS

Receiver's IP address

192.168.0.01 EX: 192.168.01

Email Device administrator's email address

admin @asus.com

EX: admini @asus.com;admin2 @asus.com;

Tip: Press <Enter> to add another email address separated by a semi-
colon

o
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3. Click Delete on the pop up window to delete the rule.

Delete Rule

Are you sure you would like to delete this rule?

® Cancel H Delete
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6.2 Subscription

/ The information entered in this section is for reference only.

Subscription allows you to set a periodic report on the hardware or software of
managed devices. The reports are then sent to the department’s director, allowing
them to easily manage the department’s software and hardware.

To access Subscription, click [l in the left menu, then click on Subscription.
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6.2.1 Subscription Report

Subscription Report allows you to manage your Software Reports such as which
list set to apply (Trust Software or Focus Software), the receiver of the report,
which devices to create reports on and when to receive the reports. This gives you
the flexibility to tailor each subscription report according to your needs and focus
on the device and applications you want to focus on.

ﬁ The report mail sender information can be set at the SMTP settings section,
please refer to SMTP Setting section in this manual.

. Below is an example of a monthly Trust Software Asset report on the
softwares of a department’s managed devices.

= M Gmail Q Searchmal o = @
p B es ¢ oo 1ot s e @
. Software Report by Trust List s &
I = R e N
°
DearDrecs,
>
L]
v reName Version | Publisher _nstaiiDats] _ st Name Logon User | WorkiD_|[Phone][oeparment]
[ Feaniossvas Gion 0= [t soe 0190510 [xro00050 [aseat fsw
[ {Conwrant D Ao [E68651 [Conwant___ 20190511 [ELASTICSERVER [ELASTICSERVERWan _|aioouteo Javeat Jsvi |
] w00 [Ee05-12 [ELASTICSERVER [ e
i Jwonoson repacked [12000 o512 [eusricserver [toonsso Josest ow
5 [vian Run e Lares 10851 __[10851 e ne__ w0513 [xtooacso st [
¢ [Reisoans DE 82 @ Netsearsorg s 0514 [xfeoasso [posst [
[ S0 Waromnen 63 GE i [ESTIcSERVER o
[ PuTTy rease 071 4o 07100 JsmonTaham _[201:05-15 [ELASTICSERVER |ELASTICSERVERAan | 1o00tsd zsea [sw
9_|Python [3.6.4150.0 |2019-05-16 [ELASTICSERVER ||ELASTICSERVER\Aan [ |AA1600050 [[20631 [sw
10jivetn 30 [certos [porsos 17 [AA1600053 29768 [sw
11 bt plugn-process ot a7 [Centos o058 [AAT600053 [958 [SW
(@ fososs [oxtooooss o7 oW
[ [13[PackageKitgstieamerpiugin s [Cantos [2019-05-19 Kubemetesiaster |[KuberneteshisteriCharies |AA1600053 29768 [[sw
[ pyon-secoraor 540 [cerios oswa | [KbsmetessstarCrares [Ato00tes [pares o |
p22z [centos [porsos20 [AAT600053 a7 [sw
~ Reply » Forwarc d
Nor
a
st
° <
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. Below is an example of a monthly Focus Software Asset report on the
softwares of a department’s managed devices.

= M Gmail Q searchma - o = @

Software Report by Focus List i -

o ASUS Control Center <zsusse

«<®BVex*x0O =+

[ Sotwarehame || Verson || Publsher [ nsail Dte]_HostName || Logon User | WorkiD_|Phone][oepartment
[/ A5 Acrobet Reacer D _[19010:20095 | Acobe systems inc_[2015.05-16 | LASTICSERVER [ELASTICSERVER Al A 600050 |31 [sW |
[Z[Microsort e 2016216011425 26224 Miroson Corporaton|2015.05-18 [ELASTICSERVER [ELASTICSERVER A [AA 600050 [Z631 [SW |

« Reply » Forward

To create a Subscription Report:

1. Click on Add on the Subscription Report main screen to create a new report
subscription.

ASUS Control Center
Lt Software Report > M\ Subscription Report

Subscription Report List
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2. Enter the Report name as well as a brief description of the report into their
respective fields. Then select which list to apply to the report, Trust Software
or Focus Software, and select the specific list(s) you wish to apply.

% e Selecting the Trust Software option will exclude applications on the trust
list when a report is generated. For more information please refer to the
Trust Software Asset section of this chapter.

*  Selecting the Focus Software option will only include applications on the
focus list when a report is generated. For more information please refer to
the Focus Software Asset section of this chapter.

ASUS Control Center
Ll Software Report > M\ Subscription Report > Subscription Report Information

Subscription Report Information

Report Name

Description

Apply List

[ Goos chvome | Aco wndows rsont_ |E RN

Enable @ Enable Repor

Step 1: Set up the mail template

Mail Content

3. Check Enable Report to enable this report.

ASUS Control Center

Ll Software Report > N Subscription Report > Subscription Report Information

Subscription Report Information

Apply Listas ® T

= Mai Template:

Step 1: Set up the mail template

Mail Receiver

Mail Title

Mail Content

el Cotent v Detas
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4.

Select a metadata tag or enter an email address into the Mail Receiver field,
then enter your mail title and mail content.

The metadata tag allows you to use customized groups as your mail recipients.

% For more details on metadata, please refer to the Metadata Management

6.

section in this manual.

Select Only Mail Content to only include the mail content entered when the
report is sent. Select Mail Content with Details to also include a software list
in the mail content when the report is sent.

ASUS Control Center

Ll Software Report > N Subscription Report > Subscription Report Information

5 Mail Template
Step 1: Set up the mail template

Mail Receiver

e Report

oomomoomoen

Doar Drecors

Mail Tite

Your deparements soft beiow,

Mail Content

In the Rule Settings step, you have to filter out the managed devices
you wish to generate this report on. You can either select Custom rules or
Grouping by selected metadata field.

% e Selecting the Custom rules option will allow you to select the rules to filter

6-26

by.

*  Selecting the Grouping by selected metadata option will filter by the

metadata tag selected. To use the Grouping by selected metadata option

ensure you have added a metadata tag as the Mail Receiver in step 4.
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7. If you selected the Custom rules option, Click on Add Rule.

N

Follow this step only if you selected the Custom rules option.

8.  Enter the information required on the Rule Editor pop-up window. Once you
have finished editing the rule on which to filter devices, click on Save.

Follow this step only if you selected the Custom rules option.

N

Rule Editor

Field Name

Operator

Keyword

@ Depariment

Contains

SW X Press the "Enter’ key to set a Keyword

x Cancel

B Save

ASUS Control Center
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9. Your new rule will appear in the window below. Click on Preview Selected
Device to view the device(s) results of your newly added rule.

A Subscription > N\ Subscription Report » Subscription Report Information Time updsted:

Subscription Report Information

Report Name Software Report by Focus Software
Description ‘Show specifc application from “Focus Software" and ignore the other application
Apply Listas Trust Sotware ) Focus Sofy

J Setectfom sofare st

Enable Enable Report

5 Mail Template ) € Rule Settings
Step 2: Set the selected device's rules

© Custom ruies @ Grouping by selected metadata field + Add Ruks

Field Name

Operator
Contains )

Keywords

Devices @

v Connection P Address Utization

< Oniine s Cent0s 74 0107510 Normai

Sonline M NTER-4 - 3 Toanrsize Normat
LopEge) | Noma Norma

10. Repeat steps 6 to 8 to add another rule.
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11. (optional) You may also edit or delete a rule by clicking on the rule, then
repeat steps 4 to edit the rule, or click on Delete to delete the rule.

Field Name W Depariment
Operator Contains

Keyword  SW x

12. Click on Next once you are finished.

ASUS Control Center
Ll Software Report > N\ Subscription Report > Subscription Report Information

= Mail Template ) & Rule Settings.

Step 2: Set the selected device's rules

® Dopartment

ASUS Control Center
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13.

Select a Send Date from the drop down menu to specify when the report will
be sent. The Send Date options are as below:

Every Day: Send a report every day.
Every Week: Send a report every week on a selected weekday.
First day of the month: Send a report on the first day of every month.

Nth day of the month: Send a report on the selected day of each
month.

Last day of the month: Send a report on the last day of each month.

Apply List
Enable @ Enale Report

= Mol Template ) Rule Setings /) © Run Time

Step 3: Set the Run Time

Send Date

Data Period

Next Run Time

The report will be mailed on: 2019/06/10 00:00
Containing data from the following period:
2019/05/10 ~ 2019/06/09
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14. In the date period field, select the period of time the report will be generated

on. The report will be generated on the information prior to the day the report
is mailed, including the day it will be mailed.

The different Date Period options are as below:

* Days:  The report generated will be based on information from your
selected number of days before the day the report is mailed.

* Months: The report generated will be based on information from your
selected number of months before the day the report is mailed.
Additional options are available if you selected Months.

- Entire Month: This will generate information starting on the
Send Date’s previous month, with each month
calculated from start of the month till the last
day of the month.

- Depend on send date: This will generate information starting

on the Send Date, with each month
calculated as the previous day of the

send date till the day of the send
date.

Ll Software Report > R Subscription Report > Subscription Report Information

Subscription Report Information

Report Name
Description

Apply List

Data period - 1

Next Run Time

The report will be mailed on: 2019/06/10 00:00
Containing data from the following period
2019/05/10 ~ 2019/06/09
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15.

You can view information on when you will receive the next report, and the
time period the report is based on in the window below. Once you finished
editing the Run Time, you may click on Send Now to immediately receive a
report, then click on Save to save your settings.

Ll Software Report > N Subscription Report > Subscription Report Information

Subscription Report Information

Report Name ‘Software Report by Focus List
Description ‘Show specifc application from focus list and ignore the other application.
Apply List Aopy Trust Lt @) Apply Focus Lis
x x
Enable @ Enable Report

5 Mail Template ) © Rule Settings > ©RunTime

Step 3: Set the Run Time

£ th day of the month %
Sond Dato

— - 1 +  Monns
Entire month
® Depend on send date

Next Run Time

Containing data from the following period:
2019/05/10 ~ 2019/06/09

The report will be mailed on: 2019/06/10 00:00

e focus fist

*  Report as a result of applying Trust Software Asset. (Does not show

white listed applications)

= M Gmail Q searchma

;) ¢ @ e & e b e Toft i &
& o
Q & ©
* @ 1628 @minvtes sgo) Yy W
° om
. Dear Dvects,
[}
v Sorvars Rame Version || Pubtisher _[inta et HostName Logon User || WorkiD_|[Phone [pepariment
T [Feaion (351 64b) = [/ Software [2079-05-10 [ELASTICSERVER |[ELASTICSERVERan | WAT600050 963t s
[2_[Conexant HD Audio [8.66655¢ [Conexant [2015-05-11_[ELASTICSERVER |[ELASTICSERVERWan _||AA1600050 29631 [SW__ ||
g 000 [2019-05-12 [ELASTICSERVER [ELASTICSERVERWan__|AT500050 |[29631 [[sW
g 2000 [2075.05 12 [ELASTICSERVER [ELASTICSERVERWan _|}AA1600050 [pseat [[sw
5 [Vukan Run Tme Lovares 10851 10,651 [Lunare, inc___|[2019-05-13 [ELASTICSERVER |[ELASTICSERVERWan_|[AA160000 20631 s
6 |Netgeans IDE 52 B2 [NetBeansorg _|[2019-05-14 [ELASTICSERVER [ELASTICSERVERWan _|[AA1600050 |[29631 [SW-
[7 [MySOL Workbenen 63 & 310 [ELASTICSERVER L [RAT600050 29531 [sW.
& [PuTr resse 071 @40 o700 [Simon Tathem _|[2015-05-15 [ELASTICSERVER [EL [RAT600050 20631 [SW.
o [ o400 X [ELASTICSERVER L [AA1600050 20831 s
10 owetp = [centos [poro 0517 [RAT600053 [poree s
11 ebiigh-pugin process %2 Bar [Centos pois0s1e [RAT60053 [ps7es [SW.
[i2]gangiewed 16.0.11425 20244 Centos [bemelesiaster |Kubemeteshiastencrars 53 [asros [sw
G [13|Packagekitgstreamerpign_____|[1.15. Jcemos | [Kubemeteshtaster |[KubemetesiastenCharies |[3A1600053 [[2o768 [[sW |
14 pyon-decorator B0 [[centos [poreos20 [RAT600083 29768 S
15 gnome-shel-extenson-common b2z [[centos [porsos20 [RAt600053 [poree s

« Reply » Forward

start
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Report as a result of applying Focus Software Asset. (Only shows
applications on the focus list)

= M Gmail Q Searchmai - o = @
|_<—l:l)iﬁlpuli 1l < > e &
8 Software Report by Focus List o &
X s Conmceer sl s % W
°

DearDiecs,
>

Yo
[}
v [ sotware ame | versen Pubtsher [mstai Date| ot Name | Logon User | WorkiD_|[prons| eparimen

102 Acroost Rescer 00 901020099 mwes,mmm [25.05 16 |LASTICSERVER [ELASTICSERVeRiantedooso st [ |

[Ecrosortoice 2016z 160 11225 2022 [Miosot Corporton 1505 1 [ELASTCSERVER ELASTISERveRmn om0 [zsean [s |

ety # Forward
Nor
i

Ensure SMTP settings have been set and that a test email can be successfully
sent to ensure notifications can be properly sent and received. For more
information on SMTP settings and sending a test email, please refer to the
SMTP Settings section.

16.  Your new report subscription should appear in the Subscription Report List on

the main screen of Subscription Report.

ASUS Control Center
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To edit or delete a subscription report:

1. Click on the subscription report you wish to edit.

2. Repeat steps 2 to 14 of the To create a Subscription Report section to edit
a subscription report, or click on Delete to delete the subscription report.
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Switching the status of a subscription reports:

1. Click on the subscription reports you wish to switch the subscription status of.

2. Click on Action, then select if you want to pause or run the report.

ASUS Control Center

Ll Software Report > N\ Subscription Report

2019/06/10 00:00
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Chapter 7

This chapter describes how to add and
edit accounts and roles for different
users.

njd
c
<)
=
),
Q)
©
©
=
njd
| -
=
e,
O
O
<L




7.1 Role Privilege Management

Role Privilege will allow you to create roles with different permissions which gives
you control over the functions and information accessible to each role created. A
Viewer role privilege is available by default, which only allows accounts assigned
with this role privilege to view all the functions, but cannot edit customized roles.
There is no Administrator role in the Role List by default, but you can create one
by enabling all permissions when creating a new role, this will allow accounts
assigned with this role to add, edit, or delete when using any function, and also
allows you to customize roles.

The Admin role assigned to the default Administrator account of ASUS Control
Center will not appear in the Role List and cannot be edited.

To access Role Privilege Management, Click [BY in the left menu, then click on
Role Privilege.

ASUS Control Center

& Role Privilege Management

Role List +Add

Role Name. | Applied Count Description
Viewer 1 ASWM Enterprise Default User

Chapter 7: Account Management



Adding a new role

You can add new roles and set the permissions of this role. For example, assigning
an account with Software User role which is customized to only allow users with
this role access to ASUS Control Center software related functions, or creating

an account with BIOS User role which is customized to only allow users access to
ASUS Control Center BIOS related functions.

1. Click on Add.

ASUS Control Center

& Role Privilege Management

Role List +Add

Role Name Appled Count Desciiption

ASUS Control Center
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2. Select between Create new role and Copy from exist role, then click OK.

i

Create new role: Create a new role with no permissions enabled in

Privilege Configurations.

Copy from exist role: Select from an existing role (including the Admin
role assigned to ASUS Control Center's default administrator account), this
will load the Privilege Configurations of the selected account into the new

role.

Role Information

Create a new role from blank privilege configuration or copy privilege configuration from
exist role?

¢ Comeet
Role Information

Create a new role using blank privilege configurations or \n copy privilege configurations
from an existing role?

Create Type Create new role Copy from existing role

Role Name Software User b
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3. Enter the Role Name and Description of the new role.

4. Select and check / uncheck the permissions to enable / disable for the role in
the Privilege Configuration block.

e |f you chose Copy from exist role in step 2, your Privilege Configurations
list should be the same as the role you selected to copy from. You can still
customize the permissions for this new role.

*  You can click on 3 / & next to each permission category to expand /
collapse the category to view / hide the permissions available for that
permission category.

*  You can use the Search Bar to search and filter through the permission
items in the Privilege Configurations list.

5. Click Add once you have finished.

ASUS Control Center

& Role Privilege Management > Role Configuration

+ Account (1)

+ Centralized\ BIOS Flash (3)

+ Centralized\ Metadata (3)

+ Centralized\ Power Control 2)

+ Centralized\ Security Management (2)

ASUS Control Center
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Editing a role

1.

2.

Click on the role you wish to edit from the Role List block.

& Role Privilege Management

Role List

RleName I Appied Count
:

0

You can edit the Role Name and Description, and also configure the
permissions in the Privilege Configuration list. Once you are finished click on

Update.

& Role Privilege Management > Role Configuration

+ Centralized\ BIOS Flash (3)
+) Centralized\ Metadata (3)

+ Centralized\ Power Control (2)

+) Centralized\ Security Management (2)

+) Centralized\ Software Dispatch (4)

+ Centralized\ Task Scheduler Management (3)
+) Configuration (22)

+ Deployment (5)

+ Device Information (45)

+ License (2)

+ Mission Center (2)

+ Report Management (8)
+) Report Summary (1)
+/ System Overview (1)

e |
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3. A pop-up window should appear and allow you to check the changes made to
the role, click on Update to confirm these changes.

Are you sure you want to update this role? [Role Name: Software User]

[Centralized\ Software Dispatch] )
= Software Dispatch Task- View Software Dispatch Task
= Software Pool- Add Software Pool
= Software Pool- Edit Software Pool
= Software Pool- View Software Pool

[Device Information] €

= Client Detail- View Client Detail

= Software- View Software Information

= Software\ Application- Uninstall

= Software\ Application- View Application

= Softwarel Environment Variables- View Environment Variables
= Softwarel Process- End Task

= Software\ Process- View Process

= Softwarel Service- Control Service

= Softwarel Service- View Service

= Software\ Market- Software Dispatch

= Softwarel Market- View Software Market

[Report Management] a

Software Inventory- Refetch Software Inventory
Software Inventory- View Software Inventory
Software Focus List- Edit Focus List

Software Focus List- View Focus List
Subscription Report- Edit Subscription Report
Subscription Report- View Subscription Report

iCance)

ASUS Control Center
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Deleting a role

Account(s) associated with a role will be deleted too when you delete a role.
/ '\ You can check how many accounts are associated with the role in the Applied
s Count column. For more information on managing accounts, please refer to the
Accounts Management section.

You can delete a role using the following methods:

. Deleting the role from the Role List
1. Click on £ next to the role you wish to delete.

ASUS Control Center

& Role Privilege Management

Role Name | Applied Count Desciiption
1

2. Click Delete to delete the role.

Delete Role [Software User]
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. Deleting the role from Role Configuration
1. Click on the role you wish to delete from the Role List block.

& Role Privilege Management

Role List

Role Name 1 Applied Count Desciiption
1

Viewer ASWM Enterprise Default User

B Sofvware User 3 Sofware fancion only

2. Click Delete to delete the role.

& Role Privilege Management > Role Configuration

Role Name  Software User

Description  Software funcion only

+) Centralized\ BIOS Fiash (3)

+| Centralized\ Metadata (3)
+|Centralized\ Power Control (2)

+| Centralized\ Security Management (2)
+/Centralized\ Software Dispatch (4)

+| Centralized\ Task Scheduler Management (3)
+/ Configuration (22)

+/ Deployment (5)

+ Device Information (45)
+/License (2)

+ Mission Center (2)

+/ Monitor (1)

+/Notifications (5)

+/Report Management (8)

+/Report summary (1)

+/ System Overview (1)

o B

Are you sure you want to delete this role? [Role Name: Software User]

All members of this role will be deleted. Amount of accounts affected: )

% Cancel & Delete

ASUS Control Center
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7.2 Accounts Management

Accounts Management displays all user accounts on ASUS Control Center, and
allows you to add, edit, or delete accounts. ASUS Control Center comes with a
default Administrator account with Admin role privileges, and a User account with
Viewer role privileges.

To access Accounts Management, you can use the following methods:
o Click . in the left menu, then click on Accounts Management.
. Click BY (Account Information) in the top right comer, then select Settings.

ASUS Control Center

& Accounts Management
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Adding a new account

You can add new accounts and apply customized roles to them, allowing you to
and control the functions and information each account can access with ease.
For example, assigning an account with Software User role which is customized
to only allow users with this role access to ASUS Control Center software related
functions, or creating an account with BIOS User role which is customized to only
allow users access to ASUS Control Center BIOS related functions.

/ﬁ For more details on role privileges, please refer to the Role Privilege
Management section.

1.  Click on Add.

ASUS Control Center

& Accounts Management

Emai Role Name Aciive Description

ASUS Control Center
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2. Enter the username, password, and email of the new account.
3.  Select a role in the Role Name field.

% For more details on adding new roles, please refer to Add Role under the Role
a Privilege Management section.

4. Enter a brief description for the account.

5. (optional) Check or uncheck Enable the account in the Active field to enable
or disable the newly created account.

/ This option is set to enabled by default.

6. Click on Save once you have finished.

Add New Account

Username Alan
Password cesssace @
Confirm Password eesssace @
Email alan@asus.com
Role Name Software User M

Description Software function only |

Active (¢ Enable the account
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7. Your newly created account should appear in the Account Management list.

ASUS Control Center

& Accounts Management

me. Emai Role Name Active Desciption

alan@asus.com L

Logging in to ASUS Control Center using different accounts with different
roles assigned will affect the items the account can gain access to, depending
on the permissions assigned to the role selected. For example, logging in an
account which you have set to a role with access only to Software related
functions will result in the following screenshot.

ASUS Control Center

# System Overview > L1 Device Information

[
ELASTICSERVER
Software Dispatch
Report 0S Information Microsoft Windows Server 2016 Datacenter 64-bit 10.0.14393
Task Report BIOS Version 3407
Agent Version 12141

Model Name 0-E8-RS24-E

1P Address

Timezone

Up Time

ASUS Control Center 7-13



Editing an account

1. Click on the account you wish to edit.

ASUS Control Center

& Accounts Management

2. You can edit the Password, Email, Role Name, Description, and Active
fields. Once you have finished editing click on Save to save the changes

made.
X
Username Alan
Password eq . L2
Confirm Password eg - ®
Email alan@asus.com
Role Name  Software User N

Description Software function only |

Active (¢ Enable the account

3 Cancel D
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Deleting an account

% The default Administrator and User accounts cannot be deleted.

1. Click on the account you wish to delete.

ASUS Control Center

& Accounts Management

Email Role Name Actve Description
Admi o

i m ser

2. Click on Delete, then click on Delete again on the confirmation pop-up to
delete the account.

Delete Account

Are you sure that you want to delete this account? [Alan] ?

x Cancel B Delete

e v

Email alan@asus com
Role Name Software User N
Description Saftware function only

Active @ Enable the account

X Cancel il Delete

ASUS Control Center
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Enabling multi-factor authentication (MFA)

% It is only possible to enable or disable MFA for currently logged in account.

1. Click on the currently logged in account.

2. Enable the MFA option, then scan the QR code using an authenticator app
and enter the 6-digit passcode to verify the multi-factor authentication setup.

3. Once MFA is enabled, the MFA field will show when MFA was enabled for
this account. Click Save.
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4.  Click on the currently logged in account again.

5. Enter the 6-digit passcode from the authenticator app, then click Verify.

ASUS Control Center
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Disabling multi-factor authentication (MFA)

% * ltis only possible to enable or disable MFA for the currently logged in
. account.

e Only the default Administrator account can view the MFA status of other
accounts.

1. Click on the currently logged in account.

2.  Disable the MFA option.

7-18 Chapter 7: Account Management



Chapter 8

This chapter describes system,
network, appearance, security, SMTP,
backup and restore, maintenance,
DBExpose, update, access control,
sensor threshold, and software list
configuration options.




8.1 General Configuration

The General Configuration allows you to configure different settings for the main
ASUS Control Center server and agents, as well as set the time zone.

To access General Configuration, click [ in the left menu, then click on
General Configuration.

Adjusting items on the General configurations page

Configure the items in the General Configurations block, MainServer Settings
block, and Agent Configuration block, then click on Save to save the changes
made. For more details on the different configuration options available, please refer
to the tables below:

General Configuration

Adjust the time zone of the underlying Linux system the ASUS Control Center’'s main
server is installed on.

*  The time zone set here should match the time zone of the system
of the VM with ASUS Control Center installed.

e Adjusting this item will only affect the initialization of ASUS
Control Center, and will not affect the time displayed in the top
right of ASUS Control Center, nor will it affect the Agent and
Event Log response times.
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Policy Configuration

Main Server Settings

ASUS Control Center

Set the default USB policy to enable or disable USB devices on new
managed devices.

Set the time interval in seconds between each refresh of data on all
webpages of the main server.

This setting will affect the response time for items such as
System Overview and Event Log.

Set the time interval in seconds for the web page session timeout timer,
which causes web sessions to be logged out after no activity is detected for
the specified amount of time. The default setting of 1440 minutes (24 hours)
disables the web page session timeout timer.

Set the time interval in hours for the main server and agent update check.

% This setting will affect the main server and agent version
check timer in the Updates page, and may require an
Internet connection.

Set the time interval in minutes ASUS Control Center should perform a
status check on managed vSpheres.

This setting will affect the response times for items in the
VM Overview page such as vSphere hardware sensors and
utilization .

Set the time interval in minutes ASUS Control Center should perform a
status check on managed Redfish devices.
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Agent Configuration

Set the time interval in seconds for the agents of all managed devices to
return Hardware Sensor values. The default setting is 30 seconds, which
means that the agents need to report Hardware Sensor values and status
every 30 seconds. For example, if a fan was removed from a device, ASUS
Control Center’s web interface should receive and update the status for

fan abnormality within 30 seconds (Web page refresh time could affect the
update time).

Set the time interval in seconds for the agents of all managed devices to
return Utilization values. The default setting is 30 seconds, which means
that the agents need to report Utilization values and status every 30
seconds . For example, if a stress test was performed on a CPU, ASUS
Control Center's web interface should receive and update the status for
CPU abnormality within 30 seconds (Web page refresh time could affect the
update time).

Set the time interval in seconds for the agents of all managed devices to
return the connection status. The default setting is 120 seconds, which
means that the agents need to report the connection status every 120
seconds. For example, if a device loses connection, ASUS Control Center's
system overview should display it as “Offline” after 120 seconds (Web page
refresh time could affect the update time).

Set the time interval in seconds for the agents of all managed devices to
query tasks from ASUS Control Center. The default setting is 10 seconds,
which means that the agents need to query ASUS Control Center if

there is a task for that device every 10 seconds. For example, the device
should perform a task of disabling the registry, locally, within 10 seconds
of disabling the registry of that device on the ASUS Control Center web
interface.

Set the time interval in seconds for the agents of all managed devices to
return PID (Process ID) values. The default setting is 60 seconds, which
means that the agents need to report PID values every 60 seconds.

To view process information, refer to Software under the
Device Information section.

Set the time interval in seconds for the agents of all managed devices to
return Event Log entries. The default setting is 30 minutes, which means
that the agents need to provide an updated Event Log every 30 minutes.

To view event logs, refer to Event Log under the Device
Information section.
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8.2 Network Configuration

The Network Configuration allows you to configure the network for the ASUS
Control Center main server. When the device with ASUS Control Center or a
hypervisor features multiple network cards, you can configure multiple networks to
allow ASUS Control Center to manage different network segments.

To access Network Configuration, click . in the left menu, then click on
Network Configuration.

ASUS Control Center

& Options > & Network Configuration

Host Name BSsave

Address Assignment
1P Address

Subnet Mask
Default Gateway
DNS

Preferred DNS Server

Alternate DNS Server

Adjusting the Network configurations

Configure the items in the Host Name block and Network Configuration block
then click on Save to save the changes made. For more details on the different
configuration options available, please refer to the tables below:

The name of the ASUS Control Center main server.

Host Name You will need to refer to the Host Name set here when manually
installing Windows agents to devices.

ASUS Control Center
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Network Configuration

Select DHCP to automatically set the IP address and Subnet Mask. Select
Static to enter the IP address and Subnet Mask manually.

Enter the IP adress for this network card.

% You can only set the IP Address manually if you selected
Static in the Address Assignment field.

Enter the Subnet Mask for this network card.

% You can only set the Subnet Mask manually if you selected
Static in the Address Assignment field.

Enter the default gateway for this network card.

Select Auto to automatically set the DNS Server, or select Manual to
manually configure the DNS Server.

Enter the Preferred DNS Server for this network card.

% You can only set the Preferred DNS Server manually if you
selected Manual in the DNS field.

Enter the Alternate DNS Server for this network card.

% You can only set the Alternate DNS Server manually if you
- selected Manual in the DNS field.

The amount of Network Configuration blocks available will depend on the
amount of network cards available.

You will be logged out of ASUS Control Center when you save the changes
made to the Network Configuration block(s). If you changed the IP
address, you will need to enter the new IP address when logging in.
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8.3 Appearance Configuration

The Appearance Configuration allows you to customize and personalize your
ASUS Control Center’s top left banner logo.

To access Appearance Configuration, click . in the left menu, then click on
Appearance Configuration.

N SEARCH OF INCREDIBLE

€ Options > ¢f Appearance Configuration

IN SEARCH OF INCREDIBLE

ASUS Control Center

8-7



Setting a custom banner logo

1. Click on Upload, then select your new banner logo.

R The height dimension of the logo image file should be 56 pixels.

ASUS Control Center

£ Options > ¢ Appearance Configuration

@ open x
« &5 ThshC 5 Dounions “[o »
Ongoize = Newfor =- m e

asus

File name: ] [ImageFies v

2. Once you have finished uploading the new banner logo, click on Save.

NSEARCH OF INCREDIBLE

¢ Options > f Appearance Configuration
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Resetting the banner logo

1. Click on Reset to reset your banner logo to the default banner logo.

£ Options > f Appearance Configuration

INSEARCH OF INCREDIBLE

2. Click on Save to save the changes made.

£ Options > f Appearance Configuration

Bannor Logo Upload

ASUS Control Center



8.4 Security Configuration

% This function is only available for Windows® OS managed devices.

The Security Configuration allows you to set a password as a method to prevent
users from removing the agents themselves. This enables a more centralized
control over all managed Windows® devices.

This password is separate from the agent uninstall password on individual devices
(Device Information > Configuration), and setting this password will not override
the individual agent uninstall passwords.

To access Security Configuration, click [l in the left menu, then click on
Security Configuration.
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8.4.1 Agent Uninstall Password

Setting a new password

1. Toggle the slider to bring up the pop-up window to set the Administrator's
Agent Uninstall Password.

2. Enter the password you wish to set as the Administrator's Agent Uninstall
Password, then click Save to set the new password.

Agent Uninstall Password

Please enter the password you want to set as the administrator's agent uninstall password

Password

ASUS Control Center
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Editing the password

Click on the Update button, then re-enter your new password and click on Save to
save your new password.

ASUS Control Center

£ Options > U Security Configuration

Disabling the password

Click on the button located at the top right to disable the Administrator's Agent
Uninstall Password.

ASUS Control Center

£ Options > U Security Configuration

Agent Uninstall Passwor a
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8.4.2 BIOS Setting Password

When an agent is installed onto a device without a BIOS password, ASUS Control
Center will automatically enable BIOS Password Protection and set a BIOS
password that meets complexity requirements. In such cases, the client's BIOS
password protection status will be defined as “ACC Protected”.

BIOS Password Protection cannot be automatically enabled if the device has an
existing BIOS password. In such cases, the client’s BIOS password protection
status will be defined as “Manually Protected”.

Viewing the BIOS password protection status

Click Support List to view the BIOS password protection status for all devices.

ASUS Control Center
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8-14

Updating ACC Protected BIOS passwords

Click on the Update button to open a list of ACC Protected devices, then click
Update in the popup window to update the BIOS password.
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Updating manually protected BIOS passwords

1. Click Please update it here to open a list of manually protected devices.

2. Enter the device’s existing BIOS password, then click Update to update the
BIOS password. BIOS Password Protection will automatically be enabled and
the device’s status will change to “ACC Protected”.

For security reasons, the existing BIOS password is required to make any
changes. This protects the client devices from malicious attacks that may
- compromise the BIOS.

ASUS Control Center
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8.5 SMTP Settings

% The information entered in this section is for reference only.

Set up the SMTP (Simple Mail Transfer Protocol) for ASUS Control Center to
allow feedback on system failures and alerts to be sent via email to the system
administrator.

To access Software Report, click [l in the left menu, then click on SMTP
Settings.

ASUS Control Center

A SMTP Settings

Display Name
ASUS Control Center SMTP

SMTP Server

smtp.gmail. com

SMTP Port
587
Sender Address

asusserverssd@gmail.com

Sender Password

Enable SSL

@ Yes, | want to enable SSL

Send From

@ Send by Server @ Send by Client
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To set up the SMTP Server:

1. Fill'in or check the following fields:

Display Name

SMTP Server
SMTP Port

Sender Address

Sender Password
Enable SSL

Send by Server*

Send by Client*

The name of this SMTP setting. The display name will not appear on
sent emails.

The SMTP server responsible for collecting and sending emails

Service port for SMTP. Common ports used are 25 (SMTP former default
port), 465 (encrypted SMTP), and 587 (new SMTP default)

The email of the ACC notification sender. This email address must exist
within the SMTP Server service

The password for the ACC notification email sender

Enables mail sent or forwarded through this SMTP server are SSL
encrypted

When there are issues with managed devices whilst within the same
domain as ACC, ACC will send emails using the SMTP server

When there are issues with managed devices whilst not in the same
domain as ACC, the managed device will send emails using the SMTP
server

* Refer to the flow charts at the bottom of the page for more details on the difference between Send by
Server and Send by Client.

ASUS Control Center

A SMTP Settings

Display Name
ASUS Control Center SMTP

SMTP Server

smtp.gmail.com

SMTP Port

Sender Address

asusserverssd@gmail com

Sender Password

Enable SSL

@ Yes, | wantto enable SSL

Send From

@ Send by Server

@ Send by Ciient

Sender
asusseverssd@gmail.com

]
[ =
Receiver
acctutor2018@gmail com

Send by Server

A 4
a4 p
-y [al
SMTP Server Sender SMTP Server
ntemet Intemnet
= ° =
A - L=
AP Server Recatver WAP Server
acctutor2018@gmail com
Send by Client

ASUS Control Center
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2. (optional) Click on Send Test Mail, then enter an email and click Send
to receive the test mail to check the status of the SMTP. If the SMTP is
functioning properly, you should receive an email.

| Send Test Mail

acctutor2018@gmail com

= f“lbmail Q_ search mail - # @

F e « BeOes @0 bow R
T compose
= . ASUS Control Center SMTP Test Mail o x &2
; S\anedd @ ::unemri:d@umlllcom 1041 @minutesage)  fr Wi o
Snoozec ©
> sent -
o o Dear Customer, This s  SATP Test Mai snt rom ASUS Control Centr Sarver
orafts "
v o

« Reply | m Forward

@ - +

No recent chals
a2 new one.
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3. Click Save to save the changes made.

Jpdated the SMTP selling

ASUS Control Center
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8.6 Backup & Restore

R This function is only available for ASUS Control Center Enterprise edition.

The Backup & Restore function allows you to set a periodic backup of the settings
and configurations of ASUS Control Center to another backup device, allowing

you to easily restore the backup settings and configurations if something were to
happen to the ACC VM.

To access Backup & Restore, click . in the left menu, then click on Backup &
Restore.
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Enabling periodic backup

1. Select a Backup Protocol (currently only supports Samba / SMB protocols).

If you wish to back up your ACC to a Linux OS device’s SMB folder, do the
following:

e Close SELinux
- For RHEL, CentOS, Scientific Linux
a. Open /etc/sysconfig/selinux,
b. Set SELINUX=enforcing to SELINUX=disabled.,

c. Reboot the system.
- For Debian, Ubuntu
SELinux is not installed by default in Debian and Ubuntu.

e Adding to the Firewall whitelist
- For RHEL, CentOS, Scientific Linux
- If you are using iptables:
a. Input the following command to allow 137, 138, and 139

ports:
-A INPUT -m state --state NEW -m udp -p udp
--dport 137 -j ACCEPT
-A INPUT -m state --state NEW -m udp -p udp
--dport 138 -j ACCEPT
-A INPUT -m state --state NEW -m tcp -p tcp
--dport 139 -j ACCEPT
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b. Restart the service for the changes to take effect by using
the following command: systemctl restart iptables,
- Ifyou are using firewalld:

Enter the following commands to add Samba access privileges:
firewall-cmd -permanent -zone=public -add-
service=samba,

- For Debian, Ubuntu

If you are using ufw, the system has already added nf
conntrack netbios nsto IPT MODULES under /etc/

default/ufw by default, so access should already be allowed.

e Enable write permissions for the destination folder

The “Write” permission should be enabled for “other(O)” in the folder you
wish to back up to. You can use the following command:
chmod -R 755 /home/acc/backup.

*  Modify the Samba configuration file
a. Open /etc/samba/smb.conf.
b. Set the security variable in Galbol Setting to “user”.
c. Setthe writable variable in Share Definitions to “yes”.

If you wish to back up your ACC to a Windows OS device’s SMB folder, do
the following on the Windows OS device you wish to backup to:

o Create, share, and enable permissions for the destination folder
a. Create a new folder and enter a name for it, for example AccBackup.

T
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b. Right click on the newly created folder and select Properties >
Sharing > Advanced Sharing....

General Shafing Securty Previous Versions Customize

Network File and Folder Sharing

AccBackup
Shared

Metwork Path:
\NELASTICSERVER \Users'\Administrator\Downloads AccBach

Share...

Advanced Sharing

Set custom pemissions, create multiple shares, and set other
advanced sharing options

¥ Advanced Sharing...

Password Protection

People must have = ser accourt and password for this
computer to aceess shared folders

To change this setting, use the Network and Sharing Certer.

oK Cancel Apply

c. Check Share this folder, then click on Permissions.

Advanced Sharing X

Settings

Share name:
AccBackup |

Add Remove

Limit the number of simultaneous users to: 16777

Comments:

Cancel Apply

ASUS Control Center 8-23



d. Click on Add..., then enter the users you would like to allow
permissions for, click on Check Names and click OK.

nissions for Downloads *
Share Pemissions

Group or user names:
£ Everyone

Pemissions for Everyone Alow
Full Control
Change
Read

5
4

Koo
ooo

oK Cancsl Hpply

Select Users or Groups

Select this object type:

‘ Users, Groups, or Buitin security principals ‘ Object Types

From this location
‘ ELASTICSERVER ‘

| Locations

Enterthe object names to select (sxamples):

Iﬂﬂswnl Check Names

= T

e. Select the newly added group or username and check the Full
Control permission. Ensure the Full Control, Change and Read
permissions are all checked, click Apply, then click OK.

Permissions for Downloads x

‘Share Pemmissions

Group or user names:

Add Remove
Pemissions for Alsn Deny
Full Cortrol [m}
Change O
Read O

Cancel Apply

f. Return to your ASUS Control Center main server.
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2. Fillin the Path, Domain, Account, and Password fields.

4& ¢ The Account and Password fields refer to the credentials used to access
the backup location, not the credentials used to log into ASUS Control
Center.

¢ The folder should be set as a shared folder and discoverable by the system
you wish to back up, and should have read and write permissions enabled.

* Take note of the syntax of the path. Ensure that the syntax of your selected
protocol from the previous step is correct.

3. Select the Period and Preserved Backup numbers. Period determines
the amount of days each periodic backup should be done. The Preserved
Backup amount determines how many backup files should be saved, when
the amount of files exceed the Preserved Backup number, the backup file
with the earliest date will be deleted.
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4.  Enter a backup password. This password is required when you use the

Restore function.

R Store the backup password in a safe place. If the backup password is lost, you
will not be able to restore from the backup file.

5.  Click Backup to save the backup settings and start the initial backup.

Backup & Restore

The backup process will run first time for now.
Then the backup schedule will fllow the configure.

Path: /110.10.75.125/AccBackup
Period: 1

Preserved Amount: 5

8-26 Chapter 8: Options



Restoring the backup file

1. Enter the Backup Password previously set when enabling periodic backup
into the Restore Password field.

2. Enter the license key in the Key field.
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3. Drag a backup file you wish to restore into the Upload Restoration File field,
or click on Upload Restoration File and select the backup file you wish to
use to restore.

4.  Click Start to restore from the selected backup file.
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5. The session will expire and you will be logged out of ACC when the restore
process begins, please restart the browser and log in again once the restore
process is complete.

Backup & Restore

The Restore process will start, the session will be close and logout
Please close the browser and reconnect again

6.  Once you've logged into the restored ACC, you will need to configure the
network settings such as the Host Name and IP Address of the restored ACC,
for managed devices to return and display the correct information and data.

Navigate to . > Network Configuration, and change the Host Name of

the restored ACC to the same host name as the backed up ACC, then click
Save.

For example, if the backed up ACC’s host name was ACC TUTOR, then after
restoring it to an ACC main server with the host name ACC NWONE, change
the host name ACC NWONE to ACC TUTOR.

ASUS Control Center

£ Options > (3 Network Configuration

7. Change the IP Address of the restored ACC to the same IP address as the
backed up ACC, then click Save.

For example, if the backed up ACC’s IP address was 10.10.75.123, then after
restoring it to an ACC main server with the IP address 10.10.75.235, change
the IP address 10.10.75.235 to 10.10.75.123.

|-
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8.7 Maintenance

The Maintenance function allows you view the information such as the CPU,
memory, and storage of the ACC VM. It also allows you to configure the power
options and services running on the ACC VM remotely from the ASUS Control
Center. This helps you save time when managing hypervisors, as you can control
and configure them all from the ASUS Control Center.

To access Maintenance, click . in the left menu, then click on Maintenance.

£ Options > / Maintenance

88%

677 GB including cache 600.74 MB /7.64 GB

Here you can adjust the power action for your ASUS Control Center Server.

¥ Name

Status

Update Time

[Tomeat
Elasticsearch
ActiveMa

active
active

active

2019-03-19 14:36:53
20190311 18:52:56
2019-03-11 18:52:56

()

Cofiguring the power option of Hypervisors

1. Click on Power Off or Reboot to power off or reboot the hypervisor.

£ Options > /Maintenance

88

677 GB inclucing cache 60074 MB /764 GB.

¥ Name

Update Time

Tomcat
Elasticsearch
Actvema

2019.03-19 14:36:53
2019-03-1 185256
2019.03-1 185256

oo ol
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2. Enter the password of an account with a role that has Power Control enabled,
then click on Confirm to execute your selected power option.

For more information on Accounts and Roles, please refer to the Account
Management chapter.

Administrator’s Password

Please enter the administrator's password to authenticate your power action

Password  sseseess B Confirm K43

Restarting the Services

Click on the restart button next to the service you wish to restart.

£ Options > 4 Maintenance

88%

677 GB including cache 600.74 MB 17 64 GB.

You can adjus the power action for your ASUS Control Center Server.

v Name. L Update Time
romcat acive 20150319 143653
Elsicsearcn acive 2019.00-11 185256
actvena acive 20190311 185255

Qoo

This will end your session and you will be logged out of ASUS Control Center.
Please login again once the restoration is complete.

Restart successfully, please wait a moment and refresh website.
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8.8 DBExpose Configuration

The DBExpose Configuration allows you to set an account and password which
allows users to use third-party software, such as MySQL Workbench to access
data on ASUS Control Center, such as device information or metadata. This
information is read-only and cannot be edited.

To access DBExpose Configuration, click . in the left menu, then click on
DBExpose Configuration.

ASUS Control Center
¢ Options > @& DBExpose Configuration

DBExpose Configuration

-
a Sat the DB Account or disable the
o =i

To set the DBExpose account and password

1. Click on the slide button on the top right of the main screen.

ASUS Control Center
¢ Options > & DBExpose Configuration

-
a Setthe DB Account o disabl the uncton to expose the database configuration.
=] !
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2. Enter an account and password, then enter a port (between 7000-7999)
which is not being used. Once you have finished entered the required fields,
click on Save.

DBExpose Configuration

Please type account/password if you want to set as the expose account of the database.

Account Administrator

Password  eeeeeeen

Port - 7000 +
=]

To edit the DBExpose account information

Edit the account, password, and port information then click on Update to save the
changes made.

ASUS Control Center

£ Options > @ DBExpose Configuration

Setthe DB Account or disable the uncion o expose the database configuration

Account  Administrator

o mid [ p— @

DBExpose Configuration

The DBExpose account has been
updated
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To delete the DBExpose account information

Click on the slide button on the top right to disable and delete the DBExposure
Configuration settings.

ASUS Control Center

£ Options > & DBExpose Configuration

DBExpose Configuration

The DBExpose account has been
removed
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Access ASUS Control Center with third-party software

7

The example in this section is for reference only.

You can use a third-party software such as MySQL Workbench to access
information such as the metadata and device information of your ASUS Control

Center.

1. Load MySQL Workbench, then set up a new connection and enter the

required information.

2. Enter the ip and port of the ASUS Control Center server into the Hostname

and Port field.

3. Next, enter the DBExposure account created into the Username field.
4.  Click on Store in Vault... then enter the DBExposure password you created

into the password field and click OK.

- m]

Connection Name: |ACC DEExpose

| Type aname for the connection

Connecton Method: | SEendard (TCP/IP)

bt ‘ Method to use to connect to the RDBMS

Parameters ssi  advanced

Name or IP address of the server host - and

The user's password. Wil be requested later ifit's

The schema to use as default schema. Leave

Hostname: ‘m 10.75.200 | Fort: |7DEID | TCP/IP port.
port.
Username: ‘Admm,smm, “ Name of the user to connect with.
Password: Clear T
Default Schema: ‘ blank to select it later.
B Store Password For Connection x

Please enter password for the

following service:
\-‘\(.’lﬂ Service: Mysgl@10.10.75.200:7000
o R User: Administrator
Workbench)

e

cone

ASUS Control Center

Test Connection Cancel OK
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5.  Click on Test Connection to test if the connection to ASUS Control Center
was successfully created.

B setup New Co - o x
Connection Name: [ACC DBExpose | Type aname for the connection
Connecton Method: | Standard (TCP/IF) | Method to use to comnect to the RDBMS

Parameters 55| Advanced

Name or IP address of the server host - and

Hostname: ‘m‘mlﬁlmo ‘Pnrt: |7000 L
port.

Username: ‘Administratur Mame of the user to connect with.

MySQL Workbench The user's password. Will be requested later ifit's
notset.
Successfully made the MySQL F The schema to use as defait schema. Leave
connection ok :

Information related to this connection:

Host: 10.10.75.200
Port: 7000

User: Administrator
SSL: not enabled

A successful MySQL connection was made with
the parameters defined for this connection.

Test Connection Cancel oK

6.  Save the connection settings, now when using MySQL Workbench, you
should be able to access some of the data on ASUS Control Center.

The screenshot below is an example of accessing the metadata of ASUS
Control Center.

B MySQL Workbench - o e

& ACCDBEwpose x
File Edt View Query Datsbase Sever Tools Scripng Help

Elo SEE&EsE & @ D=1

MANAGEMENT T MHIFFAQCIBI @ | mito 00rows  ~ | 45 | € @ [ 3
© sewer status 16 s
2 Client Cannections
B Users ana prvteges
59 tatus and System Variables
& Data Bxport
& Data Import/Restore

T * FROM aswment.clientmetadata;

INSTANCE

: : < >
SRS oo | ResutGrd |MH 43 FterRows: | Bxport: B | Wrep Col Content: TR
a \ ClentGUID Department Extension Production date Personal
= SebeS7b-0cE8-40eaB05-02BBC2AM U 2631 20160101 0
VE aswment SABCAD4E 5 31-11E0 B7CD B2SGECEDAC  SW 2631 20150101 o
¥ Tobles do5ab105-8c20-4527- 943 B 1002AL4ed SV 2631 20180101 0
ad_properties d8b71cef 40af 4a56 S0e7-33bfBTa%de U 2631 20180101 0
dientinfo 40422 8be74e32 9366 20ecTEcb026F W/ 2631 20150101 0 Fem
= dientmetadata 55
» (] Columns
» B Indexes
» B8 Forsiankers s
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8.9 Update

The Update Task screen will display available updates for the Linux Agent,
Windows Agent, and Main Server, you may manually refresh the updates screen
by clicking on Check for updates.

e Ensure to add asuscontrolcenter.asus.com/* to your firewall exceptions list
to enable update checks.

e Ensure you have a stable Internet connection.

20201012 16:20:05

eck for updates.

1P Address Agent Version Staus.

& Latest Version
1214 & Latest Version
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Updating ASUS Control Center main server

1. When an update is available for the main server, it will be displayed under
Update Information and the Main Server block will be displayed in green.

Click on| & in the Main Server block to download the update files.

ted: 202040112 16:20:05

= Options

2. Once the update files are successfully downloaded, the Main Server block
should be displayed in orange. Now click on| & | to update the ASUS Control

Center main server. You will also be logged out of ASUS Control Center
when the main server is updating.

Update > =+ Update Task (@ Time updated: 2020/10112 16:20:05

Update 1

2 Check for upaates

Linux Agent ‘Windows Agent
o) Lo] [ e o

 Clear = Options

05 niomaion ip Adsess

ELASTICSERVER A se x (10:1075.125)

MEDIACENTER 2 ( 2)
MEDIACENTER 4 2 v (oAo75128)

online Kubemetesiaster centos 7 s (0075403 1214 & Latest Version

3. Log into ASUS Control Center again after the update is completed.
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Updating Windows and Linux agents

1. When an update is available for Linux and/or Windows Agents it will be
displayed under Update Information, and the Linux Agent and/or Windows
Agent block will be displayed in green.

2. Clickon in the Linux Agent and/or Windows Agent block to download
the agent. Once the download is complete, the Linux Agent and/or Windows
Agent block will be displayed in blue.

3. Select the device(s) you wish to update agents for in the Available Agent
Devices list.

4.  Click on Update.

< Update > =+ Update Task (©Time updated: 2020110/12 16:20:05
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5. Click Update on the confirmation pop-up window to start the update process.

/ You do not need to uninstall the agents on the selected devices before updating.

Update Task (2iDevices'

Please confirm you would like to update the following devices' agent:

* MEDIACENTER-4
= KubemetesMaster
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6.

After the agent updates have been completed, you will be redirected to the
Agent Update Report screen.

% For more details on the Agent Update Report, refer to the Agent Update
Report section.

ASUS Control Center
Update » ¥=+Update Task > Ll Update Report

2
Successful 1

Agent Version 215

Device Count 2

100%

Completed

2019.03:21 16:14

) © Success (2)
MEDIACENTER-4 A wecowmtope 101075124 Agent Updated 20190321 16:14 20190321 16:15
Ku . B cenos 74060 101075103 1214 AgentUpdated 0190321 16:14 20190321 16:15

ASUS Control Center
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8.10 Access Control List

The Access Control List allows you to configure rules to permit or deny access to
ASUS Control Center from specified IP addresses.

To add an access control rule

1. Click to start adding a new access control rule.

2. Select Permit or Deny in the popup window, then enter an IP address and
Wildcard Mask.

Deny, IP address to 10.10.30.100, and the Wildcard Mask to 0.0.0.255.
The resulting access control rule will deny access from any IP address from
10.10.30.1 to 10.10.30.254.

% *  For example, to deny access from a Class C IP range, set the Type to

*  For example, to permit access from a specific IP address, set the Type to
Permit, IP address to 10.10.30.123, and the Wildcard Mask to 0.0.0.0.
The resulting access control rule will permit access from 10.10.30.123.

3. Click to save the access control rule.
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To adjust the priority of an access control rule

1. Click and drag an access control rule up or down to adjust its priority.

2. Click to save changes to the access control rule list, then click OK in
the popup window to confirm your changes.

/ The access control rules are applied in descending order.

To test an access control rule

1. Enter an IP address under Rule Test.

2. Click to view if the specified IP address will be permitted or blocked
based on the existing access control rules.

To edit an access control rule

1. Click [# to start editing a new access control rule.

2. After making the desired changes, click to save the access control
rule, then click OK in the popup window to confirm your changes.

To delete an access control rule

1. Click % to delete an access control rule, then click Delete in the popup
window to confirm deletion.

2. Click to save changes to the access control rule list.
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8.11 Customize Page

Customize Page allows you to create and edit custom pages.

ASUS Control Center

¢ Options > B Customize Page

Adding a blank custom page

1. Click Add to open the custom page editor and create a blank custom page.

@ Options > @ Customize Page

8-44 Chapter 8: Options



2. Fillin the Name and Description fields.

3. Select the Role List option in the Apply page field, then select a role from
the drop down menu to specify which roles should have access to the custom
page (optional).

4.  Tick Enable this page to enable the custom page.

ASUS Control Center 8-45



Editing an existing customized page

Select an existing custom page to open the custom page editor.

0 Options > @ Customize Page

Using an existing custom page as a template

In the custom page editor, select the Page List option in the Create Type field,
then select a custom page from the drop down list to use as a template.

(@ Add, edit, move and resize the block.

B i v o Sy Q5w CIED
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Loading a custom page template

1. Inthe custom page editor, click Template.

2. Select a template, then click Add.

Changing the theme of the custom page

In the custom page editor, click Styling, then select a theme from the drop down
menu.

[ ]

ASUS Control Center 8-47



Changing the size of widgets

Click the enlarge or shrink button in the title bar of the widget.

@ Add, edit, move and resize the block.

[ ey -

Adding a widget using the widget gallery

1. Inthe custom page editor, click Widget Option.

2. Select a widget from the Widget Gallery, then click Add.
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Changing the location of widgets

Drag and drop a widget to the desired location.
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8.12 Sensor Threshold

The Sensor Threshold allows you to centrally configure the threshold values of
all managed devices, providing you with an effortless method of setting threshold
values of all managed devices, instead of having to configure each device’s
threshold values individually.

To access Sensor Threshold, click . in the left menu, then click Sensor
Threshold.

& Options > [#' Sensor Threshold

Adjusting the Disk S.M.A.R.T. status configurations

Adjust the disk S.M.A.R.T. status configurations, then click Save to save and apply
the changes made to all managed devices.

Adjusting the Utilization Threshold configurations

Adjust the threshold at which warnings and critical warnings will be shown, then
click Save to save and apply the changes made to all managed devices.

To adjust the threshold for a single managed device, refer to Utilization under
the Device Information section.
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8.13 Software List

The Software List allows you to view and manage rules of the installed software of
all managed devices. You can use the Search Bar at the top of the page to search
and filter through added software lists in the Software List.

To access Software List, click . in the left menu, then click on Software List in
the Definition block.

ASUS Control Center
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Adding a software list

1. Click on Add.

2. Enter the Name and Description of the software list.
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3. Click on the slide button in the Application Rule block, then click on Add
Rule.

4. You may add a rule from each filter field (Display Name, Publisher,
Version). Please refer to the following on methods of adding each filter field.

¢ Using Conditions (Display Name, Publisher, Version)
a. Select a Field.

b. Select the Operator (Equal, Contain, Not Contain), this will allow
you to set the conditions for the keywords you enter.

¢. Enter keyword(s) or use the Import button to import keywords from
a .csv file.

d. Click on Save once you are finished adding keywords.
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e Using Intelligent Select (Display Name)

Intelligent Select will group softwares with slight differences in software
name, publisher or version. For example the Microsoft Visual Studio
Application Collection will include both Microsoft Visual Studio 2016 and
Microsoft Visual Studio 2019.

% This option is only available for when Display Name is selected as the Field.

Select Display Name as the Field.

b. Select the Operator (Equal, Contain, Not Contain), this will allow
you to set the conditions for the items selected in Intelligent List.

c. Click on the slide button Intelligent Select, then click Add From
Intelligent List.

| —
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d. Check Application Collections to add them to the Intelligent List,
then click on Save. You may also use the search bar to search for
Application Collections.

/ Click on =/ next to the Application Collection name to view all applications
~ included in the Application Collection.
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e. Click on Save when you are finished.

Click on Clear to clear all Application Collections added.

N
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5. (optional) You may also edit or delete an application rule by clicking on the
rule, then following step 4 to edit the rule, or click on Delete to delete the
application rule.
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6.

Repeat step 3 to step 5 to add more Application Rules.

% You may only add one Application Rule per Field (Display Name, Publisher,

7.

Version).

Click on Preview to view the filter results based on the Applications Rules
added.
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/ Adding License Information is optional, if you do not wish to add License
Information, skip steps 8 to 17.

8.  Click on the slide button in the License Information block.

9.  (optional) Click on the Authorization Details slide button to add authorization
details to the License you are about to add.

'\ Toggling this option when there are already items in the Authorized list will
LN clear the Authorized list.

QOpt\ons > Be Software List > Software List Information ©

Name

Description

Application Rule

ol ]
Version Contain (1)
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10. Click on Assign License.

ASUS Control Center

£ Options > Bp Software List > Software List Information (O:]

Nam W

Field Keyword Inteligent Select

Selcted Appicaton Rule List

= —— e T—— Duspats \‘

11. Enter a Description for the License.
12.  Select the License Type.

no other subscription fees.
e Subscription: Softwares that require a periodic subscription fee.

/ *  One Time Purchase: Softwares that are a one time purchase and require
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13. Select if the License is a Server-based Floating License. A floating license
is a licensing approach in which a limited number of licenses for the software
is shared among users, and only allows a user to use the software is a
license is available.

14. Set the amount of licenses available for this software.

15. Set the Due Date for the License if you selected Subscription as the
License Type.

/ This option is only available when Subscription is selected as the License
Type.
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16. Select the Authorization Details from the drop down menu.

/ e This option is only available if Authorization Details was enabled.

& *  The drop down menu consists of existing metadata items. For more
information on adding, editing or deleting metadata, please refer to the
Metadata Management section.

17.  Add keyword tags to the Authorization Details selected to help provide more
information on the Authorization Details item selected. You may also Import
multiple keywords using a .csv file by clicking on Import, selecting the .csv file
you wish to import, and then selecting the field in the .csv file you would like
to import.

% e This option is only available if Authorization Details was enabled.

- e Click on Clear to clear all Application Collections added.

18. Click on Save once you are finished.
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19. (optional) You may also edit or delete a License by clicking on the License,
then follow step 8 to 17 to edit the License, or click on Delete to delete the
application rule.
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20. (optional) Click on the slide button in the Process Management block, then
click Add Rule.

& Options » Bp Software List > Software List Information

21. Enter the Process Name and Hash Value of the process, then click Save.

% To get the hash value of a process, refer to Application Usage Analysis under
the Software Report section of the Report chapter.
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22. Click on Add once you have finished editing the software list.

Your newly added software list should appear in the main Software List
screen. For more information on applying the software list, please refer to the
Trust Software Asset or Focus Software Asset sections.
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Editing a software list

1. Click on the software list you would like to edit from the Software List.

2. You can edit the items in the Information, Application Rule and License
Information blocks. For more information on the items in these blocks please
refer to the Adding a software list section.

% You can see the date and time of the last time this software list was updated in
the top right corner.
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3. Click on Save once you are finished editing the software list.

Deleting a software list

1. Click on the software list you would like to delete from the Software List.
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2.  Click on Delete to delete the software list.
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Chapter 9

This chapter describes the license
settings.




9-2

9.1 License Information

The License page displays license information, the number of licensed devices,
the total number of licenses, and a time distribution graph of licensed devices.You
can also upgrade from ASUS Control Center Classic or CSM edition to Enterprise
edition. For more information on license keys, refer to https://asuscontrolcenter.
asus.com.

To access License, click . in the left menu.

% The upper number in the Devices block displays the number of activated
devices and the bottom number displays the number of activated licenses.

ASUS Control Center

P License

One Time Purchase licenses

For One Time Purchase licenses, the License Information list shows active and
inactive licenses, and the activation date and technical support period for each
license.

Subscription licenses

For Subscription licenses, the License Information list shows active and inactive
licenses, and the activation date and expiry date for each license.

Activating a License key

Click next to an unused license key to activate a license.
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Importing a License key

If you are using ASUS Control Center (Classic) or the CSM edition, and have a
license key to upgrade to Enterprise edition, you can follow the steps below to
import your Enterprise edition license key.

/ A working Internet connection is required when verifying the upgrade License
key.

1. Click on Import Key.

ASUS Control Center

PLicense

2. Enteryour license key and click Add Key.

Import License Key

| Add Key

3. After entering the license key, you should be prompted with a message, then
automatically logged out of ASUS Control Center. Please log into ASUS
Control Center again.

4. Navigate to the License screen to see the details of your license displayed.

ASUS Control Center
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Appendix

This appendix includes additional
information on system requirements
and contact information.
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System Requirements
Hardware Host Server Requirements

Virtual machine hypervisors

Virtual machine resources
(3000 clients capability)

Virtual machine resources
(1000 clients capability)

Virtual machine resources
(500 clients capability)

Virtual machine resources
(200 clients capability)

Networking

Supported Internet browsers

Oracle VirtualBox 5.1.x
VMware ESXi 5.x

12 cores

128 GB memory

500 GB disk space

VMware

12 cores

64 GB memory

200 GB disk space

VMware

8 cores

32 GB memory

200 GB disk space

Virtual Box, VMware

4 cores

16 GB memory

200 GB disk space

Virtual Box, VMware

HTTP /HTTPS

SMTP

SNMP

Connection among devices

Browsers with HTML5 support
Google Chrome

Firefox

Apple Safari

ASUS ZenUI browser

% We do not recommend using Virtual Box as a hypervisor for client capabilites

above 500 clients.
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Managed Clients Requirements

Windows 7

Windows 10

Windows 11

Windows Server 2008 R2 SP1
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022
RedHat 7.0~/8.0~/9.0~
CentOS 7.0~/8.0~

SUSE 12 SP3~/15~
Ubuntu 16.04~

Debian 9~

Rocky Linux 8.0~/9.0~
Scientific Linux 6.0~/7.0~

Windows
.NET Framework 4.8
Linux

sysstat, smartmontools, ethtool, curl, ipmitool,
Requirement on Client Systems OpenlPMI-libs, OpenlPMI-tools, pciutils, net-tools,
ssh

RHEL 6.0~8.5, CentOS 8~ (libnsl package
installation required)

SLES 15~ (insserv-compat installation required)

Supported client 0S

ASUS Control Center
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A4

Service and Support

Visit our multi-language website at https://www.asus.com/support.
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