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Uﬁi PykoBoacTso nosb3osarens Gecnposoanoii kaptbi PCE-N15

[YBEIIOMJIGHI/ISI }

Federal Communications Commission

This device complies with FCC Rules Part 15. Operation is subject to the
following two conditions:

- This device may not cause harmful interference, and

- This device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a
class B digital device pursuant to part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in
a residential installation. This equipment generates, uses and can radiate
radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that
to which the receiver is connected.

= Consult the dealer or an experienced radio/TV technician for help.

/ ‘ \ WARNING: Any changes or modifications not expressly approved by the
‘ party responsible for compliance could void the user’s authority to operate the
equipment.

Prohibition of Co-location

This device and its antenna(s) must not be co-located or operating in
conjunction with any other antenna or transmitter.

FCC Radiation Exposure Statement

This equipment complies with RFCC radiation exposure limits set forth for an
uncontrolled environment .

This equipment should be installed and operated with minimum 20cm
between the radiator and your body.

Kapra 151 6ecripoBopinoit cett ASUS
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CE Mark Warning

This is a Class B product, in a domestic environment, this product may
cause radio interference, in which case the user may be required to take
adequate measures.

Operation Channels: Ch1~11 for N. America, Ch1~14 Japan, Chl~ 13 Europe
(ETSI)

DGT Warning Statement

Article 12

Without permission, any company, firm or user shall not alter the frequency,
increase the power, or change the characteristics and functions of the
original design of the certified lower power frequency electric machinery.

Article 14

The application of low power frequency electric machineries shall not affect
the navigation safety nor interfere a legal communication, if an interference
is found, the service will be suspended until improvement is made and the
interference no longer exists.
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IC Warning Statement

Under Industry Canada regulations, this radio transmitter may only operate
using an antenna of a type and maximum (or lesser) gain approved for
the transmitter by Industry Canada. To reduce potential radio interference
to other users, the antenna type and its gain should be so chosen that
the equivalent isotropically radiated power (e.i.r.p.) is not more than that
necessary for successful communication.

This radio transmitter(IC: 3568A-PCEN15) has been approved by Industry
Canada to operate with the antenna types listed below with the maximum
permissible gain and required antenna impedance for each antenna type
indicated. Antenna types not included in this list, having a gain greater than
the maximum gain indicated for that type, are strictly prohibited for use with
this device.

Kapra st 6ecripoBopioit cett ASUS



Uﬁi PykoBoacTso nosb3osarens Gecnposoanoii kaptbi PCE-N15

Ant. Antenna Type Connector Gain (dBi) Remark
A | Dipole Antenna | Reversed-SMA 5.00 TX/RX
B | Dipole Antenna | Reversed-SMA 3.00 X/ RX
C | Dipole Antenna | Reversed-SMA 3.00 X/ RX
D | Dipole Antenna | Reversed-SMA 2.00 TX/RX
E | Dipole Antenna | Reversed-SMA 2.00 X/ RX

This Class [B] digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe [B] est conforme & la norme NMB-003
du Canada.

For product available in the USA/Canada market, only channel 1~11 can
be operated. Selection of other channels is not possible.

IC Radiation Exposure Statement:

This equipment complies with IC RSS-102 radiation exposure limits set forth
for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20cm between the radiator & your body.

Operation is subject to the following two conditions: (1) this device may
not cause interference, and (2) this device must accept any interference,
including interference that may cause undesired operation of the device.

ASUS Recycling/Takeback Services

ASUS recycling and takeback programs come from our commitment to the
highest standards for protecting our environment. We believe in providing
solutions for you to be able to responsibly recycle our products, batteries, other
components as well as the packaging materials. Please go to http://csr.asus.
com/english/Takeback.htm for the detailed recycling information in different
regions.

REACH

Complying with the REACH (Registration, Evaluation, Authorisation, and
Restriction of Chemicals) regulatory framework, we published the chemical
substances in our products at ASUS REACH website at http://csr.asus.com/
english/REACH.htm.

Kapra 151 6ecripoBopinoit cett ASUS
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EC Declaration of Conformity

e

Iengrinyg Iesebion = Paniniem Pisaiien

We, the undersigned,

Manufacturer: ASUSTek COMPUTER INC.
Address, City: No. 150, LI-TE RD., PEITOU, TAIPEI 112, TAIWAN R.O.C.
Country: TAIWAN

Authorized representative in Europe:

ASUS COMPUTER GmbH

Address, City:

HARKORT STR. 21-23, 40880 RATINGEN

Country:

GERMANY

declare the following apparatus:

Product name :

ASUS 300Mbps 802.11b/g/n Wireless PCI-E card

Model name :

PCE-N15

conform with the essential requirements of the following directives:

[12004/108/EC-EMC Directive

[ EN 55022:2006+A1:2007
[J EN 61000-3-2:2006
[0 EN 55013:2001+A1:2003+A2:2006

[ EN 55024:1998+A1:2001+A2:2003
[J EN 61000-3-3:2008
[0 EN 55020:2007

X11999/5/EC-R &TTE Directive

[XI EN 300 328 VV1.7.1(2006-05)
[J EN 300 440-1 V1.4.1(2008-05)
[ EN 300 440-2 VV1.2.1(2008-03)
[J EN 301 511 9.0.2(2003-03)
[J EN 301 908-1V3.2.1(2007-05)
[J EN 301 908-2 V3.2.1(2007-05)
[J EN 301 893 V1.4.1(2005-03)
[J EN 302 544-2 V1.1.1(2009-01)
X EN 62311:(2008-11)

[J EN 50371:2002

[ EN 50385:2002

[X] EN 301 489-1V1.8.1(2008-04)
[0 EN 301 489-3 V1.4.1(2002-08)
[J EN 301 489-4 VV1.3.1(2002-08)
[J EN 301 489-7 V1.3.1(2005-11)
[J EN 301 489-9 V1.4.1(2007-11)
X EN 301 489-17 V2.1.1(2009-05)
[J EN 301 489-24 V1.4.1(2007-09)
[0 EN 302 326-2 \V1.2.2(2007-06)
[J EN 302 326-3 VV1.3.1(2007-09)
[J EN 301 357-2 VV1.3.1(2006-05)
[ EN 302 623 V1.1.1(2009-01)

[J2006/95/EC-LVD Directive

[0 EN 60950-1:2006
[0 EN 60950-1:2006+A11:2009

[J EN 60065:2002+A1:2006+A11:2008

[12009/125/EC-ErP Directive

Regulation (EC) No. 1275/2008
[J EN 62301:2005

Regulation (EC) No. 642/2009
[0 EN 62301:2005

Regulation (EC) No. 278/2009
[J EN 62301:2005

Ver. 110101

XICE marking

Declaration Date: Mar. 30, 2011

Year to begin affixing CE marking:2011

(EC conformitv markina)

Position: CEO
Name: Jerry Shen

Signature :

Kapra anst 6ecripoBojinoit cett ASUS
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IIpousBopuTes: ASUSTeK Computer Inc.
Tem: +886-2-2894-3447
Anpec: No. 150, LI-DE RD., PEITOU, TAIPEI
112, TATWAN
IOdmunaﬂbHuﬁ ASUS Computer GmbH
npepcrasuters B Espone: |\ . {ARKORT STR. 21-23, D-40880
RATINGEN, DEUTSCHLAND
IOcpnunanbnuﬁ BOGAZICI BIL GISAYAR SAN. VE TIC. A.S.
mpeactagute B Typun: e 1902123311000

Anpec:  AYAZAGA MAH. KEMERBURGAZ
CAD. NO.10 AYAZAGA/ISTANBUL

CIZGlI Elektronik San. Tic. Ltd. Sti.

Ten: +90 212 3567070

Appec:  CEMAL SURURI CD. HALIM MERIC IS
MERKEZI

No: 15/C D:5-6 34394 MECIDIYEKOY/
ISTANBUL
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PykosoncTBo nonb3osarens GecnposoHoi kaptel PCE-N15

[1. Beepgenne }

1.1 KoMmieKkT nocTaBKu

B kommiext nocrasku PCE-N15 Bxopur crepyromiee:.
» Kapra st 6ecriposojiroit cett PCE-N15 x1  »  Buenssist qumodbHast anterHa x 1
»  Kparkoe pykoBojicTBO »  Kowmmnakr-yuck x1

*  HuskonpocduibHbIit KpoHmTeiH X1  TapanTuiinbli Tanou x1

/ NPUMEYAHUE: Eciin kakue-nm60 3MeMEHTbI KOMIUIEKTA OCTaBKKM OTCYTCTBYIOT MU
- TNOBPEK/IeHbI, 00PATUTECh K MPOJABLLY.

1.2  Cucremubie TpeOGOBaAHUS

Tepen ucnonb3oBannem PCE-N15 nposepbTe, uto Batua crictema COOTBETCTBYET CIE/YOLIMM
TpeOOBaHUSIM:

*  Windows Vista/XP/7 Cranpaprasii PCI-E cior

*  512MB O3Y um Gosbiie o Ontuyeckuii npuBop

1.3  Annaparsoe ofecneyenne

Nupukarop

Link Bka Bri yenenHo co3jianm nojikiiroyeHne K 6ecpoBOJHON CETH.
Otk Kapta oTkimoueHa.

Tx/Rx Muraer Iepepaya JaHHBIX.
Bka WPS ¢yHKIMs BKIIOYEHA.
OTx11 Her akTiBHOCTI B GECIDOBOAHON CETH,

Annaparnas kaonka WPS (toanko pyis OC Windows)

Haxwure 1 yjepxuBaiite anmapathyto knonky WPS okono 3 cekyj nm Beibepute “Use
the WPS button“ B mactepe WPS, a 3aTeM HaX)MUTE anmapaTHyr KHOMKY /TS MOAKIOUEHNS
K BecnpoBOJIHOIA CeTH.

Buemmnss JUIOJIbHAA aHTEHHA

B kommiekre PCE-N15 nmocraBisietcss BHEIIHsIsS TUIOJNbHASL aHTEHHA. PexoMeHjyeTcst
UCTIONTB30BATh AHTECHHY JIJISl YBEIITUCHHS Paiyca IeCTBUS U KAYEeCTBA CHTHANA.

Kapra st 6ecripoBopioit cett ASUS
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[2. ¥YcranoBka fpaiiBepa u yruut PCE-N15 }

R BAXKHO: Ycranosute kapry ASUS PCE-N15 nepeji ycTaHOBKOII IpaifBepoB 1 YTHIUT
C KOMITaKT-IficKa.

JInst ycTaHOBKY JipaiiBepa U YTUIUT BBIIOJHUTE CIIEMyHOLLee:

1. BcraBbTe mocTaBisieMblil B KOMIUIEKTE KOMIAKT-ANCK B OonTudeckuit mpusoj. Ecin
ABTO3AIMyCK BKIOYEH Ha BareM KoMnbroTepe, MOSBUTCS MEHIO.

MPUMEYAHME: Eciu aBro3anyck He BkmoyeH, 3anycture SETUP.EXE, naxopsumiics
B KOPHEBOII UPEKTOPHH KOMIAKT-THCKA.

2. Ha skpate Autorun BeiGepuTe S3bIK 1 3. Tosurcs sxkpau InstallShield Wizard.
naxwmure Install Utilities/Driver. Haxxmure [lasnee s npofomKeHust.

A W T A e e § e

ks = il AT

4. Haxwmure Install qns Havana ycranosku. 5. Beibepure Yes, I want to restart my
computer now. Haxwure Finish pns
3aBepLUEHNS YCTAHOBKN.

T
| T

BT e | e g i e o e

P B ot PR e 0

6. Tlocne nepesarpy3kum KoMmmnbloTepa

[—yr—y
Bbi6epute Use ASUS WLAN utilities fs e
paspelleHnst yTUIUTE YIpaBJIsTh KapTou. I"::_“"“"‘“"‘"
Haxwmure OK. et

X e

Kapra s 6ecripoBopinoit cett ASUS



PykoBonctBo nonb3oBarens Gecnipoonoi Kaptel PCE-N15

[3. Koundurypamst PCE-N1S ¢ nomomsio ASUS yTI/I.III/ITbI}

3.1 IMoakaroyenue K 6ecrpoOBOIHON CETH BPYYHVIO

s nopkmouennst PCE-N15 k cranuum (peskxum Ad Hoc) Bpyunyto:

1. HaxwmuTe npasoii kHonkoil nkonky 2. Takxke Bbl Moxere HaxaTh Status >
YTUIUTHI, PACMONOXKEHHYI0 B manean  Search s novicka GecipoBOJHbIX CeTeil.
3ay1ay, 3aTeM BoidepuTe Wireless Setting. BriGepute GecnipoBOJIHYO CETh 1 HASKMUTE

Connect.

2 Wireless Setting

& Active Configuration . +
& g .
& v

T about Comrol Center

X Exit

3. Ecim Ha AP unm cTaHumM ycTaHOBIEHA Hacrpoiika 3aBepuena. Ha ctpanune

6€30MacHOCTh, YCTAHOBUTE TAaKUE Xe Status otoGpaxkaercs MHbOpMANKs,
napametpsl Ha Bameit xapre. Haxxmure HAaNpuUMep COCTOSHNE COeAMHEeHHUs,
Save. CKOPOCTD TMepefjatil JAHHBIX 1 T.IL.

Kapra st 6ecripoBopoit cett ASUS
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3.2 Tlogkaroyenue K 0ecIpoOBOTHON ceTH ¢ momousi WPS

ASUS PCE-N15 nopmepskuBaer dyukuuio WPS, koropasi nomoraer Bam ycTaHoBUTDH
6ECIPOBOJIHYIO CETb.

R BAXKHO: Yo6emurech, uto AP mmi cranuus noiepxkusator WPS dyHkumio.

Jnst mopkimouennst PCE-N15 k WPS-comecTimoit AP nim cTaHIym ¢ MOMOIIBIO KHOKK
WPS:

1. Haxwure srnanky WPS. 2. Bui6epute Use the WPS button u
HaxkmuTe Next.

3. Haxwmnre knonky WPS wa AP wmu 4. Haxwmure Finish. Ha unmocrpannn
CTaHIUM IS yCTAHOBKM OECTPOBOJIHOTO T0Ka3aHo, 4To Bara kapra mojikiroueHa
coemuennst. Ha mmmocTparym nokasaxo, K CeTH.
yto WPS nier cetb.

Kapra s 6ecripoBopinoit cett ASUS



PykoBonctBo nonb3oBarens Gecnipoonoi Kaptel PCE-N15 Lﬁ

Tna nopkmouenns PCE-N15 k WPS-cosmectumoii AP wimn cranuym ¢ nomorsio PIN
Kojia:

1. Bui6epute Use PIN code. 2. Bsemure BocsMum3HauHbl1 PIN-KO1 B BeO-
uHTepeiic poyrepa 1 Haxmute Next.

3. Haxwmure Finish. Ha nnmoctpanun
T0Ka3aHo, 4TO Baiua Kapra nojkioueHa
K CeTH.

Kapra st 6ecnipoBopiHoit cett ASUS
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Uﬁi PykoBopcTso nosb3osarens Gecnposoanoii kaptbi PCE-N15

3.3 Pexum nporpammuon Touku pocryna (Windows XP/Vista/7)

ASUS PCE-N15 WLAN kapra nojyiep>kuBaeT pexiM MporpaMMHOI TOUKH 10CTyMa. B aTom
pexxume WLAN kapra jieficTByeT Kak BUPTyallbHasi TOUKA 0CTYIA.

R BAXKHO: Ilepey; koHurypauyeii peskuma mporpaMMHOIl TOUKHM JI0CTYTA MOAKIOYUTE
KOMIILIOTEp K NIPOBOJIHOI CETH, PEJIOCTABUB 10CTYI Baimm 6ecripoBOJHbIM KIMEHTaM.

JInst nepexntoueHns B pexxuM porpamMMHoit
TOYKH JIOCTYTa:

1. Haxkmurre AP fiyist nepekmodeHns B pexkiuM
Soft AP.

2. Haxwmure General 3arem naxmure ICS
ni1st Bkyodennst ICS. B ta6imue General
MOKa3aHbl 6ECNPOBOJIHbIE KJIUEHTHI,
TMOJIKJTFOYEHHBIE K MPOrPAMMHON TOYKE
JocTyma.

3. BoiGepure ceTh (CTAHIMIO) W3 CITHCKA 1
Haxkmute Apply.

Ha pucynke cnpasa mokasaHa Bama
WLAN kapTa B pexume NporpamMMHoit
TOYKHU JIOCTYTIA.

o MkoHka yTUIUTbI GecnpOBOAHOMN

"
KapTbl B MMaHEJIM 3a/1a4 U3MCHUTCs Ha
UKOHKY YTWINTBI 6CCHPOBOHHOﬁ TOYKHN

focTyma .

Kapra s 6ecripoBopinoit cett ASUS



PykosoncTBo nonb3osares GecnposoHoi kaptel PCE-N15

B pesxuMe mporpaMMHOI TOUKHM I0CTYNA € MOMOLIBIO (DYHKIMK YPABJIEHUS JOCTYNOM Bbl
MOKETe 3anpeTuTh OeCrpoBOAHBIM KiMeHTam mofkmouarbes K WLAN kapre. Haxmure

Configuration > Edit Config > ACL.

s oTkmoyennst (yHKIMM yrnpaBineHus joctynoM, Beibepute Disable B cricke Access
Control Policy.

Jlnst pasperenust 6eCIpOBOJHOMY KITNEHTY
nopkmounThes K WLAN xapre:

1. BoiGepure Accept u3 cmucka Access
Control Policy

2. Bsemure MAC apnpec B mone Access
Control List.

3. Haxwmure Add.

K WLAN kapre MOTYT MOAKJIIOYUTHCS
TOJIBKO KJIMEHTBI 13 '6enoro’ crmeka.

st 3anpelueHyst 6ecrpoBOAHOMY KiMeHTy nopkitounTscst K WLAN kapre:
1. Boibepure Reject u3 crimcka Access Control Policy.

2. Beemure MAC anipec B mone Access Control List.

3. Haxmure Add MAC.

BecnpoBojiHbIe KITMEHTBI 13 'UepHOro' CMMCKa He cMOTyT nofikirounThesi K WLAN Kapre.

Kapra st 6ecripoBopoit cett ASUS
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{4. Wndopmauus o nporpaMmMHoM odecniedeHUN }

4.1 ASUS WLAN Control Center

Uenrp ynpasnennsi ASUS WLAN srirouaer ASUS WLAN Card Setting Utility (pesxim
cranuyn) u ASUS Wireless Access Point Utility (peskium mporpaMMHOi TOYKM IOCTYMA) TS
ynpasnennss WLAN kaproii.

4.2  Yruamra ASUS WLAN Card Setting

Yrumira ASUS WLAN Card Setting npefoctaBnsieT Bam unTepdefic s ycTaHOBKY
GecnpoBOJHOTO CoejliHeHus. B aTom pasfiesie jaeTcsi 00bSCHEHUe KHOMOK, ToMeil 1 Onwil
KOH(Urypauun uHTepdeiica noap3oBaTens.

Inst 3anmycka yrunmrsl Haxkmute [lyck >Iporpammsl > ASUS Wireless LAN Card

Wxonka B manem 3a/1a4 U3MEHUTCA KaK MOKa3aHO Ha PUCYHKE. I D

Nkonka ASUS WLAN Card Setting B nanenu 3agayu

lenkuute mpaBoit Kuonkoit uKOHKY ASUS WLAN Card Setting B
TIAHeJH 337124 V1S OTOOPaXKEHNMSI CIEYIOLIMX OMUHIL:

B Aotes Confentien

+ Wireless Settings - 3anyck yrunutst ASUS WLAN Card
Setting.

+ Activate Configuration - AxtuBamus npemycTaHOBICHHOTO
npocuis.

 Help - 3anyck daitna momomm.

«  WPS - Banyck macrepa WPS.

+ About Control Center - OTo6paskeHre Bepcun EHTPa YIpaBIIeHIsL.

+ Exit Control Center - 3akpbITie LIEHTpa yIpaBJIeHus.

Kapra s 6ecripoBopinoit cett ASUS
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llenkuure neBoit KHonmkoi MKOHKY ASUS WLAN Card Setting B manenu 3amay aiist
OTOOPAXKEHHS CIIS/YFOLLMX OTLIHI:

»  Wireless Radio On - Bkmoyaer GecripoBojiHyI0 CBSI3b. - Wirelers Racko om

*  Wireless Radio Off - OTkmouaer 6ecripoBojiHyIo CBSI3b. Wittt P

Seanch & Connact
» Search & Connect - [Toka3biBaeT GecpOBOAHbIE CETH.

JIBaxx/b! HaxkmuTe NKOHKY Anst 3amycka yTuiutbl ASUS WLAN Card Setting.

Surey - OToGpaxaeTcsi COCTOSHIE COEIMHEHHST

SSID - [Toka3biBaeT 1Mst GeCIPOBOJHON CeTH, K KoTopoit nopkmoyaetcss WLAN kapra.

MAC Address - IToxasbBaer anmapathblit anpec WLAN kaptel. MAC anpec siBnsiercst
YHUKAIIbHBIM MICHTU(UKATOPOM /ISt CETEBBIX YCTPOHCTB. OH COCTOMT U3 LIECTH TPYIII 10
JIBe LIeCTHaUATEPIHbIX Wpbl B Kaxkyoit (0 - 9 u A - F), pasneneHHbIX IBOCTOUHMSMIA,
nanpumep, 00:E0:18:F0:05:CO0.

Channel - OroGpaskaeT uCnomb3yeMblil pajioKaHal.

Current Data Rate (Tekymasi ckopocTs nmepefaun gaHHbIx) - [lokasbiBaeT TeKyIIyo
CKOPOCTB COEIMHEHNsT B MeraduTax B cekyHy (Mbps).

Tun cetu - OtoGpaxaeT TN GecnpoBOHON ceTH, Hanpumep infrastructure.
Security - Oto6paxaer 1mpoBanne 6ecpoBOAHOI CETH.

Search- Oro6paxaet GecpoOBOJHbIE CETH, K KOTOPHIM MOXKHO TIOAKTIOUUTHCSL.

Kapra st 6ecripoBopoit cett ASUS
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Config - crpannmna Basic

Tun cetn

Infrastructure - BoiGepure 3ToT pexuM st
nopkrouenus Kk AP.

Ad Hoc - BpiGepure 3TOT pexum ans
nofikmoveHns K apyroit cranuuu. Cerb 'Ad
Hoc', o6b1uHO, hopmupyeTcs GbicTpee U
nerde 6e3 TpejiBapUTEbLHOTO TTAHNPOBAHMSL.
Hanpumep, coBMECTHOE MCTIOIL30BAHME 3aMUCEi TPU BCTPEYE.

Action mode name & Network Name (SSID) - Beepre unmn BoiGepure u3 cricka SSID jist
AP unm cranuun, K kotopoit Bur xoture nopikimountsest. SSID omken copiepskath nevaraemble
CHMBOJIbI M NIMETh He Gosiee 32-X cnMBoJIoB, Hanpumep “ Wireless”.

NPUMEYAHME: Ocrasbre nose SSID mycTbiM, eciiv XoTUTe paspeluntsh Barieit
CTAHIWH NOJIKITI0YAThCS K J1I000it Touke goctyna. Ho Bbl He MokeTe HCMONMBb30BaTh 3T0
B pexkume Ad Hoc.

Channel - Buibepure pagnokanan st Baweit WLAN xaprel. B cetn 'infrastructure’, Bama
WLAN KapTa aBTOMAaTHUeCKH BbIOEPET HyXKHbII KaHaJ JIIIs COEIMHEHHSI C TOUYKOM JI0CTYMa,
9TOT MapameTp JIOKeH ObITh YCTaHOBNEH B 'Auto’ 1 He MOXeT ObITh M3MeHeH. B cetn "Ad
Hoc", Bl MoxkeTe pernnTh Kakoil KaHa ucnosib3oBaTh A1t WLAN kaptel. Bce WLAN kapThl
C OJINHAKOBO YCTAHOBJIEHHBIM KaHAJIOM MOTYT CBSI3bIBaThCS APYT ¢ Apyrom B cetn Ad-Hoc.

JloCTYNMHOCTL PajMOKAHATIOB MOXKET OT/IMYATHCS B 3aBUCHMOCTH OT Baimeit ctpasbl. [list
CIIA (FCC) u Kanagsr (IC), nogrepxkusarorcst kanansl 1 - 11. T Espomsr (ETSI),
nofepskuBarotcst Kanambl 1 - 13. Most Snornu (MKK), momepskusatorcst Kanansi 1 - 14.

Data Rate - Auto: WLAN kapra ycTaHOBUT HanGosiee MOAX OISy 0 CKOPOCTb.

Hdpyroe
Encryption - 3amyck cTpanuiib mmicpoBaHus.

Advanced - 3anyck cTpaHuLbI IOTIONHATENBHBIX HACTPOEK. B GosblumMHCTBE ciyvaes,
3HAYEHUS] IO YMOJTYAHHIO U3MEHSITh HE HYXKHO.

Troubleshooting - [TokasbiBaeT BO3MOKHBIE PELIEHYS ITPH MOSIBICHAN HENCTIPABHOCTEN.

Kapra 151 6ecripoBopinoit cett ASUS
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Config - crpanuua Encryption

Ha 37011 cTpanuie MOKHO HACTPANBATh IAPAMETPbI
wudpoBanus. B uensax koHpuaeHunanbHOCTH
nepenaBaeMbIx JaHHbIX, B IEEE 802.11 onpenienen
anmroputm WEP (ceKpeTHOCTD Ha ypOBHE POBOJTHOI
ceti). WEP ucriosnb3yeT KiTiouu jyist cpOBaHust
1 pacludpoBKY MakeToB ¢ AaHHbIMU. [Ipouecc
1IMPOBAHUS MOKET CMELIMBATL OUTbI NAKETOB
JUIsL 3aWUThl OT nocTopoHHUX. WPA yiydmaer
6e30MacHOCTb CUCTeMbI, LUpys nepefaBaeMble
nanubie. WPA pazpaboran st KomneHcaiuu ciabbix Mect npotokona WEP.

Network Authentication - ¥ cranoska ayrentndukanyu Bameit WLAN kapTbl. [locTynHbI
CTIE/IYIOLLHE OTILIMM:

Open - Y cTaHaBIMBAET J151 CETH OTKPBITHII PEKIM, KOTOPBIiT OTKITFOYAET ay TeHTU(HKALIMIO
JUTS CETH.

Shared - YcranaBmmBaeT 151 CeTH pesknM OOIIEro Kmova, KOTopblil ucrnos3yer WEP
1M poBaHue.

WPA-PSK/WPA2-PSK - B peskumve Infrastructure st njieHTHUKALIN HCTIONB3YeTCS
WPA Pre-Shared/WPA2 Pre-Shared kiou.

WPA/WPA2 - Bkmouaer pexum ayrenrudukauun IEEE 802.1x. DTot pexum
ucnonb3yercss coBMecTHo ¢ RADIUS (cayk6a upeHTH(DUKALNE yIaTeHHBIX
nosib3oBaresieit). B RADIUS - okpyskeHun NOJIEPKUBAKOTCS PA3JIMuHbIe IPOTOKOJIbI
ayrenrudukauun, Bkiodast PEAP, TLS/Smart Card, TTLS u LEAP.

Data Encryption - B pexxumax Open n Shared onym: Disabled n WEP.
Disabled - OrximounTts mmdposanue s Bameit WLAN kapTol.

WEP - lllucpyer Bawm nanuble nepen nepenayeit B apup. Bel MoxkeTe npuMeHnTb €ro K
0eCIpOBOJIHBIM YCTPONCTBAM, KOTOPbIE UCTIONL3YIOT ofinHakoBble WEP kitoun.

B pesxnmax WPA-PSK/WPA2-PSK n WPA/WPA?2 ommym Temporal Key Integrity Protocol
(TKIP) n Advanced Encryption Standard (AES).

TKIP - [luHamuyecku reHeprpyeT YHUKATbHbIE KIIOUH /A7l L(hPOBAHKS IAKETOB.

AES - OGecneunBaeT nyuinyro 3aluTy ¥ CYLIECTBEHHO YBEIMUMBAET CIOXKHOCTD
unappoBanust. 1o TexHosorus 6i0uHoro(128 6ut) cumMeTpUYHOrO MN(POBAHNS,
KOTOpasi pab0TaeT OHOBPEMEHHO Hd MHOTHX CETEBbIX YPOBHSIX.
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Wireless Network Key (WEP) - Ota ommst foctynsa Tonbko, ecim Bor Beiopamn WEP
B 10JIe 1MppoBanus aHHbIX. 64-6urHbii WEP kimou ucnonssyer 5 ASCII cumsosnos (10
ecTHaIaTepuaHbIX ugp). 128-6urwbit WEP kirou nenonssyer 13 ASCII cumBornos (26
IIECTHAUIATEPAYHBIX D).

Key Format - [To3sosnsier Bam BbiGpaTh chopmar kioya.

Manual Assignment (WPA and WPA2)- Ilo3gosser nasnauuts WEP kmoun
BPYUHYIO.

Key Length - TTozgomsier Boidpats iymny Kimoua. [pu mmdposanmi 64 6UT, KasIblil KIod
copepxkut 10 mectHaguarepuunbix udp w5 ASCII cumBosnios. [Tpu mmpposari 128
6uT, KaXK/IbIil KITF0Y cofiepuT 26 mectHaauarepnunbix mudp win 13 ASCII cumBosios.

Select one as your Default Key - [To3sonsier Bam Bbi6pats ofiH 13 uetsipex WEP kimroueit
KaK KJIIOU 10 YMOITYAHHIO.

Config - crpannua Advanced

Ha sToit cTpaHuue MOXHO YCTaHOBHUTb
JIONIONHUTEIbHBIE MApaMeTpbl 7Sl 6eCIPOBOAHOI
KapTbl. Mbl peKOMeHfyeM M BCeX MyHKTOB
JICTIONTB30BATh 3HAUEHNS [0 YMOTYAHMIO.

RTS Threshold (0-2347) - T'otoBHOCTH K
OTIPABKE/TOTOBHOCTD K TIPHUEMY, UCTOIb3YeTCs
JUTsl YMEHBIUEHNS] KOIUTH3MIT Cpefi OeCPOBOIHBIX
cranumil. Korpa akrusupoana ¢yukuus RTS/
CTS, poyTep BO3iepKMBAETCsI OT OTNPABKY (ppefiMa IaHHBIX, OKA He BBIOIHUTCS OTBETHAsI
RTS/CTS. Axrusupyitre dyskpo RTS/CTS myTem HacTpoiiku ONpefieieHHOro mopora
pasmepa nakera. PeKOMeHJIyeTCst yCTaHOBUTD 3HAYEHHE 10 yMourdaniio (2347).

Fragmentation Threshold (256-2346) - ®parmenTatyst uCoNb3YeTCS 7S pasfielIeHus
naketoB 802.11 Ha MeHblIIe mopyy ((pparMenTs! ), KOTOPbIE OTIPABISIFOTCS 0 HA3HAYEHITIO
OTAeNbHO. AKTHBHpYiITE (hparMEeHTAlUI0 MyTeM HACTPONKM OMPEfieeHHOr0 Mopora
paszmepa nakera. Ecnmu na WLAN HaGumofiaeTcsi Upe3amMepHoe KOJMUYECTBO CTONKHOBEHMIA,
TMO3KCTIEPUMEHTHPYITE C PA3TUUHBIMI 3HAUYEHHSMU (pparMeHTanuu, YTo0bl yBEIUINTh
HaJIeXKHOCTD Mepefiaty nakeToB. 1715 0GbIMHOrO HCTOIb30BAHNS PEKOMEH/YeTCsT HICTIONB30BaTh
3HaueHue 1o ymosuaruio (2346).

Preamble Mode - BriGepute npeam0yity. 3HaueHye no yMoayaHuto Auto.
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5. Kondurypauuss PCE-N1S ¢ nomompio ciyKobl
Windows® WZC

st nopkimouennst PCE-N15 k 6ecripoBofiHoit cety, ucnodb3yst ciyxk0y Windows® WZC:

1. Haxkwmmure neBoit KHonkoit nKOHKY ASUS
WLAN Control Center B manenu 3ajjau,
3atem Boibepute Exit. ASUS WLAN
Control Center 6y/ieT BbIKJIFOUEH.

e ——
B Actrew Confapuentien. ®

Jlns ero ucnonb3oBanus Haxkmure Windows
Wireless.

Kapra st 6ecripoBopoit cett ASUS
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{6. YcrpaHeHne HeMCIPaBHOCTEN }

B sToMm pasjiene npejicTaBiIeHbl MHCTPYKIMK IS PELIEHNs] HEKOTOPBIX Hanbonee JacTo
BCTpEYAIOIMXCsl 06X Npo0ieM, KOTOPble MOTYT BO3HUKHYTBH NMPH YCTaHOBKE WIN
rcnosb3oBanmn Kaptbl ASUS PCE-N15. TIpi BO3HUKHOBEHUH 3aTPY/IHEHHIT, HE OMMCAHHBIX
B pasjiernte, 00pamanTech B CIIy>K0y TEXHITYECKOI MOJIeP3KKIL.

Kak nposeputs npaBuisHocTh yeranoBkn WLAN kapTbi?

1

5.

B mento Ilyck wmenkuure npaBoit kHomkoil Ha KommbloTep, 3aTem BhiGepute
CaoiicTBa.

Bri6epure Bkianky OGopynoBanme, 3atem HakmuTe Jlucnerdep yCTponcTB.
JIBaxkyipl HaxkmuTe CeTeBble afianTepsl.

Taxnp! weskuute o Ralink Turbo Wireless LAN Card. ITosisurcs okno Ralink Turbo
Wireless LAN Card Properties.

ITposepsTe CocTosinue ycTpoiicTsa n yoeaurech, uto WLAN kapra paboraer.

Most WLAN kapra He MOXKeT NOJKJIIYUTHCS K TOYKE T0CTYNa.

Yo6enurech, uto Tun cetn ycranosnen B peskum Infrastructure.

Y6emurecs, uro SSID Bameit WLAN xapTb! Takoit ske kak y WLAN KapTbl, K KOTOPOIt
BbI noikmovaeTecs.

Y6emurecn, uto lllngposanue Baweit WLAN kapThl coBnajaeT ¢ mihpoBaHUeM TOYKH
JI0CTYIA, K KOTOPOil Bbl NOAKII0OYaETECD.

Most WLAN kapra He MoKeT Noakai0uuThes K ctanuu uiu WLAN kapre.

Y6emureck, uro Tum cetu ycranosinen B pexxum Ad Hoc.

Yo6enurecn, uto SSID Bameit WLAN kapTb! Takoii ke Kak y ctanuuu umi WLAN kapTsi,
K KOTOpo#i Bbl nopikimouaerech.

Yoenurech, uro Kanan Baweit WLAN xaprbl ouHakoBblit co craHuuern nmm WLAN
KapToii, K KoTopoii Bbl nojikioyaerecs.

Y6emurecs, uro lllngposanue Barmeit WLAN kapThi coBnajiaeT ¢ mmgpoBaHUeM CTAHLH,
K KOTOpo#i Bbl nopikimouaerech.

IInoxoe KauecTBO COEMHEHUS U CIA0BIA CUTHAIL

He ycraHaBnuBaiite yCTpOACTBO PSIOM C MUKPOBOJIHOBBIMU MEYaMU M MACCHBHBIMU
meTtasmyeckumu npeametamu. Hactpoitte antenny WLAN kapTbl.
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+  YMeHbIIMTE PACCTOSHAE MEXKIY YCTPOMCTBOM M TOYKOH JOCTYNA MM CTaHImei (M
JIPYTHM aJlanTepoM GECTIPOBOJTHON CETH).

Iporokoa TCP/IP ne Bugutr WLAN kapty.

T0 MOXET ObITh BbI3BAHO TEM, YTO HA KOMIIBIOTEPE Y3ke uMeeTcst wwecTb coefunennit TCP/IP
B Windows 98 umm pecsitb coeunenuii B Windows Me. DTu orpaHiyenust CBSI3aHbI C THIIOM
ONEPALYOHHON CUCTEMBI.

Peenne: Ecri Ha KOMITBIOTEpE y>Ke YCTaHOBJIGHO MakCHMalbHOE unciio coepuenuit TCP/ IP,
YAQITITE OJIH U3 CETEBbIX aJIaNTepOB 13 KOH(MUTYpPALY CETH TIepefl yCTAHOBKOI ipaliBepa.
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{7. I'noccapui }

Touka goctyna (AP)

CeTeBoe yCTPOIICTBO, MOCIEOBATETBHO COSTMHSIONIEE IPOBOAHYIO 1 GECTPOBOAHYIO CETH.
Touku focTyna, 00bEAMHEHHbIE B PACTIPEICNIEHHYIO CUCTEMY, TIOfIEPKUBAIOT CO3/aHIe
MHOKECTBA COT, JIOMYCKAOLIMX POYMHHT.

Ad Hoc

BecnpoBojiHast ceTh, COCTOSILIAsE MCKIFOUMTEIBHO U3 CTAHLMIA, KOTOPbIE B3AMMOJICICTBYHOT
JPYT ¢ ApyroM (HeT TOYKH JI0CTYIIa).

YcranoBka ckopoctu

Sra onuysi M03BoJIsIeT Bam ycTaHOBUTHL CKOPOCTH Mepefaur JAHHbIX.

Basic Service Area (BSS)

COBOKYMHOCTb CTaHLMI1, YPABISIEMbIX OJIHOI KOOPAMHUPYIOLLEH (DyHKIHEH.

HII/[pOKOl'lOJIOCHaﬂ nepeaavya

Crioco6 nepenavuun JaHHbIX B OI[HOI7I cpene (Haan/IMep, Kaﬁem,) 110 HECKOJIBKMM YaCTOTHO-
Pa3ACJICHHbIM KaHaJlaM.

Kanan

HyTb nepeaayn CUrHajioB MEXKJy NBYyMsl WJIN HECKOJIBKUMU TOUYKaMU.

Kiunenr

Kiuenrom HasbiBaetcst [1K unm HoyTOyK, nopkmtoueHHblii Kk Batueri cetu.
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COFDM (for 802.11a or 802.11g)

B ycnosusix crannapra 802.11a/g, HelocTATOUHO TOIBKO OJIHOI CHITBI CUTHAITA JIJTst OJTICPSKKH
CBs13u Ha paccTosiHu, Kak B 802.11b. B nernsix KoMreHcanum noMeX U yBeTYeHHs JATbHOCTH
CBsI3H, ObLTa pa3padoTaHa HOBAsi TEXHOJIOTHSI MYJTLTHILIIEKCUPOBAHHSI, KOTOPASI OTIIMYACTCS OT
TPaIULMOHHOI, UCTIONL3YEMOI1 CErofiHsl TeXHOJIOrMK. JTa TexHonorust HazbiBaeTcsi COFDM
(coded OFDM). COFDM 65Ut crietyaibHo pa3paboTaH [iist BHY TPEHHETO HCTIONB30BAHNS 1
MPEloCTaBIsIeT OOIIbLLYI0 IPOM3BOAUTENLHOCTD YeM pacnpocTpaHeHHble pewerys. COFDM
pabdoraer pa3dbuBasi ObICTpBIl KaHAN HA HECKOJBKO MEJICHHBIX MOJKAHATIOB, KOTOPBIC
PaboTAIOT NAPAIIEIBHO. KaXK/Iblil BLICOKOCKOPOCTHOH KaHan imputoit 20 MI'u pa3our Ha 52
nopkanana, kaxkpii mmpusoil 300 KI'y, COFDM wucrionb3yet 48 mojikaHaIOB J1ist JAHHBIX, &
yeTbIpe ocTaBumxcs st koppekuyn ommbok. COFDM npefiocTapisieT BLICOKYIO CKOPOCTb
Tiepe/iav JIAHHBIX U BBICOKUIT YPOBEHb BOCCTAHOBJICHHS, OJIArojiapsi ero CXeMe KOJMPOBaHMS
1 KOPPEKIIVH OIIMOOK.

Kasxpiit nogkanan 8 COFDM umpunoit npumepro 300 KT, Tpu HanmeHblieil CKopocTH,
BPSK (zBouunast hazoBast Mopysisiupsi ) Kojupyercsi 125 KOu/c JaHHBIX Ha KaHall, motydast
ckopoctb 6,000 K6ur/c wiu 6 MGut/c. Vicnonb3yst KBajpaTypHyio (hazoByi0 MOAYJISIHIO,
Bbi MOKeTe YIBOUTH KOMMUECTBO KOAMPOBAHHBIX aHHBIX 10 250K6uT/c Ha KaHa, mosyyast
ckopoctb12 Mour/c. A ucnonb3ysi 16-ypoBHEBYIO KBa[paTypHYIO MOAYISLHIO, KOAUpYIo 4
Gura Ha repti, Bei MoxxeTe jocTurtyTh ckopocti 24 Mour/c. Cranmapr 802.11a/g onpepensier,
uto Bee 802.11a/g-coBMecTUMBIE IPOAYKTHI IOSKHbI IOJIEPKUBATE ITH GA30BbIE CKOPOCTH.
CraHiapT Take M03BOJIsIeT PACHIMPUTD CXeMy MOJLyJIsitiu 3a 24 MGut/c. [TomuuTe, 4TO Yem
Gosbliie GUT B LHKIIE 3aKOJMPOBAHO, TeM GOJee CUTHAI TIOAIBEP3KEH IOMEXaM 1 3aTYXaHHIO 1
B KOHIIE KOHIIOB YMEHBILICHNE PACCTOSIHISI, €CITH BHIXOJIHASI MOIHOCTD He YBETNUeHa.

Koy no ymonuanuio

Ota onuust no3posisieT Bam Bbiopats WEP kimtou no ymonmuanuto. 3ta onuust no3posisier Bam
ucnose3oBaTs WEP kntoun 6e3 3anomuHanust uim 3amicu ux. WEP kmoun resepupytrores
UCTONB3YI0 KITIoUeBYH0 (hpasy u coBMecTuMbl ¢ ipyriumu WLAN npojrykramu. Micnosib3oBanue
KJTIOUEBOM (hpasbl He TaK HAJIEXKHO, KAK PYUHOE Ha3HAUCHHUE KITHOYeH.

Nms yerpoiicTBa

Takxe u3BecTHO Kak uaeHTucukatop kmmerra DHCP unu cereBoe mms. MHorna
TPEAIOCTABIISETCs NPoBaiiaepoM, ipy ucnonbzosannn DHCP fiis nasnauenust agpecos.

DHCP (npoTokon fuHaMu4eckoil KOH(Urypauum y3Jos)

ITOT MPOTOKOJ MO3BOISIET KOMIbIOTEPY (MU HECKOIbKIM KOMIMbIoTepaM B Barueit cetin)
aBTOMaTnyecku HasHavath IP aapec ¢ momouisto DHCP cepsepa.
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DNS (cucrema 1oMeHHBIX HMEH)

DNS o6ecneurBaeT cBsi3b 0 IMEHAM KOMITBLIOTEPOB B CETH, COOOLIAS 0 MMEHN KOMITBIOTEpa
ero IP anpec nmn Heckonbko IP agpecoB. DNS cepBep xpaHuT B 6ase JaHHbIX JOMEHHbIE
nMeHa y31oB 1 ux [P anipeca, Takum 06pa3om, KOrjia moJb30BaTelb BBOIUT IOMEHHOE MMST B
Opay3epe, nosb30BaTeNb OTChUTaeTcs Ha cootBeTcTBYoLMil [P afpec. Anpec DNS cepsepa,
HCTIONb3yeMblil KOMIbEOTepaMu Bartiei cetr HazHavaetcst Baumiv npoaiiiepom.

DSL Modem (IlngpoBasi aGoHeHTCKAasT TMHMS)

DSL mopewm ucnonb3yet Bary TenecdonHy 0 THHWO 715 71 IEpefayy JAHHBIX ¢ GOJTBIION
CKOPOCTBIO.

e€pe 0KOTOJIOCHBIX CHTHAJIOB 10 METOJY MPSIMOM MOCIeA0BATeTbHOCTH
ebeanatny P .

Crektp pacnpoctpanenns (IIMPOKOMONOCHBI) UCIONB3YET Y3KOMOJOCHBIA CHIHAT
7Sl pacnpoCTpPaHEeHUs MO CErMEHTY PaMoyacTOThl MM creKTpa. MeTox mpsmoit
T0CJIE/IOBATENILHOCTH - 3TO METOJ] PACIIMPEHNS CIEKTPA, PY KOTOPOM NepejaBaeMblii CUrHan
PAacIpOCTpPAHSIETCS! B ONPE/IEIeHHOM YaCTOTHOM JIMaNa3oHe.

CBsI3b B CHCTEMAX TPSIMOH MTOCIIE{0BATEILHOCTH OCYIIECTBIISIETCS TOCPEAICTBOM HENPEPhIBHON
nepefaun u30bITOUHOro Habopa 6uToB. Kax/plii OMT nepefaBaeMbIX AaHHLIX KOAMPYeTCs
TICEBOCITY YAITHBIM aJITOPUTMOM /A7l (popMUPOBaHHst GUTOBOI NOCIefioBaTebHOCTH. ButoBast
TOCIIEAI0BATEILHOCTh OOBEANHSIETCS C NepPeflaHHbIM MOTOKOM JJAHHBIX JUISl MTOJTyUeHNUs
BBIXOJJHOTO CHTHAJIA.

BecnpoBojiHble KIMEHTBI TMOMyYaloT GUTOBYIO MOCIEA0BATENLHOCTb M MPE0OPasyloT ee
00paTHO B OpUTHHATIbHbBIE JaHHbIE. [lepexBat u fiemmdpoBanue JaHHBIX B PEKUME MPSIMOIL
TOCIIEJ0BATENLHOCTH TPEOYET UCMOIb30BaHNS! CTAHJAPTHOTO aIrOpUTMa Jis PeoOpa3oBaHus
PACLIMPEHHOTO KOfA, UCMOJIB3YeMOro GecrpOBOAHBIM YCTPOICTBOM MeEpPefjaun JJaHHbIX B
JlaHHBIE, TTONTy4aeMble GECTIPOBOJIHBIM KITHEHTOM.

Srot anropu™ ncnions3yeres B cretdukamym IEEE 802.11b. M36brrounocTs nepeaBaeMoit
MH(OPMALMK [IaeT BO3MOXKHOCTb MOIyYarolieMy GeCIPOBOIHOMY KJIMEHTY BOCCTAHOBHTb
OpHTHMHAJIBHBIE JIAHHBIE, IAXKE €CITH OUTBI B MOCIE/IOBATELHOCTH HCKaskeHbl. COOTHOLICHNE
KOJIMYEeCTBa OUT Ha OfIH MH(OPMALMOHHBII OUT Ha3bIBaeTCS KOI(DMULKMEHT pacTIpe/ieeHsL.
Bbicokuit K0a(hUUMEHT pacTipefieNie st YBETINBACT COMPOTHBIISEMOCTb CUTHANA [TIOMEXaM.
Huskuit KoahuimeHT pacipesielieHnst YBeIMunBaeT MOJI0CY MPOMYCKaHUs JOCTYIHYHO ISt
T0J1b30BaTENs1. BecnpoBojiHOE YCTPOICTBO HCTIONB3YET NOCTOSHHYHO ckopocThb 11MouT/c st
BCEX MEpPe/IaBaeMbIX JIAHHBIX, HO HCIOJb3YET PA3INYHbIC CXEMbI MOJIYJISLMK TIPH BBICOKHX
ckopocTsiX. BecnpoBojiHOe yCTpOIicTBO COCOOHO MepefiaBath JaHHble Ha ckopoctn 11
MGuT/c, HO MPY yMEHBLICHNH CUJIbI CHUTHAJIA WM HATTMYKS TIOMEX CKOPOCTh MOKET yNacTh
o 1 wm 2 Mo6wur/c.
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Illn¢posanne

OGecneynBaeT Ge30MacHyro nepefauy AaHHbIX. JTa OMUus Mo3BojseT Bam yctaHOBUTDH
64-6uthpiit wm 128-6urHbiit WEP kmou. 64-6uthbiil kmou wmgposatust coctout u3 10
wectHaauarepuysbix wudp wiu 5 ASCII cumBonos. 128-GuTHblil Kirou cocTouT 13 26
ecTHauarepuiHbix wacp min 13 ASCII cumBonos.

64-6utHblit 1 40-6uTHbIT WEP KiTH0un HCMIONB3YIOT OIMHAKOBBII METOJT LUM(POBAHHUS i MOTYT
HUCIIONB30BATHCS B OECIIPOBOAHBIX ceTsIX. IT0 HU3KUi1 ypoeHb WEP unicposanus ucnoss3yer
406ur (10 wecTHaUATEPIYHBIX (D, HASHAYCHHBIX MOJTH30BATEIIEM) CEKPETHBI KITFOY 1
24-6uTHbI BEKTOP MHUALMAT3ALIN, Ha3HAYCHHBI yeTpoicTBOM. 104-GuTtHbiii 1 128-GuTHbIiI
WEP ku1tour 1Ccnonb3yroT NOX0XKUil MeTOf, LM(hPOBAHYS.

7151 yCTieHOoro MoK F0ue sl Bce G6eCPOBOIHBIE KIMEHTBI B CETH JIOJKHBI UMETh OfJAHAKOBbIIT
¢ Toukoit foctyna WEP xmou. Coxpanure BeieHHbie WEP kimoun.

Extended Service Set (ESS)

J1Ba unm 6onee BSS, o6pasyromux eyt NoiceTh, (PopMUPYIOT PaCLIMPEHHbII CEPBUCHBIN
Habop.

ESSID (MpentudmkaTop pacmmpeHHOro cepBUCHOTO Ha0opa)

Br1 momkHb! nveTh omuHakoBbIit ESSID s mwtro3a u ero 6ecnipoBopHbix KieHToB. ESSID
-YHUKaJIBHBIN uaeHTrukatop s Baeit 6ecripoBojiHoil ceTu.

Ethernet

HaubGosnee 1mpoko UCMONb3yeMblil METOJ IOCTYTIA JIOKANBHOI CETH, KOTOpbIil OnpejielieH
cranaprom IEEE 802.3. Ethernet - okasbHast CeThb ¢ OGLIMM JIOCTYIIOM, O3HAYAIOLIAst, 4TO
BCE YCTPOKCTBA B CETMEHTE CETH Pa3fIENsIOT OO0 NIPonyckHyto ciocobHocTb. Cetn Ethernet
pa6otator co ckopoctbio 10/100M6ut/c, ncnonssyst CSMA/CD u Butyto napy.

bpangmayap

Bpanpmayap onpepensier Kakas uHgopmauus BXOAUT U BbixoguT u3 ceth. NAT moxer
ckpbiBath [P ajpeca nokanbHoil ceT oT uHTEpHET. BpaHgMaysp npepoTBpaiaeT 000t
BHEIIHMII 10CTYN K BaiieMy KoMIbioTepy 1 BO3MOKHBII POCMOTP MITH MOBpesk/ieHNe Barmx
aitnos.

103

Touka 70KabHOI CeTH, KOTOPasi CITyXKUT J7Isl CBSI3U JIOKAJILHOI CETH C IPYTUMH JTOKATbHBIMK
CeTSIMH MM MIHTEPHETOM.
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ICS

ICS ucnonb3yercst 151 06LIEro JOCTYNa K MHTEPHET-MOJKIIOUEHUIO OHOTO KOMITbIOTEpa
JIPYIUME KOMIIbroTepamu ceTi. Koryia aToT koMnbroTep nojikioueH K MuTepHet, Baima ceth
nofkioyaercst K Mareprer yepes Hero. OcTanbHble KOMIBIOTEPbI MOTYT HCIOJIB30BATh
WHTepHeT Kak Oy/ITO MOJKITIOUYEHBI K HEMY HAMPSMYIO.

IEEE

HMuctnTyT nHkenepos 1o anektpoTexHuke u anektpounke. IEEE ycranaBmiBaeT cTaHgapTh
nnst cereit, BKmovas cetu Ethernet. IEEE cTaHapThl rapaHTHPYIOT COBMECTHMOCTD CHCTEM
OJTHOTO THITA.

IEEE 802.11

IEEE 802.xx - Ha6op crieuucuKanyst s ceTeil 0T MHCTUTYTa MHXKEHEPOB 110 JIEKTPOTEXHIKE
u anekrponnke (IEEE). BonbmucTBO mpoBojHbix cereil coorsercTBytor 802.3,
cneupcukaryy, ochopanHoit Ha CSMA/CD wm 802.5, cnetmdmkaumn token ring. 802.11
OnpepessieT CTaHAAPTHI 715l OECIPOBOJHBIX CeTell OXBAThIBas TPU HECOBMECTHMbIE
(He B3aMMOJIENCTBYIOIIIE) TEXHOMOTMI: MOAYJIsMs ¢ pas6pocom mo vacrore (FHSS),
LIMPOKOTOJIOCHAS MOJYJISIMSA C TIPSIMbIM pactunperuem crektpa (DSSS) u nHppakpachast.
802.11 Onpepensier ynpasieHue J0CTYIOM K HeCyILeil 1 CrielipuKamiy (pu3nIeckoro ypoBHst
st GecrpoBofHbIX ceTeit 1 u 2 Mout/c.

IEEE 802.11a (54Mout/c)

Cpaguenne co cranpaprom 802.11b: Cranpapr 802.11a npepiHazHaueH [7ist HCTIOTb30BAHNS B
ceTsix muanazona ISM (MpOMBIIITEHHbIH, HayYHbIH 1 MequuuHCKHI) 2,4 [T ¢ ipuMeHenneM
TEXHOJIOTHH MPSIMOIl MOCIIENIOBATELHOCTH B mpokoM fuanazone. Cranmpapr 802.11a
Obin paspabota s pabotsl Ha wactore 5-I'T UNII (HemuiieH3sHOHHasT HAMOHATBHAS
unopmatuonHas uHdpacTpykTypa). B otmmune ot 802.11b, crangapr 802.11a orcrymaer
OT TPAVIMOHHON TEXHOJIOTHH MPSIMOTO PACTIPOCTPAHEHNsI, MCTIONB3YS CXeMy YaCTOTHOTO
MYJIbTUTUIEKCUPOBAHNSI, KOTOPAS JIyUIlie TIOAXOIHT ISl O(PUCHOTO OKPYKEHHSI.

Cranpapt 802.11a nopyiepxuBaet nepefady JAaHHbBIX CO CKOPOCTBIO 10 54 Mo6uTt/c, 310
GbicTpoiil anasior anst 802.11b, KoTopblil MOAAEpKUBAET Nepefady JaHHbIX CO CKOPOCTHIO /0
11 M6ur/c. Iopo6Ho Ethernet u Fast Ethernet, 802.11b u 802.11a ucnons3yroT neHTH4HbIE
MAC. Opnaxo, Fast Ethernet umeer cxemy mmdposanust kak Ethernet (Tosnbko ObicTpee),
802.11a ucronb3yeT MOMHOCTBIO OTIMYHYIO CXeMy LmdpoBanus, HasbiBaemyto OFDM
(opToroHaNIBHOE pasjielieHIe YaCToT).

Crnekrp 802.11b HacblieH nomMexamu 0T paiuoTese(hOHOB, MUKPOBOIHOBBIX Meveil 1 APyrux
TOSIBIISTFOLLMXCs OECIIPOBOJIHBIX TeXHOJIOrwi, HanpumMep Bluetooth. Hanporus, cniektp 802.11a
OTHOCHTEJILHO CBOOOJIEH OT MOMEX.

Cranpapr 802.11a nosyyaeT 4acTh MPOU3BOJUTENLHOCTH OT BBLICOKOI YAaCTOThI, HA KOTOPOI
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OH paboTaeT. 3aKOH TeOpUM MH(OPMALMU CBSI3bIBACT YACTOTY, H3/TYYaeMYIO0 MOLIHOCTb U
paccrosiHie B 0GpaTHOM OTHoLIeHHH. TakiuM 00pa3oM, nepeMelienne Ha yactory S5-ITi ¢
2.4 TTu npuBefeT K yMEHbLICHUIO PACCTOSIHUSI TIPU TOH e M3JTyJaeMoil MOILIHOCTH U CXeMe
KOJIMPOBAHUSI.

Cpasuenue co craugapTom 802.11g: 802.11a cranpapr s Touek AocTyna u
PaJIMOYCTPOIICTB, KOTOPBIi MOSIBUJICS Ha PbIHKE HA IIECTh MecsueB paubiie, yem 802.11g.
802.11a paGotaer Ha yactore 5 I'T1 ¢ IBEHAUATBIO OT/ENLHBIMU HEMePeKPbIBAIOIIMICS
KaHanmamu. B pesysibrare Bl MoxeTe UMeTh B OJTHOM MECTE J10 JIBEHA/IATH TOYEK JIOCTYIIa,
YCTaHOBJICHHBIX Ha Pa3lIMUHble KaHaJbI 03 B3aUMHbIX MOMEX. DTO YIpPOIIAeT Ha3HAYCHHE
KaHala Jyist TOYKM JIOCTYMA i YBEJIMUNBACT MPOMYCKHYIO CMOCOOHOCTH GECPOBOIHON CETH.
B nononnenwe, Ha monoce 5 I'T'1 pajmonoMexy 3HAUNTETHHO MEHBbLLIE.

IEEE 802.11b (11M6wur/c)

B 1997 nHcTutyT HHKEHEPOB 10 3MekTpoTexHnKe u aekrponrke (IEEE) npursit crasiapt
802.11 anst GecnpoBOAHBIX yCTpONCTB, padoTatolmx Ha yactote 2.4 I'Tu. DToT craHgapT
BKJIIOYAET TPY TEXHOJIOTHI: MOAYJISILIHS C pa3bpOCOM 10 YacTOTe, IMPOKOTOTIOCHAS MO TSIV
C TPSIMBIM PACIIMPEHNEM CIIeKTpa 1 MH(pPaKpacHast. ¥ CTPOIICTBA, KOTOPbIE COBMECTUMBI CO
CTAHJIAPTOM PabOTAIOT CO CKOPOCTBIO Nepeaun fanHbIx 1 um 2 Mout/c.

B 1999, IEEE co3pan cranmapt 802.11b. 802.11b no cymecTsy uaentndet ctangapry 802.11
3a uckirouenneM, urto 802.11b obecneunBaeT ckopocThb nepefaun Aaxubx o 11 Mour/c.
B 802.11b, ycrpoiicta MoryT paboTaTh O CKOPOCTHIO Tiepefaun Aauubix 11 Moéur/c, 5.5
Mowur/c, 2 Mour/c nmu 1 Méut/c. 910 obecneunBaeT COBMECTUMOCTD C CYIIECTBYOLIMI
ycrpoiictamu 802.11, koTopble padoTaroT ToNbKO Ha ckopocT 2 Mourt/c.

YcrpoiicTBa MMPOKOMONOCHOI MOAYJISILIAN C PSIMBIM PACIIMPEHHEM CIIEKTPa PaclpOCTPAHSIOT
curnan B quanazone dacror. IEEE 802.11b pacnpepensier wactory 2.4 I'Ti na 14
nepeKpbIBatoLLXcs KaHanoB. Each Kax/iplit KaHAT MeeT COOCTBEHHYHO YacTOTY.

IEEE 802.11g

802.11g HoBoe paciumpenue crangapra pis 802.11b (ncnosb3yemMoe GOJBIIMHCTBOM
0eCTpOBOJIHBIX CETel), KOTOPBI YBETMUMI CKOPOCTh NEPeiaun JlaHHbIX 10 54 Mout/c Ha
vacrore 2.4 TTu, ucnons3yst TexHosnornio OFDM (opToroHalibHOe pasjie/ieHie 4acTor.
802.11g obpatro copmectnm ¢ ycerpoiictBamu 802.11b, Ho TombKo Ha ckopoct 11 M6ut/c
WM HIKE, B 3aBMCHMOCTH OT HAJIMYMS TIOMEX U perpajt.

Infrastructure

Becnposom—laﬂ CBA3b OPraHn3yeTCs C MOMOLLIBIO TOYKHU JIOCTYTIA. B aroit Cpejie TOYKa JoCTyna
HE TOJIbKO 00eCcTieunBaeT B3aHMOHeﬁCTBH€ C H]JOBOI[HOI;I CETbIO, HO TAKXKE o0ecreyurBaeT CBsI3b
6CCHpOBOI[HLIX KJIMEHTOB.
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IP (MuTepHeT npoToko)

ITporokon creka TCP/IP, kotopslil o6ecrieunBaeT nepefady AaHHbIX yepe3 VIHTepHeT ¢
nomotpo IP fefirarpamm 1 oGecneunBaeT OCHOBY /15l BEDXHUX YpoBHeil. IP Takoke BKitoyaeT
nporokoa ynpasieHus ICMP. Dto obecneunBaeT (hyHKLMOHATBHOCTb, 3KBUBAIEHTHYIO
mopem OSI.

IP appec

IP anpec- 32-6uTHOE YMCII0, KOTOPOE MACHTU(UIMPYET KaX/I0r0 OTIPABUTENS 1 Oy YaTels
nHopmatyn B iuTepHer. IP apec nmeet Be YacTi: MACHTU(UKATOP CETH U HICHTU(UKATOP
y3i1a (KOTOpbIil MOXKET ObITh CEPBEPOM M CTAHLEN) B 3TOIT CETH.

ISM puana3zon (MHAYCTPHATBHBINA, HAYYHBINA U MEAULMHCKUI

[osoca paouacToT, KoTopyro deaepanbhas komucens no cas3u(FCC) Bbigenma noj
GecrnipoBojiHble ceTH. ISM mana3on pacnonoxken Ha yacrore 902 MI'n, 2.400 I'Tu u 5.7
[T,

ISP (nocraBumk ycayr uTepHeTa)

Opranuzanusi, KoTopas npefocTasisieT gocTyn B Mureprer. HeGonblune nposaiiiepbt
obecneynBaloT nojikitouenne yepe3 moaeM uian ISDN, a Gonbline npefocTaBusioT
BbIIeTIeHHY 0 JmHmio (Harmprvep T1 u fp.).

LAN (;10KabHast ceTh)

KomMMyHMKalMOHHAst ceTb, KOTOpasi 00Cy>KMBAET MONb30BATENE B HEKOTOPOM MECTE.
[Ipenmy1iecTBOM JIOKAJLHON ceTH sBiseTcst obwmii foctyn K MutepHer, daitnam n
000py/I0BaHNIO, HAIPUMEP NPUHTEPAM 1 ycTpoiicTBam XpaHenust. s coepunenus I1K yacro
HCTONb3YIOTCS crielanibhbie cereBbie Kadenu (10 Base-T).

MAC Address (ynpaBieHue 10CTyNOM)

MAC ajipec- 3T0 annapaTHblil ajjpec YCTPONCTBA, MOJIKIIOUEHHOTO K CETH.

NAT (TpaHcasiusi ceTeBbIX aipecoB)

NAT ckpoiaet IP afipeca nokanbHOM CETH OT BHELIHEH CETH, MO3BOJISISI KOMIbIOTEpaM
JIOKAJIbHON CeTH Pa3fensiTh euHCTBeHHOe mopkmoyenne K Muteprer. NAT mo3Bonser
KOMITBIOTEPAM JIOKAIbHON CETH WCTONB30BaTh BBIXOJ B MHTEPHET Yepe3 OfifiH BHelHui [P
ajipec. DTo MO3BOMSIET UMETH JAOCTYMN K MHTepHeT ¢ moboro KommbloTepa Baimeir cetu 6e3
npuobpetenus fononHuTenbHbIX [P agpecos y Bawero nposaiifepa.

Kapra s 6ecripoBopinoit cett ASUS



PykoBonctBo nonb3oBarens Gecnipoonoi Kaptel PCE-N15

NIC (xapra ceteBoro untepdeiica)

Apantep, KOTOpbI1 BeTasisieTcs B Bai komnbroTep 1 o6ecrnednBaet (hu3nyeckoe CoeJuHeHNe
¢ ceTbto. OH 0TBeYaeT 32 OOMEH [JAHHBIMU C CEThIO.

ITaker

HaHHbIC, nepenaBacMbI€ N0 CETU COCTOAT U3 MOIIyJICfI, Ha3bIBAEMBIX MAKETaMU. Ka)KJII)IIU/I
TNAKeT COJACPKUT JJaHHBIC U HO6aBO‘IHyIO PIH(bOpMaIH/IIO, TUMNA UCXOJIHOI'O aJipeca U ajpeca
MECTa Ha3HAYCHUS.

KnoueBas ¢paza

YTummra ycTaHoBKM GECTIPOBOIHBIX NAPAMETPOB UMEET AJITOPUTM /ISl FeHepaLyK YeThIpex
WEP kntoueil, 0CHOBBIBAsICh Ha BBEJICHHON KOMOMHALIMH.

PCMCIA (MexxmyHapoHasi opraHu3anusi KOMIObIOTEPHBIX KapT NaMsITH)

MesknyHaposiHasi Opranu3amusi KoMbioTepHbix kKapt mamsitn (PCMCIA) paspaGorana
cranpapt PC cards, mmpoxo uzectHblii kak PCMCIA KapTbl. OTu KapThl ObIBAIOT TPEX BULOB,
JVIMHON ¥ IIMPYHON C KpefnTHYIo KapTy. TeM He MeHee OHM pa3IMyaroTcst mo Tomuse: 3.3
mm (Type I), 5.0 mm (Type II), 10.5 mm (Type III). DTit KapTHI MOKHO MCTIONB30BATE [ITIsT
PA3IMYHBIX IieTell, BKIOYast KapThl AMSITH, CETeBbIe KapThl i MOJIEMBL.

PPP (Point-to-Point Protocol)

PPP - mporokoa fnsi KOMMYHUKALUU MEXY KOMMbIOTEPAaMU, UCIOJb3YOLUMU
TMOCIENIOBATENbHBI MHTEp(eiic, 0ObIYHO NEPCOHATBHBIN KOMIBIOTEP MOAKIIOUEHHBIH K
cepsepy uepe3 TeneOHHYIO IMHHIO.

PPPoE (Point-to-Point Protocol over Ethernet)

[Tporokoun Touka-Touka nosepx ceteit Ethernet. PPPoE ncnonb3yer Ethernet st nopkirouenmst
K TIpOBaitiepy.

Preamble

[To3Bonsier Bam ycTanoBuTh ipeamby Iy st CeTH: IMTMHHYIO, KOPOTKYIO 1 aBTo. [To ymMomyaHmio
YCTAHOBJIEHA JITIMHHAS TpeamoyJIa.
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0o6o3navenus yactorbr: ', MI'n, I'T

Mesxynaponnas equunna u3mepenns dactotsl [epr (['1), sKBUBAJIEHTHAS OIHOMY
Kosie6annio B cekyHity. Opun Merarepit (ML 1) o Mustmio repir. Opwn rurarepr( i) opum
OumioH repir. CranpaprHast yacrora nepementoro toka B CIIA 60 T'u, AM pajmoBeliatie
Tpancimpyercst Ha yactore 0.55-1.6 MI'u, FM pajuoBeljaHie TpaHCIupyeTcst Ha 4acTore
88-108 MI'u, 6ecnipoBopbie cetn 802.11 padorator Ha yactore 2.4 [T,

SSID (upentudukarop HabGopa ycayr)

SSID - obmiee uMst Tpynmbl KaXIOro ulieHa 6ecnpoBofHOl ceTH. [10fKIF0UUTECS MOXET
TombKo 1K ¢ Takim xxe SSID. Bxiouenne mapamerpa Response to Broadcast SSID requests
(OTBeuars Ha mMpoKoBewaTe bHbIE 3ampochl SSID) MO3BOMAT YCTPOHCTBY OTMPABISTH
cBoit upenTugukarop SSID 1o GecnpoBoyiHOI ceTr. DTO MO3BOJISAET APYTM GECTIPOBOJHBIM
yCTpolicTBaM 0OHAPY>KMBATh M YCTAHABIMBATD CBSI3b C yCTPONCTBOM. OTKITIOUSHKE 3TOF OMIUI
otkmoyaeT SSID fi71s1 mpefjoTBpalieHnst NOAKIIOUEHNs K yCTPOICTBY APYTHX GeCPOBOHBIX
YCTpOJCTB.

Cranuus

ITro6oe yerpoiictso, coorserctBytomee IEEE 802.11.

Macka nogceru

Macka nogceTy - COBOKYIMHOCTb YeTbIpex Ludp, noxoxas Ha IP agpec. Ona ucnoss3yercs
s paspenenns [P anpeca Ha ngeHTHRUKATOP Y371 1 MASHTH(HUKATOP CETH.

TCP (npoTokon ynpasienus nepegaveit)

[Iporokon ynpasnenusi nepeayeit, IpOTOKON TPAHCIOPTHOTO YPOBHSI, KOTOPbIil 00ECTIEUNBAET
nepefiavy AAHHbIX MKy MPUIOXKEHUSIMU KOMIbBIOTEPOB 10 CeTH. SIBNSeTCs YacThio cTeKa
nporokonoB TCP/IP. TTporpammuoe obecnieuenue, ocyuiectsisioiee TCP 06bIMHO, MOCTOSIHHO
HAXOUTCS B ONEPALMOHHON cucTeMe M ucmonb3yer IP s nepefaun nngopmaumuu yepes
CETb.

WAN (rnobanbHas ceTb)

Cucrema JIBC, coenenHbIx BMecTe. CeTb, KOTOpast COEIMHSIET KOMIbIOTEPbI, PACTIONOKEHHbIE
B pasHbIX MeCTax (HampuMep B pasHbIX TOPOJIAX, CTPaHax ). VIHTepHET- rI0GalbHAS CETh.

WECA (Wireless Ethernet Compatibility Alliance)

Accoupanysi, KOTopas 3aHIMAaeTCsI CepTH(UKALElt COBMECTHMOCTH GECIIPOBOHBIX CETEBBIX
ycrpoiicts ¢ [EEE 802.11b u npofiBiraeT 3T0T CTaHAapT 15l HCTOJb30BAHKS HA PENPHSITHSIX,
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WPA (zamummennsii nocryn Wi-Fi)

Sampmennsii foctyn kK Wi-Fi (WPA) - yoyuimennast cuctema 6esomactoct st 802.11. o
vacTh cranfiapra Gesonachoctn 802.11i. WPA oxsatbisaer TKIP (poTOKOJI LETOCTHOCTH
BpeMeHHbIX Kmouer) BMecte ¢ MIC (mpoBepka LEJOCTHOCTH COOOIIEHHH) U IPYTAME
ycranoskamt WEP wanpumvep punbrpatust Weak IV (BekTOp MHHIMAN3ALMI) 1 FEHEPALST
Random IV. TKIP ucnosns3yer 802.1x i7ist pa3BepThIBaHUS 1 N3MEHEHNUS] BDEMEHHBIX KITIOUeit
B IPOTUBONONOXKHOCTH cTatndeckiM WEP Kimouam, KoTopble HCTOIb30BaTHCh B TPOIILTIOM.
Oto cymecterHoe yayumenne WEP. WPA - dacte 6e3onmacHoro pemenns. WPA Takke
ymMeeT paboTaTh ¢ cepBepoM ayTeHTU(IKAIMN IS IEHTPATN30BAHHOTO XPAHEHHST TIapoJIeit
kimentoB WiFi.

TpeooBanus

(1) WPA-coBMecTiMasi ToUKa flocTyna Wil GecnpoBojiHoii poytep, (2) OGHOBIeHNS
onepanyonHoii crcTeMsl ¢ nopiepskkoit WPA. Tlpu ucnonb3oBannu XP Heo6xojmma cityx6a
Windows Zero Config. 3arpy3utb naker ucnpasnenuii Windows XP WPA moxHo nmo
ajipecy:

http://microsoft.com/downloads/details.aspx ?Familyld=009D8425-CE2B-47A4-ABEC-
274845DCYE91 &displaylang=en

O6paTuTe BHUMAHKE, YTO [Vl YCTAHOBKM 3TOTO MAKeTa MCTPABICHUI HEOOXOMM MakeT
o6HoBnenuit Windows XP Service Pack 1, joctynsblit mo aapecy: http://www.microsoft.
com/WindowsXP/pro/downloads/servicepacks/spl/default.asp

st Gosee paHHKX onepauoHHbIX crcteM Windows TpeGyeTcs 3anpalimBarolee yCTpoicTBO
¢ pynkupeit WPA, nanpnmep Odyssey Client ot Funk Software.

WLAN (GecnipoBoHas IOKaJIbHAS CETH)

70 rpynma KOMNbIOTEPOB U IPYTHX YCTPOICTB, COSAMHEHHBIX O3 MPOBOJIOB B OJIHOM MECTe.
Taxzxe cmorpure LAN i WLAN.
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