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[Package contents

DSL-N13 Wireless ADSL2/2+ Modem Router

AC power adapter (type varies by region)
Categroy 5 (Cat. 5) Ethernet cable

Telephone cable

Splitter (type varies by region)

Support CD (with electronic user manual included)
Quick Start Guide
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[Hardware overview ]

Front panel

The DSL-N13 Wireless ADSL2/2+ Modem Router front panel contains LED indicators
which shows the status of DSL-N13.

PWRADSL IP AIRUSB  LAN

DSL-N13

Label Activity Description
PWR ON Power ON
(Power) | oFF No power
Blink Restoring to factory default
ADSL ON (Green) ADSL link up
Blink (Green) ADSL training
ON (Red) ADSL link down
OFF ADSL is down
IP ON (Green) ADSL is up and the link is PPP
ON (Red) ADSL is up, but the link is not PPP
OFF ADSL is down
UsB20 |ON USB device detected
OFF No USB device detected
AR ON Wireless LAN ready
Blink Transmiting or receiving data through wireless
OFF No power or wireless LAN not ready
LAN1-4 |ON Physically connected to an Ethernet device
Blink Transmitting or receiving data through Ethernet cable
OFF No power or no physical connection
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Rear panel

ADSLPWR USB2.0

EZSetup Reset

Anhlenna
Viewed from left to right, the rear panel of DSL-N13 contains the following elements:

ADSL port
Power connector

+  Power switch
Four Local Area Network (LAN) ports
USB 2.0 ports
EZSetup button
Reset button
SMA antenna connector

Product features

The DSL-N13 Wireless ADSL 2/ 2+ Modem Router provides the following features:
+  Built-in ADSL modem
Built-in firewall

IEEE802.11n standard-based wireless network, backward compatible with
802.11b/g devices

Easy-to-use Web-based configuration interface: Quick Setup for ADSL connection,
wireless, and security configuration

EZSetup™ utility for ADSL connection, wireless network and security quick setup
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Hardware connections

ADSL connection

Use the ADSL splitter supplied in the package to split ADSL signal and telephone
service. Connect your ASUS DSL-N13 Wireless ADSL2/2+ Modem Router to the
DSL port of the splitter with the telephone cable supplied in the package. Use another
telephone cable to connect your telephone to the Phone port of the ADSL splitter.

Ethernet connection

Use Category 5 (CAT5) Ethernet cable to build up your wired LAN connections. The
ASUS DSL-N13 Wireless ADSL2/ 2+ Modem Router is a Fast Ethernet device that
provides 100Mbps network connection. To ensure the connection quality, use CAT5
Ethernet cable to connect your network devices, such as desktop computers and
network printers.

Wall power outlet

Phone)—

Wall telephone outlet

N i
Splitter

Wireless connection

To access Internet via wireless connection, you need to install an IEEE802.11b/g
wireless adapter on your computer, such as ASUS WL-167g, WL-100gE, WL-100gD,
WL-169gE, WL-106gM, WL-160N, and USB-N11.
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[Connecting to the Internet }

Before start

Before start, you need to:
make sure the cable connections are correct and DSL-N13 is powered ON;
acquire an active Internet service, such as an ADSL account.

We recommend using wired connection for initial configuration, which may
help avoid possible setup problems due to wireless instability. Use a CAT5
cable to connect an Ethernet-enabled computer to a LAN port of DSL-N13.

Preparing your WAN

Depending on your ISP's requirements, you may need to acquire some of the
information listed below for setting up Internet connection on DSL-N13.
+Vitual Path Identifier (VPI)
+ Virtual Channel Identifier (VCI)
* Host name
Domain name
ISP login user name and password
ISP Domain Name System (DNS) server address
Static IP address

Preparing your LAN

To use the DSL-N13 Wireless ADSL2/2+ Modem Router on your network, you need to install
a network interface card (NIC) or an IEEE802.11b/g wireless network card to your computer.

LAN configuration requirement

For initial configuration, we recommend you to connect a computer to one of the LAN
port of DSL-N13 and configure the TCP/IP settings of your computer. The default IP
settings of DSL-N13 are:

IP address: 192.168.1.1

Subnet mask: 255.255.255.0

DHCP server: enabled
To access DSL-N13, you must set your computer in the same subnet with the ADSL

router. You can make the computer accept a dynamic IP address assigned by the
DHCP server of DSL-N13, or manually set up IP address for your computer.
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Getting dynamic IP address

Open Control Panel -> Local Area Network Connection, double-click Local
Connection icon, then double-click Internet Protocol (TCP/AP). Select Obtain an IP
address automatically and Obtain DNS server address automatically, then click OK.

Assigning IP address manually

Open Control Panel -> Local Area Network
Connection, double-click Local Connection
icon, then double-click Internet Protocol (TCP/
IP). Follow the descriptions below to setup the
TCP/IP on your computer.
+ |P address: 192.168.1.xxx (xxx can be any
number between 2 and 254, make sure the
IP address is not used by other device)
+  Subnet Mask: 255.255.255.0
+ Gateway: 192.168.1.1

+ DNS: 192.168.1.1

Internet Protocol (TCP/IP) Properties 23]
—

192 168, 1 .8
285 . 285 255 . 0
Defoul galeway 192 168, 1 . 1

@ Use the following DNS server addiesses:
Prefened DNS server: [Ts2. 6. 1 . 1
Allernate DNS server

Login the Web configuration interface

To change the ADSL and wireless settings, you need to login to the Web configuration

interface.

1. Type 192.168.1.1 (default IP address 2.
of DSL-N13) into the address box of
the Web browser and press Enter.

2 Cannot find server - Microsoft Inte

File Edit visw Favorites  Todls  Hel

Q- O KRG

Address | &] 192.168.1.1

3. When logged in, you can see the home
page of DSL-N13 Web configuration
interface. To setup the router, refer to
Quick Setup in the next section. To
setup the advanced functions, refer
to the following chapters for detailed
information.

A login window appears. The default
username is admin, password is
admin (in lower case).

Connect to 192.168.1.1
=
) A\

ISL Router

User name: € admin ¥

[Iremember my password

ASUS WL600g

Quick Setup - Auto Datection

ADSL Link Dovnl Please check yaur telshane i connecson

k=4
aQ

Wianual Seffing
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Quick setup

Log onto the DSL-N13 configuration page

1. Type 192.168.1.1 into the address box of your Web browser and press Enter.

2. Alogin window appears for user name and password. The default username is
admin, password is admin (in lower case).

3. After logging in, you can see the DSL-N13 configuration page.

ADSL setup

1. By default, the Quick Setup page pops up. The Quick Setup Wizard automatically
detects your ADSL connection type.

Quick Setup - Auto Detection
ADSL Link Up! Start to Detect your connection type

Flease wait...

Manual Setting

2. If ADSL connection is detected, the next page shows your ISP connection type.

%P If your ADSL connection is not detected, click Manual Setting to manually
set up DSL-N13. Refer to Page 11-13 for manual setting instruction.

-- If your connection type is PPPoE or PPPoA

For dynamic IP users, input your user name and password then click Next.

For static IP users, check Use Static IP Address, input your IP address, then
click Next.

Click Next to save the ADSL information to DSL-N13.

Quick Setup - Detection Result

VWL-600g has detected that your connection type is "PPPoE"

If yes, please key in your username/password and push "Next" buttn to setup other function”
If not, please push "Manual Setiing® buttan to setup WAN connection manually

PPP Username:

PPP Passwaortd:

Use Static IP Address
IP Address:

/ If your actual connection is not PPPoE or PPPoA, click Manual Setting to
manually set up DSL-N13. Refer to Page 11-13 for manual setting instruction.
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-- If your connection type is MER (DHCP)
Click Next if your connection type is MER (DHCP).

/ If your actual connection is not MER(DHCP), click Manual Setting to
manually set up DSL-N13. Refer to Page 11-13 for manual setting instruction.

Quick Setup - Detection Result
WL-B00g has detected that your connection type is "DHCP (Dynamic IP)’

If yes, please push "Next! button to setup other function
If not, please push "Manual Seting” buttan to setup WAN connection manually.

Wireless setup

1. Choose a Security Level. For detailed security information, refer to Page 21-22.

Wireless -- Setup

Metwork Mare (SSID): |Default

Security Level: [Low(one) ~
P .

{haone) |
Mediurm(WEP-64hits)
MediumWEP-128bits)
High(W/PA-PS

[

2. Input a key in the Key field. The number of digit for the key depends on the security
level you choose.

Wireless - Setup

Network Name (351D} |Defautt
Security Level [Medium{WEP-64bits) ~

Key: [ess |

Microsoft Infernet Explorer

1 \_\ 'WEP-64bits Key should be 5 ASCI] charastors or 10 hesadecimsl digits for 64-bit encryption keys.

3. The summary page then shows up. If the information displayed is correct, click
Save/Reboot to finish the setup. Otherwise, click Back to modify the settings.

WAN Setup - Summary

Make sure that the settings helaw match the setings provided by your ISP

VPIIVCI: 8/81
Connection Type: PPFoE

Service Name: | pppoe_8_81_1

1P Address: Automatically Assigned
ssID: Default
Authentication:  Nane

Click *SavefReboat" to save these settings and reboot roter. Click *Back" to make any modiications
NOTE: The configuration process takes about 1 minute to complete and your DSL Ravter wil reboot.

4. Setup complete! Wait for about 60 seconds to reboot. The Web page will refresh to
show device information after reboot.
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Manual Setup

If you encounter difficulty when configuring your ADSL connection with Quick Setup,
click Manual Setting to manually set up your DSL-N13.

Quick Setup - Auto Detection

ADSL Link Down! Please check yaur telphone line connection...

z

Manual Setting

ADSL Setup
1. Select your Country and ISP and click Next.

Quick Setup.

This Quick Setup will guide you through the steps necessary to configure your DSL
Router.

ATM PYC Cenfiguration

Select the check box helow to use ASUS PVIC DataBase

Country. UKk v
ISP NETHERLANDS
ITALY
TANVAN
TURKEY
UK
Not List

2. If your country and ISP are not on the list, select Not list, key in your VPI and VCI
values and click Next. You may ask your ISP for VPIVCI values.

Quick Setup

This Quick Setup will guide you through the steps necessary to configure your DSL
Rodter

ATM PVYC Configuration

Select the check hox below to use ASUS PVC DataBase
Country Mot List v
ISP Not List v

The Virtual Path Identifier (vPI) and Virtual Channel Identfier (VCI) are needed for setting
upthe ATM PVC. Do not change YP| and VCI numbers unless your ISP instructs you
othierwise

WPL[0-255] [0
WCI [32-65535] |35
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3. Select your connection type and click Next. You can get the connection type from
your ISP.

Connection Type

Select the type of network protocol and encapsulation mods over the ATH PYC that your
ISP has instructed you to use. Note that 802 1g YLAN tagging is only available for PPPoE,
MER and Bridging

O PPP over ATM (PPPoA)

@ PPP over Ethernet (PPPaE)

© MAG Encapsulation Routing (MER)
O IP aver ATM (IPoA)

O Bridging

Encapsulation Mode
LLC/SNAP-ERIDGING w

Enable 802.1q
WVLAN ID[0-4085]: |1

-- If your connection type is PPPoA or PPPoE

For dynamic IP users, input your PPP user name, password, and service name
then click Next.

For static IP users, check Use Static IP Address then key in your IP address,
then click Next.

PPP Username and Password
PPP usually requires that you have a user name and password to establish your

connection. In the boxes helow, enter the user name and password that your I3P
has provided to you

PPP Username: ads|12345648

PPF Password: ssssssse

FFPoE Service Name:

Authentication Method: | AUTO v

[ Dial on demand (with idle timeout timer)

[0 PPPIP extension
O Use Static IP Address
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-- If your connection type is MER

For dynamic IP users, check Obtain an IP address automatically, Obtain
default gateway automatically, and Obtain DNS server address automatically,
then click Next.

For static IP users, check Use the following IP Address, Use the following
default gateway, and Use the following DNS server address, then input the
addresses in correspondent fields.

WAN IP Settings

Enter information provided to you by vour ISP to configure the VAN IP settings.
Notice: DHCP can be enabled for PYC in MER mocle if "Obtain an IP address
autornatically' is chosen . Changing the default gateway or the DNS effects the
whole systern. Configuring therm with static values will disable the autornatic
assignment from DHCP or other VWAN connection

If you configure static default gateway over this PYC in MER mode, you must
enter the IP address of the rerote gateway in the "Use P address”. The "Use
WAN interface” is optional.

@ Obtain an IP address automatically
© Use the following IP address

VAN IP Address:

WWAN Subnet Mask:

@ Obtain default gateway autornatically
O Use the following default gateway:
Use IP Address:
Use WAN Interface:

® Obtain DNS server addresses automatically
O Use the following ONS server addresses
Primary DNS
SEerver,
Secondary DNS server:

-- If your connection type is IPOA

Static IP user only. Input the WAN IP address assigned by your ISP, then click
Next.

WAN IP Settings
Enter information provided to you by your ISP ta configure the WAN IP setiings

Notice: DHCP is not supported in IPoA mode. Changing the default gateway or the
DS effects the whole systern. Configuring them with static values will disable the
automatic assignment from other WAN connection

VAN IP Address:
WVAN Subinet Mask

[0 Use the following default gateveay:
Use IP Address:
Use WAN Interface:

O Use the following DNS server addresses:
Primal3ONS
Server:

Secondary DNS server.

13
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Wireless Setup

1. Designate an SSID (network name) for DSL-N13. Choose the security level then
input a key. The number of digit of your key depends on the security level you
choose. Refer to the note on the web page. When finished, click Next.

Wireless -- Setup
Metaork Name (SSI10) Default
Security Level e dium(WEP-G4bits) v

Key. ssssssssss

Mote: VWEP-
B4hits Key
should he &
ASCI
characters
or 10
hexadecimal
digits for 64-
hit
encryption
keys

2. This page provides a summary of DSL-N13 WAN and wirelss configuration. Click
Save/Reboot to save and activate your configuration.

WAN Setup - Summary
Make sure that the settings belov match the settings provided by your ISP

VPIIVCI: 0/35
Connection Type: PPPoE

Service Name:  |pppoe_0_35_1

IP Address: Autornatically Assigned

SSID: Defaut

Authentication:  None

Click "SavefReboot’ to save these settings and reboot router. Click "Back” to make any

modifications
NGTE: The configuration process takes about 1 minute to complete and your DSL Router

will reboot.
SavefReboot

3. Setup complete! DSL-N13 reboots in about 50 seconds. The green bar shows the
current rebooting status. After reboot, the web page will automatically refresh to
display the settings.

DSL Router Reboot
The DSL Router has been configured and is rebooting
Close the D5L Router Configuration window and wait for 50 seconds before reopening

your web browser. If necessary, reconfigure your PC's IP address to match your newy
configuration

Current Status’ 5
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EZSetup

ASUS DSL-N13 Wireless ADSL2/2+ Modem Router provides an easy-to-use setup
utility -- EZSetup. With this utility, you can setup your Internet connection, wireless LAN
with just several clicks.

Installing ASUS utility

To use ASUS EZSetup for DSL-N13 configuration, you must install the ASUS utilities
from the support CD included in your package. Insert the CD into your optical drive and
autorun the installation program. If autorun is disabled on your computer, double-click
SETUP.EXE in the root directory of the CD.

Setup DSL-N13 using EZSetup

1. Before using this utility, make sure that your hardware connections are all set. Click
Start -> Program -> ASUS Utility -> DSL-N13 Wireless Router -> EZSetup
Wizard to start EZSetup. Click Next.

N7
EZSetup
L

&

EZSetup Wizard

Welcome

Thank you for choosing ASUS product

This utility will help you configure the wireless router step by step.

1. Connect the telephone line to the wireless router.

3

2. Click EZSetup.

~
EZ8¢tup
v

S EZSetup Wizard

@ EZSetup Wizard
EZSetup Wizard h
configure the wirel

also use EZSetup

card to a configure

@ A
connected wireless

You can configure the
router using Manual Setting.

Snies) @EIID
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3. Push the red EZSetup button on the rear panel of DSL-N13 for over 3 seconds until
the PWR LED is blinking.

DSLN13

EZSetup

4. Click EZSetup button.

”;4\:” EZSetup Wizard

Welcome to the EZSetup Wizard
Step 1. Push the 'EZSetup’ button on the back of the wireless router
Hardware Setup

for over 3 seconds; until power LED is blinking.

Step 2. Click the 'EZSetup’ button in this utilty.

g

Wited/Wicless

in

5. The system generates the SSID and Network key automatically. The network key
is a 128-bit WEP key by default. You can accept the settings, or assign SSID and
keys to your own need. Click Next to save the wireless settings.

4 EZSetup Wizard

Wireless LAN Connection Setting

SSID and network key are currently set as follows. You can modify

them manually.
Wireless LAN
Connection Setting
io = Network name (SSID): [WL600g_dCJA

Network key: C1F7Dc98BCDSEICCABE2d5DFa

I~ Use WPA encryption instead of WEP (WPA is stronger than
WEP. but not all devices support WPA)

1) @ cmcie)
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6. Next, EZSetup will guide you to complete the Internet connection settings. Check

Configure ISP settings then click Next to continue.

%' EZSetup Wizard

Internet Connection Setting

If you need to connect to Intemet Service Provider (ISP).
select "Configure ISP settings*

$ ¥ Configure ISP settings
Setting

7. The system detects your Internet connection type. The progress may take several

seconds.

oS e

| ., ccing the connecion type

' Please wait...
) e |

Ensure that telephone line has connected to the
wireless router properly.

% If your ADSL connection is successfully detected by DSL-N13, skip to Step
8. If your ADSL connection can not be detected, you need follow Step 8 and
manually set up your ADSL connection.

8. Select your country and ISP then click Next.

25t
e

§ EZSetup Wizard

Setup Internet Connection Type
|
-~ Lo .4
Please configure ISP settings manually.
Inemet Conneh Select your Country and Internet Service Provider(ISP).
eting ﬂ

Country: ISP:

[aUSTRALIA | [austalia-AnisP -]

BELGIUM
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If your country or ISP are not on the list, select Not listed for both country and

ISP fields. Then select Connection type and fill in VPI and VCI. You can get
VPI/NCI values from your ISP.

‘Ci,’;‘"f EZSetup Wizard

Setup Internet Connection Type

Bo -

Please configure ISP settings manually.

Internet Cnnnem Fillin [Manual Setiing] fields below.
Setling
Country: 18P:

[Not Listed | |NotListed =l
Manual Setting
Connection Type: o verfo 4

Encapsulation: LLC/SNAP-BRIDGINC -] ver[32 2

T (el

9. Input your ISP account User name and Password then click Next.

s
EZSetup
o

s’ EZSetup Wizard

following information

Your ISP Account information:
Internet Conngen User Name: adsl123456
tiing

e $ Password =

Setup Internet Connection Account
You must obtain your user account and password from your
ﬁ Internet Service Provider (ISP). Please complete the

10. Setup complete! This page shows the wireless network setting parameters. You can
either save it or print it out for future reference. Click Finish to quit EZSetup.

EZSetup Wizard

Finish

@

‘You have router

Configure your wireless LAN card with following settings. You
can print or save the wireless LAN settings for safekeeping.
Wireless Network Settings

Network Name(SSID) ~ WL600g_2FCd

Finish

£
ke

Network Key. FE7Fe39ED9ab2861Cd8DeD30
Authentication Type  Open System
Encryption Type WEP-128 bits

o) (R
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Connecting DSL-N13 with ASUS WLAN Card

Configuring ASUS WLAN Card with One Touch Wizard™

If you have installed ASUS wireless card together with its utilities and drives on your
PC, click Start -> Programes -> ASUS Utility-> WLAN Card -> One Touch Wizard to
launch the One Touch Wizard utility.

1 windows Catelog
b “Windows Update B ASUS WLAN Control Center

@ Set Program Access and Defauls

() Accessories »
(7 Borland C+-+Builder 5 v &, TroubleShooting
L{g Documents » () Marvel(R) Libertas 802.L1abg Client and Scftap T Uninstall ASUS WLAN Card Ukilitiss
i ASUS Uity HLAN Card Wireless Sattings
@ senss e ‘ I e ¢
v {2 SZ0EHS00E-RASSIERASOOLE Wireloss Router b

P soaen »

@) Heb and Support

1. Select Connect to an existing wireless 2. One Touch Wizard searches and displays
LAN (Station) radio button and click the available APs in the Available
Next to continue. Networks list. Select DSL-N13 and
press Next to continue.

ASUS ONE TOUCH WIZARD = ASUS ONE TOUCH WIZARD )

 Configure your wireless LAN settings
& Connect to an existing wireless LAN

Number o known wieless etwork(e} 2

Search Again
ik i,
_oon e Xoew | Gk || newr | X |
3. Set the authentication and encryption of 4. lttakes several seconds for the wireless
your WLAN card the same with those at card to associate with DSL-N13. Press
DSL-N13. Click Next to continue. Next to setup TCP/IP.
ASUS ONE TOUCH WIZARD 3] ASUS ONE TOUCH WIZARD 3]
Configure your WEP keys by Manual Assignment or Automatic wected 1o an AF.
g e
i ek e
Bl

Congratulaions| ou have fished sefing the weless LAN!
Gt et e TGP

Hexadacimaldghs | (&
Keylengh  [s4bis (10 digts) <]

 Manuapsignent

& putomalic Generaton

Pasphesse: [0

sobtmesyasdtrs [ -
G | e X corel G | X gorcl
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5. Setup the IP address of the WLAN Card

according to your network condition.

After the setup is complete, click Finish

to exit the One Touch Wizard.

ASUS ONE TOUCH WIZARD

& Obtein anlP sddess automsicaly

€ Uso the folowing P sddess:

| E———

1

Defaul Gatona:

 ObtanDNS server adess automatcaly

[ Use the folowing DNS sddesses: —

4 <Back New> C

Configuring WLAN card with Windows® WZC service

You can also use Windows® Wireless Zero Configuration service to set up the wireless

connection with DSL-N13.

1. Double-click the wireless network
icon on the task bar to view available
networks. Select your wireless router

and click Connect.

Choose a wireless network

Fhomain,

@ b

ol

°_ta3s37

(17))
res

2.

Input the key you have set on the
DSL-N13 and click Connect. The
connection is complete within several

seconds.

Wireless Network Connection X

Please wait while Windows connects to the "WLA00G'network.

Detecting network

e —— T

Wireless Network Connection ®

Type the key, anithen cick Connect.
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[Wireless settings }

This chaper describes how to configure other wireless features of your ASUS DSL-N13
ADSL Wireless Router.

Setting up SSID

SSID stands for Service Set Identifier, also known as the name of a wireless network.
To connect a wireless router, or to form a wireless bridge system, all wireless routers or
APs or clients must have the same SSID.To setup SSID:

1. Click Wireless -> Basic in the left side menu to open the configuration page.

Wireless -- Basic

This page allows you to configure basic features of the wireless LAN interface. You can
enable or disable the wireless LAN interface, hide the network from active scans, setthe
wireless netwark name (also known as SSID) and restrict the channel set based on country
requirements

Click "Apply” to configure the basic wireless options

Enable Wireless
[0 Hide Access Paint

S50 | ASUS

BSSID: 02:10:18:01:00:01

SavelApply

2. Select Enable Wireless checkbox.

You can hide DSL-N13 from wireless scanning by selecting Hide Access Point,
but wireless clients still can connect to DSL-N13 by specifying correct SSID.

4. Define the SSID for DSL-N13. The default SSID is Default.
Press Save/Apply to save and activate the settings.

Setting up wireless security

To protect your wireless network, you need to setup a security mechanism at both
DSL-N13 and the wireless clients.

Network authentication

Network authentication uses certain types of mechanism to identify authenticated
wireless clients. DSL-N13 supports the following authentication methods:

Open: This option disables authentication protection for your wireless network.
Under the Open mode, any IEEE802.11b/g wireless client can connect to
your wireless network.

Shared: Shared means using the same WEP keys for authentication and encryption.

802.1X: 802.1X uses RADIUS (Remote Access Dial-Up User Service) server
to authenticate wireless clients with a user name and password. It can
authenticate user with different levels of access right.
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WPA:

WPA - PSK:

Encryption

WPA stands for WiFi-Protected Access. WPA provides two security
modes for Home/SOHO user and enterprise network. The former
solution adopts Pre-Shared Key for authentication, and the later uses the
existing 802.1X RADIUS server in the enterprise network to process the
authentication requests.

WPA-PSK (Pre-Shared Key) is the solution for home and SOHO users
who have no 802.11X authentication server within the LAN. To setup
WPA-PSK, you need to input a passphrase and let the system generate
the key. Combination of letters, numbers and non-alphnumeric charecters
is recommended for ensuring security.

Encryption is used to convert plain text data into unreadable codes with certain type of
algorithm before capsulation for wireless transmission. DSL-N13 supports the following
encryption methods:

WEP:

TKIP:

AES:

TKIP + AES:

WEP stands for Wired Equivalent Privacy. It uses 64 or 128-bit static
keys. You can let the system generate the WEP keys by inputting a
Passphrase.

Temporal Key Integrity Protocol (TKIP) dynamically generates unique
keys to encypt every data packet in a wireless session.

Advanced Encryption Standard (AES) is a dependable encryption
adopted in WPA2 or IEEE802.11i standard. It offers stronger protection
and greatly increases the complexity of wireless encryption.

For a network where WPA clients (using TKIP encryption) and WPA2
clients (using AES encryption) co-exit. Select this option to enable both.

How to setup wireless security

Open

1. Click Wireless -> Security in the left side menu to open the configuration page.
2. Select Open in the Network Authentication field to disable authentication mechanism.

strength.

Wireless -- Security
This page allaws you to configure security features of the wireless LAN interface. You can
sets the network authentication method, selecting data encryption, specify whether a
network key is required ta athenticate to this wireless network and speciy the encryption
Click *SavefApply" to configure the wireless security options.

Network Authentication:  [Open v

WEP Encryption:

SavelApply
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3. Select Enable in the WEP Encryption field to use WEP keys for data encryptions.
Select 64-bit or 128-bit Encryption Strength for key length then click Set
Encryptioin Keys button to setup the keys. If you do not want to encrypt data,
select Disable in WEP Encryption and skip to Step 5.

4. After you click the Set Encryptioin Keys button, you are directed to another
page to setup the keys. You can select Enable ASUS Passphrass and input a
passphrase in the first box below, the system automatically generates four netwrok
keys for you. You can also disable ASUS Passphrass and input four keys manually.
Record the passphrase (if any) and keys in your note.

Wireless Settings - Encryption Keys

Enable ASUS PassPhrase

Key in any word in Passphrase, then WL-600g will generate the correct network keys
Passphrase

Network Key 1

Network Key 2

Network Key 3:

Network Key 4

Current Network Key: |1 v

SavelApply

5. Press Save/Apply to save and activate the settings.

Shared
1. Click Wireless -> Security in the left side menu to open the configuration page.
2. Select Shared in the Network Authentication field to use WEP authentication.

Wireless - Security

This page allows you to configure secuirity features of the wireless LAN interface. You can
sets the network authentication method, selecting data encryption, specify whether a
network key is required to authenticate to this wireless network and specify the encryption
Click "SavefApply" to configure the wireless security options,

Network Authentication Shared v

WEP Encryptior Enabled
Encryption Strength 125-tit ~|[__Set Encryption Keys
SaverApply

3. The WEP Encryption is fixed to Enabled because Shared mode use the same
WEP keys for both encryption and authentication.

4. Select 64-bit or 128-bit Encryption Strength for key length then click Set
Encryption Keys button to setup the keys. Refer to Open mode Step 4 for key
configuration.

5. Press Save/Apply to save and activate the settings.
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802.1X
1. Click Wireless -> Security in the left side menu to open the configuration page.

2. Select 802.1X in the Network Authentication field to enable authentication using
RADIUS server in your network.

Wireless - Security

This page allows you to configure security features of the wireless LAN interface. You can
sets the network authentication method, selecting data encryption, specify whether a
network key is required to authenticate to this wireless network and specify the encryption
strength

Click "SavesApply" to configure the wirsless security options

Network Authentication EiZREN ~

RADIUS Server IP Address 0000

RADIUS Port: 1812

RADIUS Key:

WEF Encryption Enabled

Encryption Strength 128-bit v ||__SetEncryption Keys

SavelApply

3. Input the RADIUS Server IP address, RADIUS port (the default value is 1812), and
RADIUS Key.

4. You can choose to enable or disable data encryption. If you want to encrypt data,
select Enable in the WEP Encryption field, select 64-bit or 128-bit Encryption
Strength for key length. Click Set Encryptioin Keys button to setup the keys.

5. Refer to Open mode Step 4 for key configuration.
Press Save/Apply to save and activate the settings.

WPA
1. Click Wireless -> Security in the left side menu to open the configuration page.

2. Select WPA in the Network Authentication field to enable RADIUS server
authentication and advanced encryption methods.

Wireless -- Security

This page allows you to configure security features of the wireless LAN interface . You can
sets the network authentication method, selecting data encryption, specify whether a
netwark key is required to authenticate to this wireless network and specify the encryption
strength.

Click "Save/Apply" to configure the wireless security options

Network Authentication
WPAZ Preauthentication: Disabled v
Network Re-auth Interval: 36000

VWPA Group Rekey Interval: [0
RADIUS Server IP Address|0.0.0.0

RADIUS Port: 1812
RADIUS Key:

VWPA Encryption. THIP+AES v
WEP Encryption: Disabled ~

SavelApply
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Set the WPA2 Preauthentication to Enabled if you want to use this function.

The Network Re-auth Interval is 36000 seconds by default, you can setup this
value according to your network environment.

Set up RADIUS server inforamtion by inputting WPA Group Rekey Interval,
RADIUS server IP address, RADIUS port and RADIUS Key.

Set up WPA encryption methods. If there are only WPA2 clients within your network,
select AES, if WPA clients only, select TKIP; if both exist, select TKIP+AES.

You can also enable WEP client to access your wireless network. To enable WEP
clients, set WEP Encryption to Enabled. Select 64-bit or 128-bit Encryption
Strength for key length then click Set Encryptioin Keys button to setup the keys.
Refer to Open mode Step 4 for key configuration.

Press Save/Apply to save and activate the settings.

WPA-PSK
Click Wireless -> Security in the left side menu to open the configuration page.
Select WPA-PSK in the Network Authentication field.

Viireless - Security

This page allows you to configure security features of the wireless LAN interface. You can
sets the network authentication method, Selecting data encryption, specify whether a
network key is required to authenticate to this wireless network and specify the encryption
sirength

Click *Save/Apply” to configure the wireless security optians.

Metwark Authentic ation:

WPAPre-SharedKey: || Clickhereto display
WPAGroup RekeyInterval 0|

VWPA Encryption: TKIP+AES v

SavelApply

Input the WPA Pre-Shared Key. The key is masked by system. To check the key,
press Save/Apply and wait until the page refreshes. Then click Click here to
display link, you can see the key displayed in a seperate window.

Setup the WPA Group Rekey Interval.

Set up WPA encryption methods. If there are only WPA2 clients within your network,
select AES, if WPA clients only, select TKIP; if both exist, select TKIP+AES.

You can also enable WEP client to access your wireless network. To enable WEP
clients, set WEP Encryption to Enabled. Select 64-bit or 128-bit Encryption
Strength for key length then click Set Encryption Keys button to setup the keys.
Refer to Open mode Step 4 for key configuration.

Press Save/Apply to save and activate the settings.




M DSL-N13 Wireless ADSL 2/2+ Modem Router User Manual

MAC filter

You can setup MAC filters to allow or deny wireless clients with known MAC addresses.
To setup MAC filter:

1. Click Wireless -> MAC Filter in the left side menu to open the configuration page.
2. Select the restriction mode for the filter: select Allow to allow the client and deny

the rest; select Deny to deny the client and allow the rest. By default, the filter is set
to Disable which allows all clients. Click Add to create a filter.

Wireless -- MAC Filter

MAC Restrict Mode: © Disabled O Allow O Deny
MAC Address Remove

2. Type the MAC address of the wireless client you want to allow or block.
3. Press Save/Apply to save and activate the settings.

Wireless bridge

You can connect DSL-N13 to other wireless bridges so as to expand your wireless LAN.
This function is also refer to as Wireless Distribution System (WDS).

To setup WDS, the wireless routers must meet the following requirements:
1. Using the same encryption.

Working on the same channel.

The IP addresses of all wireless bridges are within the same subnet.
WDS enabled.

For bridging wireless routers, the MAC Addresses of the uplink wireless router must
be saved to the Remote Bridge List. For uplink wireless router, MAC addresses of
all bridging router must be saved.

Example: DSL-N13 (wireless bridge with Internet access), WL-500gP (wireless bridge),
and WL-500gD (wireless bridge). Refer to the illustration on the next page.

o A~ D

DSL-N13 WL-500gD WL-500gP
SSID ASUS ASUS ASUS
DHCP server Enabled Disabled Disabled
LAN IP address 192.168.1.1 192.168.1.2 192.168.1.3
Authentication Open Open Open
Encryption WEP-128bit WEP-128bit WEP-128bit
Remote bridge 00:01:00:01:01:02 | 00:01:00:01:01:01 | 00:01:00:01:01:01
00:01:00:01:01:03
MAC address 00:01:00:01:01:01 00:01:00:01:01:02 | 00:01:00:01:01:03
Channel 1 11 11
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Channel : 11

Encryption : WEP-128bits

IP: 192.168.1.1

Remote Bridge : 00:01:00:01:01:02, 00:01:00:01:01:03

Enable DHCP Server
DSL-N13 (00:01:00:01:01:01)

- —-—'J
Nax o
k‘h-__ o __---’
Pl b
“ WDS .
~ \ Fi e
-~ N T e
A
y 4
WL50! (00:01:00:01:01:02) ‘WL 500gP (00:01:00:01:01:03)
Channel : 11 Channel : 11
Encryption : WEP-128bits Encryption : WEP-128bits
IP: 192.168.1.2 1P :192.168.13
Remote Bridge :00:01:00:01:01:01 Remote Bridge :00:01:00:01:01:01
Default Gateway :192.168.1.1 Default Gateway :192.168.1.1
Disable DHCP Server Disable DHCP Server

S

WDS setup (DSL-N13)

1. Setting up encryption

If you want to use encryption function, select a Network Authentication mode; if not,
select Disabled. Click Wireless -> Security to open the configuration page.

In this example, set authentication to Open and encryption to Enabled, select 128bit for
Encryption Strength, then click Set Encryption Keys.

Wireless - Security
This page allows you to configure security features of the wireless LAN interface. You
can sets the network authentication methad, selecting data encryption, specify whether
a network key is required to authenticate ta this wireless network and specify the
encryption strength
Click "Save/Apply" to configure the wireless security options
Network Authentication:
WWEP Encryption: Enablzd i
Encryption Strength [128-bit ¥ |[_SetEncryption Keys |

Savelitpply
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You can check Enable ASUS PassPhrase and input a string in Passphrase field to let
the system generate the Network Keys. You can also disable Passphrase and input four
keys manually. When finished, click Save/Apply.

Wireless Settings -- Encryption Keys

[“Enable ASUS PassPhrase

Key in any word in Passphrase, then WL-800g will generate the correct network
keys

Passphrase: veee
MNetwork Key 1
MNetwork ey 2
MNetwork Key 3:
Netwirk Key 4:

Current Netwark Key: |1«

Saveltpply

2. Setting up channel
Click Wireless -> Advanced. Set Channel to 11 and click Save/Apply.

28

Wireless -- Advanced

This page allows you to configure advanced features of the wireless LAN interface
You can select a particular channel on which to operate, force the transmission
rate to a particular speed, set the fragmentation threshold, set the RTS threshold,
set the wakeup interval for clients in power-save mode, set the beacaon interval for
the access point, set XPress mode and set whether short or long preambles are
used

Click "Save/Apphy" to configure the advanced wireless options

AP Isolation Off

Band. 2.4GHz - 802.11g +

Channel n >

Rate Auto -

Multicast Rate Auto v

Basic Rate: Default v

Fragmentation Threshold: 2348

RTS Threshald 2347

DTIM Interval: 1

Beacon Interval 100

HPress(TM) Technology: Disabled

549(TM) Mode: 549 Auto v

549 Protection: Auto ¥

WM AI-Fi Multimedia) Disabled
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3. Setting IP address

Click Advanced Setup -> LAN. Set DSL-N13 IP address to 192.168.1.1, select
Enable DHCP Server and set Start IP address to 192.168.1.4. Click Save/ Reboot.

Local Area Network {LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for LAN interface. Save
button only saves the LAN configuration data. Save/Reboot button saves the LAN
configuration data and reboots the router to make the new configuration effective
IP Address: 182.168.1.1

Subnet Mask 2552552560

Enable UPnP
[ Enable IGMP Snooping

© Disable DHCP Server

@ Enable DHCP Server
Start IP Address: 192.168.1.4
Endl [P Address: 192.168.1.254
Leased Time (hour): |24

4. Setting WDS

Click Wireless -> Wireless Bridge. Select Wireless Bridge. You can select
Enabled(Scan) to find WL-500gD and WL-500gP. If the stations are on the list, check
the checkbox and click Save/Apply.

Wireless - Bridge

This page allows yau to canfigure wireless bridge features of the wireless LAN interface:
You can select Wireless Bridge (alsa known as Wireless Distribution Systern) to disables
aress paint functionality. Selecting Acess Paint enables access point functionality.
Wireless bridge functionality will still be available and wireless stations will be able to
associate to the AP Select Disabled in Bridge Restrict which disables wireless bridge
restriction. Any wireless bridge will be granted access. Selecting Enabled or Enabled
(5can) enables wireless bridge restriction. Only those bridges selected in Remate
Bridges will be granted access

Click "Refresh" to update the remote bridges. YWait for few seconds to update.

Click "SavelApply” ta configure the wireless bridge aptions

AP Mode ‘Wireless Bridge v

Bridge Restrict Enabled(Scan) v

Remote Bridges MAC

Address: S$SID BSSID

If you cannot find WL-500gD by scanning, set Bridge Restrict to Enable and input the
MAC address of WL-500gD and WL-500gP manually. When finished, click Save/Apply.
DSL-N13 WDS setup is complete!

AP Mode: Access Point v

Bridge Restrict: Enabled v

Remete Bridges MAC .01 00:01:01:02 00:01:00:01:01:03
Address:
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WDS setup (WL-500gD and WL-500gP)

Set up WL-500gD and WL-500gP according to the table on Page 26.
1. Wireless Setting

Set WL-500gD, WL-500gP wireless channel, authentication, encryption and keys
the same as DSL-N13.

2. SetIP address to 192.168.1.2 (WL-500gD), 192.168.1.3 (WL-500gP)
Disable DHCP Server and set default gateway to 192.168.1.1,
WDS Setting

+ Open Wireless -> Bridge, set AP Mode to Hybrid.
+ Set Channel to 11.
+ Add the MAC address of DSL-N13 to Remote Bridge List.

5. Save the settings and reboot.

Wireless advanced settings

Click Wireless -> Advanced to configure advanced features of the wireless router such
as communication channel, data rate and WMM.

% If you do not know the meaning of these items, use the default setting.

Wireless -- Advanced

This page allows you to configure advanced features of the wireless LAN interface
You can select a particular channel on which to operate, force the transmission
rate to a particular speed, set the fragmentation threshold, set the RTS threshold,
set the wakeup interval for clients in power-save mode, set the heacon interval for
the access point, set XPress mode and set whether short or long preambles are
used

Click "SavefApply" to configure the advanced wireless options

AP Isolation Off v

Bandl 2.4GHz -B02.11g ¥

Channel: 1~

Rate: Auto v

Multicast Rate Auta v

Basic Rate: Default v

Fragmentation Threshold: | 2346

RTS Threshold 2347

DTIM Interval 1

Beacon Interval: 100

KPress(TM) Technology: Disabled

54g(TH) Mode: g Auto v

54y Protection; Auta ¥

WIMMOWWI-Fi Multimedia) Disabled

30
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[ Network security ]

This chapter shows how to set up security defence for your local area network.

Setting up access right to DSL-N13

To protect your wired and wireless LAN, we recommend setting up access protection
so as to prevent DSL-N13 from being viewed or modified by unauthenticated users.

Service restriction

DSL-N13 provides a Service Control List (SCL) that can enable or disable services
which are used to access the router configuration interface. You can choose allowing
HTTP, ICMP from WAN, or allowing HTTP from LAN. After configuration is complete,
click Save/Apply to activate the settings.

Access Control -- Services

A Service Contral List ("SCL") enables or disables services from being used

Services LAN WAN
HTTP Enable | [J Enable
ICMP Enable | [J Enable

SavefApply

IP address restriction

To protect the router from being accessed by unauthenticated user in your LAN, you can
restrict the access right to the hosts with certain IP addresses. Click Management ->
Access Control -> IP Addresses to setup the IP address for the authenticated network
SUpervisors.

/ Before setting up the IP address restriction, make sure addresses of
authenticated hosts are static.

Access Control -- IP Address

The IP Address Access Control mode, if enabled, permits access to local
management services from IP addresses contained in the Access Control List. If
the Access Control made is disabled, the syster will not validate 1P addresses for
incoming packets. The services are the system applications listed in the Service
Control List

Access Control Mode: & Disable & Enable

IP Address Remove
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Password protection

DSL-N13 ADSL also provides three levels of access right: admin, support, and user.
Account "admin" has full access to change and view configuration of the router,
"support" is for ISP technician to view and keep maintenance to the router, "user" can
view the router settings and statistics, as well as to update the software.

1. Click Management -> Access Control -> Passwords in the left side menu to
setup passwords for these accounts.

Access Control -- Passwords

Access to your DSL router is controlled through three user accounts: admin,
support, and user,

The user name "admin' has unrestricted access to change and view configuration
of your DSL Router.

The user name "support’ is used to allow an ISP technician to access your DSL
Router for maintenance and ta run diaghostics,

The user name "user" can access the DSL Raouter, view configuration settings and
statistics, as well as, update the router's software

Use the fields below to enter up to 16 characters and click "Apply" to change or
create passwords. Note: Passwaord cannot contain a space.

Username: admin v
Old Password! sssss
New Password sssss

Confirm Password | ssses]

Savelfpply

2. Select the account username and fill in old password, and new password (twice).
Each passwords contains up to 16 characters or digits.

3. Press Save/Apply to save and activate the settings.

Setting up port triggering

Some applications such as games, video conferencing, and remote access require
specified ports in the firewall to be opened for remote access. You can configure the
port settings by selecting an existing application or creating your custom applications.

NAT - Port Triggering

Sorne applications such as games, videa conferencing, remote access applications
and others require that specific ports in the Rodter's firewall be opened for access by
the applications. You can configure the port setings from this screen by selecting an
existing application or creating your own (Custom application)and click "Save/Apply" to
add it

Remaining number of entries that can be configured:32

Application Name:
@ Select an application: | Select One v

O Custom application:

Trigger Port Trigger Port  Trigger OpenPort  Open Port Open

Start End Protocol Start End Protocol
TP v TCP
TP v TP v
TP v TP v
TP v TP v
TP v TP~
TP v TP v
TP v TP v
TP~ TP~
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4.

Click Advanced Setup -> NAT -> Port Triggering in the left side menu to open the
configuration page. Click Add to create a new rule.

Select the service you want to configure and let the system automatically fill in the
external and internal port number and protocol type. You can also select Custom
Server radio button to designate a certain known server.

Fill in trigger port (range) and protocol, open port (range) and protocol for the
service if you select Custom Server radio button.

Press Save/Apply to save and activate the settings.

Setting up virtual server

Vitual server allows directing WAN incoming traffic to hosts or servers using private IP
addresses within a LAN. With virtual server, the router checks the port number of the
packets sent to the WAN interface, translates the port numbers into private IP address,
and redirects the packets to the corresponding internal hosts and servers. DSL-N13
supports up to 32 virtual server entries. To set up virtual server:

1.

Click Advanced Setup -> NAT -> Virtual Server in the left side menu to open the
configuration page. Click Add to create a new rule.

Select the service you want to configure and let the system automatically fill in the
external and internal port number and protocol type. You can also select Custom
Server radio button to designate a certain known server.

Fill in external port (range), internal port (range), and protocol for the service if you
select Custom Server radio button.

Fill the Server IP Address box with the network address of the host or server within
your LAN.

Press Save/Apply to save and activate the settings.

NAT --Virtual Servers

Select the service name, and enter the server IP address and click "Save/Apply" to forward
IP packets for this service to the specified server. NOTE: The “Internal Port End" cannot
be changed. It is the same as "External Port End™ normally and will be the same as
the “Internal Port Start” or “External Port End" if either one is modified.

Remaining number of entries that can be configured:32

Server Name
© Select a Service: |Select One ~]
© Custom Server. | |

Server IP Address: | 182 168.1

External port startExternal port end Protocel: Internal port start/internal port end
|Tep |
[Tcr v
[Tcp v
[Tcp v
[Tcp v
[ Il JEC| | J
[ I JEC| | J
| Tep )
|Tep |
[Tcp v
[Tcr v
[Tcp |

SaverApply
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Setting up DMZ host

The function of DMZ is similar to that of virtual server. The difference between vitual
server and DMZ is that DMZ opens all ports to WAN while virtual server opens ports
according to the demand of the enabled services. To configure DMZ host:

1. Click Advanced Setup -> NAT -> DMZ Host in the left side menu to open the
configuration page.

2. Enter the IP address of the host to be setup as DMZ host.
3. Press Save/Apply to activate the settings.

NAT -- DMZ Host

The DSL router will forward 1P packets from the VWAN that do not belong to any of the
applications configured in the Virtual Servers table to the DMZ host computer.

Enter the computer's IP address and click "Apply" to activate the DMZ host.

Clear the IP address field and click "Apply" to deactivate the DMZ host.
e S
Address:

SavelApply

Allowing SIP request through NAT

NAT checks IP header only and translate the information into private IP address.
However, for applications that demand many dynamic ports for session control such as
Session Initiation Protocol (SIP), traditional NAT cannot translate the address because
lack of preset service ports. To enable such services while at the same time do not
sacrifice network security, DSL-N13 introduces Application Layer Gateway (ALG) to
allow SIP request going through fireware and NAT from WAN. To configure ALG:

1. Click Advanced Setup -> NAT -> ALG in the left side menu to open the
configuration page.

aLG

Select the ALG below.

SIP Enabled

SavelApply

2. Select SIP Enabled checkbox to allow SIP request, or uncheck to disable.
3. Press Save/Apply to save and activate the settings.

Firewall - Outgoing IP filter

By default, all outbound IP traffic is allowed. You can block certain types of IP traffic by
setting up filter rules at DSL-N13.

1. Click Advanced Setup -> Security -> IP Filtering -> Outgoing in the left side
menu to open the configuration page. Click Add to create a new rule.
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Add IP Filter -- Outgoing

The screen allows you to creats a fiter rule to identify outgoing IP traffic by specifying a new
filter name and at least ane condition below. All of the specified conditions in this fiter rule
must be satisfied for the rule to take effect. Click 'Save/Apply' to save and activate the filter.

Filter Name

Frotocol TP v
Source IP address:

Source Subnet Mask:

Source Port (port or port port)

Destination IP address:

Destination Subnet Mask

Destination Port (port or part port):

SavelApply

2. Define a Filter Name for the filter rule. Specify protocol, source IP address, subnet
mask and port (range) and destination IP address, subnet mask and port (range).

3. Press Save/Apply to save and activate the settings.

Firewall- Incoming IP filter

By default, all incoming IP traffic is blocked. You can allow certain types of IP traffic by
setting up filter rules at DSL-N13.

1. Click Advanced Setup -> Security -> IP Filtering -> Incoming in the left side
menu to open the configuration page. Click Add to create a new rule.

Add IP Filter == Incoming

The screen allows you to create  filter rule to identify incorming IP traffic by specifying a new
filter name and at least one condition below. All of the specified conditions in this filter rule
must be satisfied for the rule to take effect. Click 'SavelApply' to save and activate the filter

Filter Name:

Pratocal TcP v
Source P address

Source Subnet Mask

Source Part (port or portport)

Destination IP address

Destination Subnet Mask

Destination Part (port or port:port).

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multiple WAN interfaces displayed below to apply this rule

Select All
pppoe_0_35_Vppp_0_35_1

SavelApply

2. Define a Filter Name for the filter rule. Specify protocol, source IP address, subnet
mask and port (range) and destinationi IP address, submask and port (range).

Select the WAN interface through which the packets enter the firewall.
4. Press Save/Apply to save and activate the settings.
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Access time restriction

This function enables to put time restriction on Internet access by setting up blocking
time table. To configure the access time restriction:

1. Click Advanced Setup -> Security > Parental Control in the left side menu to
open the configuration page. Click Add to create a new rule.

Time of Day Restriction

This page adds time of day restriction to a special LAN device connected to the Router. The
‘Browser's MAC Address' automatically displays the MAC address of the LAN device where
the browser is running. Ta restrict other LAN device, click the "Other MAC Address" button
and enter the MAC address of the ather LAN device. Ta find out the MAC address of a
Windows based PC, go to command window and type "ipconfig /al*

User Name L ]

Address

O Other MAC Address I:l
(0K 3000008

Days of the week Mon TueWed ThuFri SatSun
Click to select OO0 0o0oooo

E?tﬁr:ﬂiu)ckmg Time l:l
End Blocking Time (i) [ |
Fill in the User name to whom you want to apply the restriction.

3. Fillin the MAC address of the restricted host. If you are accessing this configuration
at the computer of restricted host, select Browser's MAC Address radio button. The
system automatically detects the MAC address of the configuration console. If you
want to configure hosts other than the console computer, enter the MAC address
manually.

/ To get the MAC address of a host, click Start menu on the desktop of

the host, select Run..., type emd into the box and press OK, then type
command ipconfig /all and press enter. You can find the MAC address
displayed as Physical Address.

4. Select the days of a week to which the rule shall apply.

5. Fill time into the Start Blocking Time and End Blocking Time box to set up block
time.

6. Press Save/Apply to save and activate the settings.
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[Advanced settings }

This chapter shows how to configure other advanced router features of DSL-N13.

WAN

Click Advanced Setup -> WAN in the left side menu to enter the WAN setup page. This
page allows you to edit the WAN settings.

LAN

1. Click Advanced Setup -> LAN in the left side menu to enter the Local Area Network
(LAN) Setup page. This page allows to change the IP address and subnet mask of
the router, enables or disables UPnP, IGMP snooping and DHCP server.

Local Area Network (LAN) Setup
Configure the OSL Router IP Address and Subnet Mask for LAN interface. Save

button only saves the LAN configuration data. Save/Reboot button saves the LAN
configuration data and reboots the router to make the new configuration effective

IP Address 182.168.1.1
Subnet Mask: 255.255.255.0

Enable UPnP
[ Enable IGMP Snooping

© Disable DHCP Server
@ Enable DHCF Server

Start IP Address: 192.168.1.4
End IP Address: 182 168.1 264
Leased Time (hour): |24
The default settings are:
+ |P Address: 192.168.1.1
+  Subnet mask: 255.255.255.0
+ Enable UPnP: Yes

+ Enable IGMP Snooping: No
« Enable DHCP Server:  Yes

Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254
Lease Time (hour): 24

DHCP server is enabled by default. You can define which addresses to be assigned to
the LAN computers by DHCP server.

2. Press Save to save the configurations and go on setting up other features. If all
settings are complete, press Save/ Reboot to apply the settings and reboot DSL-N13.




38

M DSL-N13 Wireless ADSL 2/2+ Modem Router User Manual

Setting up DNS server

Domain Name System (DNS) server is used to translate IP addresses into easy-to-
remember domain names, such as www.asus.com, and vice versa.

Click Advanced Setup -> DNS -> DNS Server to open the DNS server configuration
page. By default, the DNS server is set to automatically accept the DNS server assigned
by ISP. If your ISP specifies certain DNS server addresses, uncheck Enable Automatic
Assigned DNS checkbox and type the DNS addresses into the Primary DNS server
box and Secondary DNS server box (if any). Click Save to save the settings.

DNS Server Configuration

If 'Enable Autornatic Assigned DNS' checkbox is selected, this router will accept the first
received DNS assignment frorm one of the PPPoA, PPPoE or MER/DHCP enabled PYC(s)
during the connection establishment. If the checkbox is not selected, enter the primary and
optional secondary DNS server IP addresses. Click 'Save' button to save the new
configuration. You must reboot the router to make the new configuration effective

[ Enable Automatic Assigned DNS

Primary DNS server:
Secondary DNS server:

Setting up dynamic DNS

Hosts using dynamic IP addresses can associate with a domain name via Dynamic
DNS (DDNS). To use DDNS function, you need first register at a dynamic DNS service
provider, such as DDNS, to get a valid account.

DDNS acount request procedures

1. Type www.DynDNS. | @DynDNS )
org to the address box S R
of your Web browser Create Account
and press Enter.

Read the policy and
SeleCt |l| have read---"- Policy Last Nodified: Nay 31, 2008

1. ACKIOULEDGHENT AND ACCEPTANCE OF TERS OF SERVICE

Please compete the for

ey ———— |

2. Enter your user |usemame
name, e-mail address, i ——

. ‘our usemname will be used to login to your account and make changes.
password, then click
c t A t E-mail Address
reate Account.

[The e-mail address you enter must be valid. Instructions to activate your account will be sent to the e-mail address provided. You must
eep this address current. Any accounts with invalid e-mail addresses are subject to removal without warning. We do not sell our st to
nyone. Read more about our piivacy policy

Password

Password [sessee ] Corfin Password [sesssee |

The password you enter will be used to access your account. It must be more than 5 characters and cannot be your username.




w

»

10.

A message prompts out
asking you to check your
mailbox for the activation
letter. Open your mailbox
and read the mail.

You can find the letter in
your E-mail box. Click
the hyperlink.

The link directs you to a
login page. Click login.

Enter the user name
and password then click
Login.

After logging in, you
can see this welcome
message.

Select Services tab.

Click Add Dynamic
DNS Host .

Enter the host name
then click Add Host.
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Account Created

[Your account, accourt, has been created. Directions for activating your account have been sent account @asus.com. To complete
Fregistation, please follow the directions that you will receive. You must complete these steps within 48 hours to complete your
Fegistration

[You should receive the confirmation e-mail within a few minutes. Please make certain that your spam fitering allows messages from
lsupport@dyndns. com to be delivered. If you have not received this e-mail within an hour or so, request a password reset

[Following the instructions in the password reset e-rmail will also confirm your new account. If you dont receive the password reset e-rmail
fither, you should check with your e-mail provider to determine why you are not receiving these messages

Our basic service offerings are fres, but they are suppertsd by our premium
See http/fwwr. dyndns. confservices! for a full listing of all of

vur available services.

services

To confirm your account, please go to the address below:

Ihups +f fwine. dymdns, com/ acesunt/ confirm/REHUNZENRT atidanvir b |

Account Confirmed

[The account " account " has been confirned. You can nof nd start using your account

e have a system annauncements mailing list you may wish to subscribe to - this lst is used for natifications of new senices, changes
0 senices, and important system maintenance/status notfications. To subscribe, simply send an e-mail to announce-
fubscribe@lists. dyndn

Login

ou are not

Account Login

Usemarne: | account

Password: |o

“pasamart® not given

Logged In

Iou are currently logged in as: account (Logeuts

@ DynDNS

Abou

1St Seinge Loa Bt

Account Suppart

Senicas

Services

DINS Senices
Domain Registration | DynDINS proides = varety of serices that help enhance your homs or business Internet sxperisnce. We offer supsrior domsin name

e senices (DNS), high qualty domain management, worki-class e-mail senicas, web rediection, and network monioring, All of our

Senices include fes technical support by e-mail or phone where you speak to s highly trained enginesr rather than a call center reading

Network Montoring = script offof 2 screen

Web Redirction

Account Upgradss. DNS Services

My Accourt

Add Host Services
My Senices
Account Upgrades

Dynamic DNS (2
MailHop Outound 5 a

Recursive DNS Static DNS ) tatic
=T WebHop () Add WebHop
Prermier Support MyWebHop (2) Add MyWebHop

My Zones
Add Zone Services

iy Hoste |
| e

Dynarnic DNS

Network Monitoring (2) Add Network Monitoring

New Dynamic DNS®M Host

Hostname: dyndns. org v
1P Address: 210.74.250.126
Enable Wildcard: [m)

Mail Exchanger (optional): [ Backup Mx?
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1. You can see this [Hostname Created
message when your
hostname is successfully

tname you have requested has been created. The information now in the database and DNS syste

created. Hostname: yndns org
IP Address: 210.74.250126
Wildcard: M
DSL-N13 DDNS settings

1. Click Advanced Setup -> DNS -> Dynamic DNS to enter the configuration page.
Press Add to configure Dynamic DNS.

2. Choose your DDNS provider and fill in the hostname. The supported DDNS
provider are DynDNS.org and TZO. DynDNS.org settings require username and
password of your DDNS account. TZO requires registered Email address and Key.

Add dynamic DDNS

This page allows you to add a Dynamic DNS address from DynDNS .org or TZO:

D-DNS provider DynDNS.org »
Hostname
Interface pppoe_0_35_1/ppp_0_35 1 v

DynDNS Settings
Username:
Password

SavefApply

3. Press Save/Apply to save and activate the settings.

4. To verify whether DDNS is working, click Start menu and select Run....Type emd
and click OK to open the CLI console.

== Type the name of a program, folder, documert, or
7 | s e o o G

Open: | amd| v

[ o [ cancel | [ erowse.. |

5. Type ping account.dyndns.org (your DDNS domain name). If you can see the
reply like what is shown in the picture, DDNS is working correctly.

INDOWS\system32\cmd. exe !E H

o oft_Windous .
<G> Copyright 1985- icrosoit Gorp.

C:\Docunents and Settings\Docyping account.dyn

account
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Setting up default gateway

This section allows to manually setup default gateway of Internet connection.
1. Click Advanced Setup > Routing > Default Gateway to open the configuration page.

Routing -- Default Gateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this router wil accept
the first received default gateway assignment from ane of the PPP oA, PPPOE or MERIDHCP
enabled PYC(s). f the checkbox is not selected, enter the static default gateway ANDIOR a
WAN interface. Click 'SavefApply’ button to save it

NOTE: If changing the Autornatic Assigned Default Gateway from unselected to selected,
You must reboct the router to get the autornatic assigned default gateway.
[ Enable Autornatic Assigned Default Gateway

Use Default Gateway IP Address

SavelApply

2. By default, automatic assigned default gateway is enabled, that is, the router
accepts the first received gateway assignment from ISP. If your ISP specifies a
gateway, uncheck Enable Automatic Assigned Default Gateway and enter the
gateway address.

3. Press Save/Apply to save and activate the settings.

Setting up static route

For simple networks that have only one router, you do not need to set up static route.
For more complicated network such as an enterprise network where several routers and
different subnets exist, you need to configure static routes so as to direct the network
traffic correctly.

1. Click Advanced Setup -> Routing -> Static Route to open the configuration page
and view the current static route settings. Press Add to create a new static route.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available VWAN
interface then click "Save/Apply" to add the entry to the routing table.

Destination Network
Address:
Subnet Mask

[ Use Gateway IP Address
Use Interface pppoe_0_35_1/ppp_0_35_1

2. The configurable settings include:
+ Destination Network: input the IP address of destination;

+  Subnet Mask: input the subnet mask of destination;

+ Use Gateway IP Address: input the gateway network address (optional);

+User Interface: select the interface of your router to which the static route applies.
3. Press Save/Apply to save and activate the settings.

©
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Setting up routing protocol - RIP

RIP stands for Rounting Information Protocol. DSL-N13 supports RIPv1 and RIPv2.
1. Click Advanced Setup -> Routing -> RIP to open the configuration page.

Routing - RIP Configuration
To activate RIP for the device, select the 'Enabled' radio button for Global RIP Mode. To
configure an individual interface, select the desired RIP version and operation, followed by
placing a check in the 'Enabled’ checkbox far the interface. Click the 'SavefApply' button to
save the configuration, and to start or stop RIP based on the Global RIP mode selected.
Global RIP Mode & Disabled O Enabled

Interface VPINVCI| Version | Operation Enabled
bl AN [ 2 v [ade ¥ O
ppp 0351 035 | 2 v |Passie | OO

2. To activate RIP, select Enabled radio button for global RIP mode.

3. To configure an individual interface, select the desired RIP version and operation
and check the Enabled checkbox for the interface.

4. Press Save/Apply to save and activate the settings.
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ASUS AiDisk Setup

Instant AiDisk Sharing

Asus AiDisk helps you remotely share your files with an easy-to-remember link. You
can choose “Instant AiDisk Sharing” or “Secured AiDisk Sharing” first then set up your
preferred host name.

To let other people to log in your FTP without using any account ID and password:

1. Click USB Application > FTP Server > FTP Settings to open the FTP settings page (see
figure below). This page displays the default settings.

ASUS DSL-N13

fsus

ADSL Router

USB Application - FTP Server - FTP Settings

Faorce to Eject USE Disk

Enable FTP Server? @ ves ONo

Allow Ananymous User to Login? @ ves ONo Lagin

Allow Super User to Login? C¥es @Mo Login

FTP Part: 1111

Maximum Users Allowed to Log in: 10

Login Timeout in Seconds: 120

Stay Timeout in Seconds: 240
Coovmeny >

2. Click Save/Apply (see figure above) to save and apply the default settings. By default,
DSL-N13 will create two shared folders: ftp_pub and ftp_prt.

Now, people can access your FTP without using any account ID and password to read,
write and delete both ftp_pub and ftp_prt folders and other files on the USB disk attached to
DSL-N13.

Secured AiDisk Sharing

To allow only a limited number of selected people to access the FTP files:

1. Select No behind the Allow Anonymous User to Login option from the FTP Settings page

(see figure above).

@)



44

M DSL-N13 Wireless ADSL 2/2+ Modem Router User Manual

2. Click USB Application > FTP Server > User List to open the User List page (see figure
below).

ASUS DSL-N13

Asus

ADSL Router

USB Application - FTP Server -- User List

A marimum 12 entries can be configured
After modify the User Account List table, please push ‘Save’ Button to save your setting

User Name Password  Max. Login | Folder {Rights) Remove
CathyCat 1215 2 Mp_pwt/CathyCat (ReadAWrite/Erase) ]
Cathy qoay 2 fMtp_pub (Read/Vrite/Erase) ]
Jason 5555 2 fMtp_pub (Read/rite/Erase) ]

3. Click Add from the User list page to open the User List Add page (see figure below) and to
add users. If you want to remove a user, check the Remove box behind that user and click
the Remove button.

ASUS DSL-N13
l —

ADSL Router

USB Application - FTP Server - User List Add

User Narne: Jason

Password: 5555

hax. Login: 2

Login forder (Rights): | ftp_pub [Read?Vrite/Erase) e

4. On the User List Add page (see figure above), key in the User Name and Password for an

allowed user.

5. From the Login folder (rights) drop-down list, select the folder (ftp_pub or ftp_prt) that you
allow the user to access and the right (read, write, delete, or any combination) that you want

to assign to the user.

6. Click Apply button.
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ASUS DDNS Service: Set up An Easy-to-Remember Host Name
1. Click Advanced setup > Dynamic DNS to open the Dynamic DNS page (see figure

below).

ASUS DSL-N13

Asus

ADSL Router

Dynamic DNS

The Dynamic DS senice allows you to alias a dynamic IP address to 3 static hostname in any of the many domains,
allowing your DSL router to be more easily accessed from various lacations on the Inemet

Choose Add or Remave to cenfigure Dynamic DNS.

Hostname |Usemame | Service Interface Remove

) oo )

2. Click Add from the Dynamic DNS page (see figure above) to open the Add dynamic
DDNS page. (see figure below).

ASUS DSL-N13
==
ADSL Router

Add dynamic DDNS

This page allows you to add a Dynamic DNS address from ASUS.COMM.COM, DynDNS.org or TZO,

D-DNS provider ASUSCOMM.COM. +
Hostnarme cathy!
Interface &

Saveldpply

3. Input your preferred name in the Hostname bar. Click Check button to see if your

preferred name is still available.

4. Choose your current Internet settings from the Interface drop-down list, then click Save/
Apply. DSL-N13 will automatically reboot.

5. You can now have your unique, preferred, and easy-to-remember name to share your
AiDisk! Just tell your friends to type ftp://yourpreferredname.asuscomm.com into the
address box of their web broswer and press Enter key to get onto your AiDisk with

designated user name and password (if any).

45



M DSL-N13 Wireless ADSL 2/2+ Modem Router User Manual

[USB applications ]

DSL-N13 offers two USB2.0 ports for setting up FTP server and sharing USB printer.

FTP server function

Before setup, you need to prepare a USB disk for FTP storage.

Setting up FTP server

To setup FTP server:

1. Plug your USB storage into the USB2.0 port on the DSL-N13 rear panel. Then click
USB Application -> FTP Server in the left side menu to open the configuration page.

USE Application - FTP Server

Force to Eject USE Disk

Enable FTP Server? ®es ONo

Allow Anonymous User to Login? ®Yes OMo Login
Allovy Super User to Login? Oves @No Login
FTP Port: 1111

Maxirmum Users Allowed to Log in: 10

Login Timeout in Seconds: 120

Stay Timeout in Seconds: 240

2. Set Enable FTP Server to Yes.

Allow Anonymous User to Login: If you want to allow anonymous user to access
your FTP site, select Yes; if you want to protect your data from unauthenticated
user, select No.

4. Allow Super User to Login: Select Yes to allow super user to access the FTP
server.

5. FTP Port: Set up the port number of the FTP server. For example, if the port number
is set to 1111, you can access the FTP server by typing ftp:/192.168.1.1:1111 into the
address box of your Web browser (192.168.1.1 is the default IP address of DSL-N13).

6. Maximum User Allowed to Login: set up the maximum login user according to
your working environment.

Login Timeout in Seconds: When login times out, the login trail is terminated.
8. Stay Timeout in Seconds: Timeout value for inactive connection.
9. Press Save/Apply to save and activate the settings.
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Setting up FTP account

You can set up 12 accounts for your FTP site.

1. Click USB Application -> FTP Server -> User List in the left side menu to open the
configuration page. Click Add to create new FTP account.

Add User Account List

User Name:
Password:
Max. Lagin: 1

2. Define the User name, Password for the new account. Setup the Max. Login to
restrict the access request. Define the access right to the account.

3. Click Apply to save the new account.
4. Click Save to save and activate the settings.

Setting up FTP security

You can deny access request from certain IP address by setting up Banned IP List.

1. Click USB Application -> FTP Server -> Banned IP List in the left side menu to
open the configuration page. Click Add to create a new rule.

Add IP List

2. Input the IP address of the banned host and click Apply to save the banned IP.
Make sure the banned IP is static.

3. Click Save to save and activate the settings.

Your FTP site is ready. Type ftp:/192.168.1.1(:port number) into the address box of
your Web browser and press Enter. When prompted for login, input the username and
password you have set up for FTP account and login.
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Sharing USB printer

You can plug your USB printer to the USB2.0 port of DSL-N13 to share it within your
LAN. After you plug a printer to the USB port, you can see the status of printer by

clicking USB Application -> Printer Status.

Printer Status

Printer Model: EFPSON Stylus Phota R210
Printer Status: | On-Line
User:

Action:

Remaove

Setting up printer client under Windows XP

Follow the steps below to install network printer on your clients.

1. Run Add Printer Wizard from Start
-> Printers and Faxes -> Add a
printer.

Add Printer Wizard

Welcome to the Add Printer
Wizard

elps you nstal 2 pinter or make piter

3. Select Create a new port and set
Type of port to Standard TCP/IP
Port, then click Next.

O Use the following port:

Add Printer Wizard

Select a
Comy

newpot.

& 2
) &
© Create a new port
o s TP P )

2. Select Local printer attached to

this computer and click Next.

Add Printer Wizard

4. Click Next to setup TCP/IP port for
accessing the network printer.

Add Standard TCPIP Printer Port Wizard X

Welcome to the Add Standard
TCP/IP Printer Port Wizard

a port for  network prnter

To continue, cick Nex.

Ner>
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5. Input the IP address of DSL-N13 in
the Printer Name of IP Address
field and click Next.

Add Standard TCP/IP Printer Port Wizard

Add Port

For which device do you want o add 3 port?

]

Ente the Piiter Name or P address, and a port nae fo the desied device.

19216811 ‘

1P_1921681.1

Printer Neme o IP Address:

PottName:

7. Set Protocol to LPR and type
LPRServer in Queue Name field.
Click Next to continue.

Configure Standard TCP/IP Part Monitor [[E3]

Port Settings |

Pert Name:

1P_132.168.1.1
152.168.1.1
Frotocal

O Raw @LPR

Printer Name or IP address:

Flan Setings
LFR Settings
Queue Mame: LPRServel

(] LPR Byte Counting Enabled

(] SNMP Status Enabled

be ]
]

9. Press Finish to complete the
settings and return to Add Printer
Wizard.

Add Standard TCPIP Printer Port Wizard =]

Completing the Add Standard
TCP/IP Printer Port Wizard

ou have selected a potwith th folowing charscteisics.
SNMP. No
Potocct  LPR, LPRServer

Device: 19216811
PotName:  IPs_1921681.1

To complete this wizard, cick Fiish

6. Select Custom and click Settings...

Add Standard TCP/IP Printer Port Wizard 3]

10.

Press Next to finish standard TCP/
IP port setting.

&

Add Standard TCP/IP Printer Port Wizard

‘Additional Port Inf jred
The d i

o

Install printer driver from the vendor-
model list. If your printer is not in
the list, click Have Disk to manually
assign the location of driver.

Add Printer Wizard

Install Printer Software
The manufactuer and model dterrine which pritr software 10 use

I "
&) e R A R
conpalble pintr olae
Marufactuer A [ Pites ~
Compaq 5 Epson Stlus PoXL+ ESC/P 2
Dataprodicts & Epson 11000
St Epson T

50
EPSON Styus Photo 210 Series

[\ This driver is not digitally signed!
Telme wh diver sioring i inpartant
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11. Click Next to accept the default name 12. Select Yes to print a test page. Click
for the printer. Next to print.
Addprintr Wizard
T T S —
e v e p
ONe

13.The installation is complete. Click
Finish to quit the Add Printer Wizard.

Add Printer Wizard

Completing the Add Printer
Wizard

e successiuly conpleted the Add Pinter Wizard
cied the folowing printr setings:

Name: EPSON Stylus Photo R210 Seres
Shate name:  <Not Shared>

1P_1921681.1

EPSON Stylus Photo R210 Seres
Yes

e Yes

To close tis wizad, clck Firish.

/ If you have already installed the printer locally on your computer, right click

the printer icon and select Property -> Port tab to add a standard TCP/IP
port. Click Add Port then select Standard TCP/IP Port and click New Port
button. Refer to Step 5-8 for setting procedures.

% If you use Windows® 98 or ME which does not support Standard TCP/IP
port, you need to use Romote Port which is supported by DSL-N13.
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[Management ]

This chapter describes how to maintain your DSL-N13 wireless ADSL router.

Configuration backup

You can backup the configuration to a file and store it on your computer. Click
Management -> Settings to open the configuration page and click the Backup
Settings button. Click Save and define the destination folder. The default name for
backup file is backupsettings.conf.

Settings - Backup

Backup DSL router configurations. You may save your router configurations to a file on your
PC

Backup Settings

Restore settings from a backup file

You can restore the settings from a backup file when you have reset the wireless router
to factory default. Click Management -> Settings -> Update to open the configuration
page. Click Browse... to locate the backup file on your computer, then click Update
Settings button to proceed. When restoring is complete, the wireless router reboots.
The whole process takes about 80 seconds.

Tools -- Update Settings

Update DSL router settings. You may update your router settings using your saved files.
Settings File Narne:
Update Settings

Reset to factory default

If you want to clear all settings and return to the factory default settings. You can press
the Reset button on the rear panel of the wireless router for 10 seconds; or click
Management -> Settings -> Restore Default to open the configuration page and click
the Restore Default Settings button.

Teels - Restore Default Settings

Restore DSL router settings to the factory defaults.

[ Restore Default Settings |
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Setting up time server

You can configure the time setting so that DSL-N13 can always synchronize with a time
server from Internet. Click Management -> Time settings and check Automatically
synchronize with International servers. Select a time server from the drop-down list
and set your time zone. When finished, click Save/Apply.

Time settings
This page allows you to the modem's time configuration
';Autnmat\:a\\y synchronize with Internet time servers

First NTP time server: clock fmt. he.net 4

Second NTP time server:| None v

Daylight Saving Time(DST) was not support
Time zone offset (BGMT-12:00] International Date Line Yvast -

SavelApply

Firmware update

To update firmware, click Management -> Update Software. Click Browse... to locate
the firmware file, then click Update Software button to start uploading the firmware.
The update process takes about two minutes.

Device Info

Board ID: WL-600g
Software Version: 1.0.1.9

Tools - Update Software
Step 1: Obtain an updated software image file from your ISP.

Step 2: Enter the path to the image file location in the box below or click the
"Browse" button to locate the image file.

Step 3: Click the "Update Software" button once to uplead the new image file.

NOTE: The update process takes about 2 minutes to complete, and your DSL
Router will reboot.

Software File Narme: N
Update Software




